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Motivation:
e At SAC 21, [EJKM21] considered the feasibility of Isogenies based UPKEs:

® Using group action (CSIDH).
® Using torsion information (SIDH).
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® |n the second case: “a viable construction in practice is hindered by existing
mathematical limitations".
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Motivation:

e At SAC 21, [EJKM21] considered the feasibility of Isogenies based UPKEs:
® Using group action (CSIDH).
® Using torsion information (SIDH).

® |n the second case: “a viable construction in practice is hindered by existing
mathematical limitations".

Contribution:
® Viable constructions are possible.

» These mathematical limitations can be circonveign.
» We construct SILBE: an "SIDH-like" viable UPKE.
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UPKE

Definition

An UPKE scheme is a PKE
* KeyGen(1") 3, (sk, pk)
e Enc(pk, m) St

¢ Dec(sk,ct)—m

with a Key-Update mechanism
* UpdGen(1*) 3, L

* UpdPk(pk, 1) — pk’

® UpdSk(sk, p) — sk’
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UPKE

Definition

An UPKE scheme is a PKE
* KeyGen(1") 3, (sk, pk)
e Enc(pk, m) St

¢ Dec(sk,ct)—m

with a Key-Update mechanism
* UpdGen(1*) 3, L

* UpdPk(pk, 1) — pk’

® UpdSk(sk, p) — sk’

Must ensure:

e Correctness.

e Asynchronous key update.

e Forward Security.

® Post-Compromise Security.
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UPKE

Definition

An UPKE scheme is a PKE
* KeyGen(1") 3, (sk, pk)
e Enc(pk, m) St

¢ Dec(sk,ct)—m

with a Key-Update mechanism
* UpdGen(1*) 3, L

* UpdPk(pk, 1) — pk’

® UpdSk(sk, p) — sk’

Must ensure:

e Correctness.

e Asynchronous key update.

Sko Sk1

e Forward Security.

® Post-Compromise Security.

Skz Sk3
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Isogenies

e Surjective group morphism between elliptic curves.

2
TN

E:y?>=x3—3x+3 E'y?=x3+5x+6
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Isogenies

e Surjective group morphism between elliptic curves.

—
N

E:y?>=x

%
.

o

E'y?=x3+5x+6

X2 4+6x+1 x2—x—4

x—7 7 (x=1)
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Isogenies

¢ scalar maps: ® Frobenius map:
[n]: E— E 7. E— EW®P
ker ([n]) = E[n] = Z7 m(x,y) = (xP,yP)
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Isogenies

¢ scalar maps: ® Frobenius map:
[n]: E— E 7. E— EW®P
ker ([n]) = E[n] = Z7 m(x,y) = (xP,yP)

® When separable:
¢ : E — E’ determined® by ker (¢)

Lup to isomorphism
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[n]: E— E 7. E— EW®P
ker ([n]) = E[n] = Z7 m(x,y) = (xP,yP)

® When separable:
¢ : E — E’ determined® by ker (¢)

® The degree deg(¢) = |ker (¢)|.
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Isogenies

¢ scalar maps: ® Frobenius map:
[n]: E— E 7. E— EW®P
ker ([n]) = E[n] = Z7 m(x,y) = (xP,yP)

® When separable:
¢ : E — E’ determined® by ker (¢)
® The degree deg(¢) = |ker (¢)|.
e Thedual ¢: E' — E s.t. R
¢ o ¢ = [deg ()]

Lup to isomorphism
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KLPT

e When working with supersingular curves, we have additional tools.

KLPT

End(E)+ ¢ : E — E’ i E— E
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KLPT

e When working with supersingular curves, we have additional tools.

KLPT

End(E)+ ¢ : E — E’ i E— E

* [KLPT14] Original: deg(¢) smooth and large O(p3).
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KLPT

e When working with supersingular curves, we have additional tools.

KLPT

End(E)+ ¢ : E — E’ i E— E

* [KLPT14] Original: deg(¢) smooth and large O(p3).

* [DLRW24] New: deg (1)) generic and relatively small O(p°®).
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SIDH
® p=/(GUZFf —1 prime: ;
® (Pa, Qa) = E[(7] E A . E
* (Ps,Qs) = E[(¥] 8

P8
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SIDH
* p=(GUFf—1 prime:
* (Pa,Qa) = E[(}] Pa \
* (P, Qp) = E[(¥] E » Ea

e Alice share:
® Ea, 0a(Pg), 94(QB). ors [6albB
® Bob share:
® Ep,d8(Pa), #8(Qa).
Pushforward: ker (¢.1) = ¢(ker (1)) [¢8]«da
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SIDH

* p=(GUFf—1 prime:

© (Pa, Qa) = E[(
e ) = el £t
e Alice share:
® Ex,0a(PB), 0a(QB). o8 [ba]+ 08
® Bob share:
* Eg,¢5(Pa), p8(Qa). Es Ex
Pushforward: ker (¢.v) = ¢(ker (¢)) [08]<da

Problem (SIP + torsion)
Let ¢ : E — E’ be an isogeny of degree d, (P, Q) = E[N] with N coprime to d.

P, Q,¢(P), #(Q) = ¢
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[EJKM21]: SIDH style “online”™-UPKE

QbAl OAz ®Az71
E En, o En, .
b8, ®B, lqﬁsn
VA, Va, VA,
Eg — 2 Epa, Ega,_,
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[EJKM21]: SIDH style “online”™-UPKE

da, DA, A 1
Ea,
b8,
UAl (0 Az /wAtfl
Ega,

8 /17

oy

Epy —— Ea,

B4

Ega,
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[EJKM21]: SIDH style “online”™-UPKE

¢A1 C)Az (JbAt—l

Eo Ea,

QSBD ¢B,

VA Va, Ay
Eg ——— EBA1 e
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[EJKM21]: SIDH style “online”™-UPKE

®8, oB, lcﬁs,l ¢B,

VA, Ya, VA Ya,
EB . SN EBA1 -
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[EJKM21]: SIDH style “online”™-UPKE

This has several limitations:

® SIDH is not secure. [CD23, MMP*23, Rob23].

® No Asynchronous key update.

® KLPT outputs very large isogenies = impractical with SIDH parameters.
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Masked torsion information

Theorem ([Rob22]: SIP + torsion is easy)

Let ¢ : E — E’ be an isogeny of degree d, (P, Q) = E[N] with N?> > d a smooth
integer.

P,Q,6(P),(Q) — ¢
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Masked torsion information

Theorem ([Rob22]: SIP + torsion is easy)

Let ¢ : E — E' be an isogeny of degree d, (P, Q) = E[N] with N*> > d a smooth
integer.

P,Q,6(P),(Q) — ¢

Problem (SIP + masked torsion)
Let ¢ : E — E’ be an isogeny of degree d, (P, Q) = E[N] and m € Zy with N = []_, p;.

P, Q. [ml(P), [mlé(Q) — ¢
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Lollipops

L lollipo .
masked torsion info on ¢g ——— torsion info on 1)

B
B

* Use ¢ = [m]¢g o 0 0 da[m]
=¢pobogp
with N2 > deg ().

cPFL KUDELSKI
10 /17 LAZELZ  |C©THINGS


https://lasec.epfl.ch/
https://www.kudelski-iot.com

Lollipops

L. lollipo .
masked torsion info on ¢g ——— torsion info on 1)

* Use ¢ = [m]¢g o 0 0 da[m]
=¢poboop

with N2 > deg (). ( i EA % Es

e [CV23]: Use ¢ = m.(¢g) o . \ | >
T« 0B }7T

EP
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Lollipops

L. lollipo .
masked torsion info on ¢g ——— torsion info on 1)

* Use ¢ = [mlog o6 0 plm]

=¢pobogp
with N? > deg (). Ea L EB
— ¢ | |
e [CV23]: Use ¢ = mi(pB) 0 ¢ p | l
® Construct a trapdoor with %7 %W ¥
¥ =m(pB o da)odacdp T(f)\ . i
EP) 05 glp)

key := Ex

trapdoor := ¢4
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10 /17 LAZELZ  |C©THINGS


https://lasec.epfl.ch/
https://www.kudelski-iot.com

Lollipop Trapdoor

Lemma
Lollipop trapdoor is one-way function <= SIP + masked torsion hard J
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Lollipop Trapdoor

Lemma
Lollipop trapdoor is one-way function <= SIP + masked torsion hard J

® Works for any curve Ex:

® There always exists ¢4 : Eg — Ea, deg(0a) ~ /p.
¢ Computable with the newKLPT.
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Lollipop Trapdoor

Lemma

Lollipop trapdoor is one-way function <= SIP + masked torsion hard J

® Works for any curve Ex:

® There always exists ¢4 : Eg — Ea, deg(0a) ~ /p.
¢ Computable with the newKLPT.

» How to Generate/Update the key and trapdoor (Ea, ¢a) ?
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Sampling random curves

Theorem
Let p: E — E’ be an ("-isogeny, with h > (1 + 2Mlog,, (2)). Then;

E’ is \-statistically indistinguishable from uniform.

e Easy to compute.

p
EPL g P2 g P, P

with deg (p;) = ¢ and ¢hi|p £ 1.
With newKLPT, we can update the trapdoor.
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More complex in reality

Pr—
Ex pl)El pz)Ez 2y =5 E: pp;/E;\
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SILBE
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SILBE

Po
Ea

Eo
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SILBE
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SILBE

EALEB

]
]
I
]
T T
I
I
I
I

m v M

ElE\p) 77*¢B Eép)
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SILBE
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SILBE

P1
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SILBE

P1
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SILBE's Security

Lemma

SILBE is OW-PCA secure <= SIP + masked torsion hard
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SILBE's Security

Lemma

SILBE is OW-PCA secure <= SIP + masked torsion hard

Lemma

SILBE is OW-PCA secure <= SILBE is OW-PCA-U secure

15 / 17

cPFL
LASEZL

KUDELSKI
1© THINGS


https://lasec.epfl.ch/
https://www.kudelski-iot.com

SILBE's Security

Lemma

SILBE is OW-PCA secure <= SIP + masked torsion hard

Lemma

SILBE is OW-PCA secure <= SILBE is OW-PCA-U secure

[AW23] : OW-PCA-U ~2F2 IND-CCA-U in the ROM
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Conclusion:

® The attacks on SIDH have become a new essential tool in isogeny based
cryptography:
® SQISignHD, SQISign2D-East/West, SQIPrime.
® FESTA, Q-FESTA, POKE.
e SCALLOP-HD
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cryptography:
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e SCALLOP-HD

¢ SILBE, a viable "SIDH-like" UPKE.
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Conclusion:

® The attacks on SIDH have become a new essential tool in isogeny based
cryptography:

® SQISignHD, SQISign2D-East/West, SQIPrime.
e FESTA, Q-FESTA, POKE.
e SCALLOP-HD

SILBE, a viable "SIDH-like" UPKE.

Future work:

e Can we improve its efficiency 7
» Currently, primes for A\ = 128 are ~ 13000 bit large.

cPFL KUDELSKI
16 /17 LAZELZ  |C©THINGS


https://lasec.epfl.ch/
https://www.kudelski-iot.com

SILBE

P1

o

Epg, En —— Ep
(b “j/
Ep, 2 EYy « A F ™ n

E/gp) —es E‘,(Bp)

|
|
|
|
|
|
|
1
®Bs !
Tx C)A - v

Happy to discuss your comments and questions !
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SILBE's Parameters

SIP + masked torsion hard over p = 3° Nf + 1 with N = [T pi if:
° N>3%/p
o [T, pi=N:>32 — n—t>A\

A 6] N f n log (p)
128 2043 5x7x11 x---x 6863 1298 881 13013
192 3229 5x7x11x---x 10789 1790 1312 20538
256 4461 5x7x11 x---x 14879 16706 1741 28346

Table: Parameters for SILBE
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Kani's Lemma

Lemma
Let A,B,A’, B’ be abelian varieties:
A 4,:) B f & / /
F .= Bx A —AxB
— g/ £
g g’
' deg (F) = deg(f) + deg(g)
/ f /
A —— B
/ ker (F) = { (F(P), —¢(P))| P & Aldeg (F)]}
deg (f) = deg (f') , deg (g) = deg (g') )

Let ¢ : E — E’ be an isogeny of degree d, (P, Q) = E[N] with N? > d a smooth integer.

HD-rep : P, Q,#(P),»(Q) — ¢
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