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Why do we care about MRAE?

Bottleneck of MRAE from TBCs→ Hash-then-PRF MACs.

Proposal 1: LLSIV.

Proposal 2: pLLSIV.

Proposal 3: LLDFV.
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Online AE: N cannot be repeated.

DAE: N = constant (or part of A with no restriction).

MRAE: N can be repeated a (possibly small) number of times.
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Proposed Solutions

LLSIV Faster enc on parallel
and pipelined platforms

Dec speed maintained or faster
Provable

Faster enc and dec on all platforms
Adhoc/pruned

Faster enc and dec on all platforms
Rate-1 decryption

Provable

pLLSIV LLDFV
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Why optimize encryption and not decryption?

Encryption is easier to optimize→ more freedom in the data flow.

Decryption speed is not reduced by this optimization (yet footprint is increased).

pLLSIV optimizes decryption using adhoc arguments.

LLDFV optimizes decryption by being an optimization of DFV (later).
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Ẽ1,N
K

M1

C1
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Ẽ1,N
K

M1

C1
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Privacy

Theorem
Let A be an NM privacy adversary against LLSIV that can repeat a nonce at most µ times in

encryption queries. A makes qe queries of total ciphertext size σe blocks. Let A run in time

at most t. Then, there exists a (qe +σe, t +O(qetH +σe))-TPRP adversary A
′

against the

underlying TBC such that

Advnm−priv
LLSIV (A)≤ Advtprp

Ẽ
(A
′
)+ (µ− 1)qeε+

(µ− 1)(qe +σe)

2n

The hash function UHF :Kh×{0, 1}∗×{0, 1}∗→{0, 1}n is an ε-AU hash function and

runs in time at most tH .
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Authenticity

Theorem
Let B be an NM authenticity adversary against LLSIV that can repeat a nonce at most µ
times in encryption queries. B makes qe queries of total ciphertext size σe blocks and qd

decryption/verification queries of total ciphertext size σd . Let B run in time at most tb. Then,

there exists a (qe + qd +σe +σd , tb +O((qe + qd)tH +σe +σd))-sTPRP adversary B
′

against the underlying TBC such that

Advnm−auth
LLSIV (B)≤ Advstprp

Ẽ
(B
′
)+Advmac

NaT(B
”)

≤ Advstprp

Ẽ
(B
′
)+ 2(µ− 1)qeε+

qd

2n−µ
+µqdε.

The hash function UHF :Kh×{0, 1}∗×{0, 1}∗→{0, 1}n is an ε-AU hash function and

runs in time at most tH .
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Three main steps of the proof

1 Fallback on an SCT-2-like design.

2 Replace remove the depdency between the PRF and the stream cipher.

Lemma
Consider a TBC Ẽ :K ×I ×{0, 1}n×{0, 1}n→{0, 1}n. Consider the construction Γ :

Ẽ(K , i, N, (Ẽ)−1(K , 0, N, X))

where i ∈I \ {0}. Then, . . .

Advtprp
Γ (G)≤ Advstprp

Ẽ
(G
′
)

3 Give the adversary oracle access to the stream cipher and reduce the security to that of
the NaT MAC.

Mustafa Khairallah LLSIV/LLDFV 30th August 2024 16/29



Introduction

Why do we care about
MRAE?

Bottleneck of
MRAE→Hash-then-PRF
MACs

Low Latency SIV

pruned LLSIV

Implementation

AES-Based Instance

Low Latency DFV

Cryptanalysis of LLSIV
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Skinny Cryptanalysis

Model Technique Ref. Number of Rounds Data Time

Single Key
ID [TAY17] 22 292.22 2373.48

MitM [DHS+21] 23 2120 2368

DS-MitM [SSS+23] 23 296 2372

Diff-MitM [BDD+23] 25 2122.3 2372.5

Chosen Tweak
Int [HSE23] 26 2121 2344

DS-MitM [SSS+23] 25 296 2363.83

Related Key Rectangle

[HBS21] 30 2125 2361

[QDW+21] 30 2122 2341

[DQSW22] 32 2123 2355

[SZY+22] 32 2123 2345
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Claims using Skinny: pLLSIV

Scheme Max. Length Data Time Key Size

pLLSIV (r = 25) 216 246 2112 2× 128
LLSIV (r = 40) 264 2128/µ 2128 192+ 128

It is possible to reduce the key size with domain separation: out of scope.
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Comparison

Scheme Model TBC Encryption TBC Decryption # cycles

SCT-2k
Single-Core

Iterative - r(m+ 1)
LLSIV Iterative Iterative r(m+ 1)
pLLSIV Iterative Iterative pr(m+ 1)

SCT-2k
Multi-Core

Multi-core - r(dm/ce+ 1)
LLSIV Multi-core Iterative rd(m+ 1)/ce
pLLSIV Multi-core Iterative prd(m+ 1)/ce

SCT-2k
Pipelined

Pipelined - 2r +m− 1
LLSIV Pipelined Iterative r +m

pLLSIV Pipelined Iterative pr +m
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Hardware Implementation
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Pipelined Implementation

Table: Synthesis results of the pipelined implementations of SCT-2k, LLSIV and pLLSIV on the Xilinx
Kintex-7 FPGA. a and m are the number of 128-bit blocks of associated data and plaintext,
respectively. The number of cycles is for the encryption algorithm.

Scheme LUTs Flip Flops # of Cycles

SCT-2k 8230 20581 118+ a/2+ 3m/2
LLSIV 9243 20587 79+ a/2+ 3m/2
pLLSIV 5392 12907 49+ a/2+ 3m/2
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AES-Based Instance: AES-POLYVAL-ICE2
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Pipelined Implementation

Table: Synthesis results of the pipelined implementations of AES-GCM-SIV and LLSIV-PolyVal-ICE2
on the Xilinx Kintex-7 FPGA. a and m are the number of 128-bit blocks of associated data and
plaintext, respectively. The number of cycles is for the encryption algorithm.

Scheme LUTs Flip Flops # of Cycles

AES-GCM-SIV 12780 3017 4(a+m)+ 35+m

LLSIV-PolyVal-ICE2 13965 3401 4(a+m)+ 10+m
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Decryption Fast SIV

Proposed by Minematsu in 2020.
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Security

1 No collision on the concatenated hashes in encryption queries.

2 Nonces in decryption queries never appear during encryption queries→ need strong
TPRP security.

3 Then, the security falls back on the security of pNAE (nonce-based AE without A).
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Questions?

Thanks for listening.

More details at https://eprint.iacr.org/2024/550
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