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Authenticated Encryption with Associated Data

Key K Key K
x Associated data A l
Associated data A @il © Ciphertext C [ - P if T correct
Plaintext P —— AEenc —— — AEdec —
Tag T Tag T L otherwise
Nonce U Nonce U

Conventional security: confidentiality (indistinguishability of ciphertexts) and
authenticity (unforgeability)
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The Sponge Construction [BDPV07]
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|

® Stateof size b=r+c

® M| - ||[M is the message injectively padded into r-bit blocks
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The Duplex Construction [BDPV11]
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Interleaved absorption and squeezing phases
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Application: SpongeWrap [BDPV11]
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Application: SpongeWrap [BDPV11]
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Application: SpongeWrap [BDPV11]
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Application: MonkeySpongeWrap [Men23]
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® Closer to modern duplex-based AEADs
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Ascon-AEAD Mode
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e Additional key blindings at initialization and finalization

e Quter and inner permutations p and q differ
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Security of Ascon-AEAD Mode

® Generic results on the duplex [DMV17] do not cover Ascon-AEAD mode
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Security of Ascon-AEAD Mode

® Generic results on the duplex [DMV17] do not cover Ascon-AEAD mode
This Work

® Multi-user analysis of confidentiality of Ascon-AEAD mode
® Multi-user analysis of authenticity of Ascon-AEAD mode:

® Nonce-respecting setting
® Nonce-misuse setting
® Under state recovery with a tailored security model

Independent Work

® Chakraborty et al. [CDN23]: tight bound on confidentiality and authenticity in the
nonce-respecting case (p = q)
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Security Model: Nonce-Based AE Security

K. Ky & {0, 1}

AEencg,, AEdeck,, pj:7 q $m 1 pi7 q

e Distinguishing advantage: Adv/, " (D)

Ascon
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Security Model: Nonce-Based AE Security

K. Ky & {0, 1}

AEency,, AEdecy,, pj:7 q:t $m 1 in qi

e Distinguishing advantage: Adv/, " (D)

Ascon

® Resources of the adversary:

® Qe encryption queries with Mg blocks ® M= Mg+ Mp
® (Qp decryption queries with Mp blocks e N primitive queries
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Security Model: Separation into Confidentiality and Authenticity

® Confidentiality: remove oracle access to (AEdeck,,),, /L

e Authenticity: Pr (D [(AEencf?ﬂ";’)m, (AEdecfgmq)m , (pi,qi)] forges)
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Security Model: Separation into Confidentiality and Authenticity

® Confidentiality: remove oracle access to (AEdeck,,),, /L
e Authenticity: Pr (D [(AEencf?ﬂ";’)m, (AEdecfgmq)m , (pi,qi)] forges)

® \We have
Adv-2e (D) < Advu—conf(D/) +Advu—auth(D//)

Ascon Ascon Ascon

with D’ and D" having similar complexities than D
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Security Model: Authenticity Under State Recovery (1)
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Attack Setting

® Adversary may somehow recover any inner state
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Security Model: Authenticity Under State Recovery (1)
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Attack Setting

® Adversary may somehow recover any inner state
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Security Model: Authenticity Under State Recovery (1)
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initialization ! associated data ! plaintext ! finalization

Attack Setting
® Adversary may somehow recover any inner state

® Ascon-AEAD designed to still achieve authenticity in this setting
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Authenticity Under State Recovery (2)
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Model
® Model inspired by permutation-based leakage resilience [DM19a, DM19b]
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Authenticity Under State Recovery (2)
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Model
® Model inspired by permutation-based leakage resilience [DM19a, DM19b]

e Without loss of generality: every encryption/decryption query leaks the
entire b-bit state of all evaluations of inner permutation g
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Authenticity Under State Recovery (2)

LA As PG Pe1 G P Gy
|

e L Dm0 l
pc q q q qc pcI

QI L :I

| Kjo* 0*[|K

“r “r

0*[|1 1
«r «r |

recovered recovered i recovered recovered
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initialization ! associated data ! plaintext finalization

Model
® Model inspired by permutation-based leakage resilience [DM19a, DM19b]

e Without loss of generality: every encryption/decryption query leaks the
entire b-bit state of all evaluations of inner permutation g

® MonkeySpongeWrap-style AEAD does not guarantee security in this
setting
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Security Results

Property Setting Security bound (simplified)

Confidentiality nonce-respecting @) (W + g’—j + 2—’\£)

nonce-misuse

state recovery
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nonce-misuse O QD + “(Nﬂ”) + /\gg\’
state recovery ) QD + “(N+“) + g’f)

® Nonce-misuse and state recovery authenticity degrade in the last terms
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Security Results

Property Setting Security bound (simplified)

Confidentiality nonce-respecting @) (W + "é—’)}” + 2ﬂc>

nonce-misuse

state recovery

Authenticity nonce-respecting OxL+ “(N+“) AL 2b + 26)
nonce-misuse O3+ “(7
state recovery 0% 4+ “(N+“) + g’f)

® Nonce-misuse and state recovery authenticity degrade in the last terms
® Improvement from Chakraborty et al. [CDN23] in nonce-based security
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Proof Technique
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Modular Proof

® Some bad events are kept unchanged — O (% + W)

® Others are adjusted, depending on the setting:
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Proof Technique
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Modular Proof
® Some bad events are kept unchanged — O (% + W)
® Others are adjusted, depending on the setting:
® Nonce-respecting: inner states secret, but adversary has access to

the outer parts = O <M§7N + /\/12%/\/)
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Proof Technique

A In i A l
: : ; I

Q)

o e ot Ko 0"[|K

Modular Proof
® Some bad events are kept unchanged — O (% + W)
® Others are adjusted, depending on the setting:
® Nonce-misuse: inner states secret, but adversary has access to and

can overwrite the outer parts =— O (“g’i")
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Modular Proof
® Some bad events are kept unchanged — O (% + W)
® Others are adjusted, depending on the setting:

® State recovery: inner states fully leak, thus permutation queries may
o 5 2
correspond later to construction queries — O (%)
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Authenticity Under State Recovery: Matching Attack
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® Make an encryption query with empty associated data
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Authenticity Under State Recovery: Matching Attack
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® Make an encryption query with empty associated data
® Get state after first initialization S1, and right before finalization S
® View S; as initial state of a sponge, S as a state obtained with the

preimage Pi,..., P;
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Authenticity Under State Recovery: Matching Attack
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® Make an encryption query with empty associated data
® Get state after first initialization S1, and right before finalization S

® View S; as initial state of a sponge, S as a state obtained with the
preimage Pi,..., P;

® Apply a second preimage attack, i.e. find P{,..., P, # P1,..., P; that
reaches S, = costs 2¢/2 g-evaluations

15/17



Authenticity Under State Recovery: Matching Attack

IV||K||U 0*[|K 0*]1 K||0* 0*||K

® Make an encryption query with empty associated data

® Get state after first initialization S1, and right before finalization S

® View S; as initial state of a sponge, S as a state obtained with the
preimage Pi,..., P;

® Apply a second preimage attack, i.e. find P{,..., P, # P1,..., P; that
reaches S, = costs 2¢/2 g-evaluations

® Submit a forgery with the associated ciphertext and T 15/17



Application to Ascon-AEAD Parameters

(128,320, 256, 64, 128) for Ascon-128
o (k,b,c,r,t) =< (128,320,192,128,128) for Ascon-128a
(160, 320, 256, 64, 128) for Ascon-80pq
® Assume number of users ;< 2%4

® Assume online complexity Q, M < 264
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Application to Ascon-AEAD Parameters

(128,320, 256, 64, 128) for Ascon-128
® (k,b,c,r,t) =< (128,320,192,128,128) for Ascon-128a
(160, 320, 256, 64, 128) for Ascon-80pq
® Assume number of users ;< 2%4
® Assume online complexity Q, M < 264
= Ascon-128: in all cases, generic security as long as N < 2128/,
= Ascon-80pq: in all cases, generic security as long as N < 2160/,

= Ascon-128a: nonce-respecting/misusing generic security as long as N < 2%28 /,
authenticity under state recovery as long as additionally N < 29

16/17



Conclusion

® General security analysis of Ascon-AEAD mode
® Main focus on role of key blindings

e Caution: the results hold in ideal permutation model (e.g. see [BCP22] for attack
in nonce-misuse setting on concrete instantiation)

17/17



Conclusion

® General security analysis of Ascon-AEAD mode
® Main focus on role of key blindings

e Caution: the results hold in ideal permutation model (e.g. see [BCP22] for attack
in nonce-misuse setting on concrete instantiation)

Thank you for your attention!
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