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Identity-based Encryption[Sha84,BF01]

− 𝑆𝑒𝑡𝑢𝑝 1𝜆 → 𝑝𝑝, 𝑚𝑝𝑘, 𝑚𝑠𝑘

− 𝐸𝑥𝑡𝑟𝑎𝑐𝑡 𝑚𝑝𝑘, 𝑚𝑠𝑘, 𝐼𝐷 → 𝑠𝑘𝐼𝐷

− 𝐸𝑛𝑐 𝑚𝑝𝑘, 𝐼𝐷, 𝑚 → 𝑐𝑡𝑚

− 𝐷𝑒𝑐 𝑠𝑘𝐼𝐷 , 𝑐𝑡𝑚 → 𝑚 or ⊥

Correctness: 𝐷𝑒𝑐 𝐸𝑥𝑡𝑟𝑎𝑐𝑡 𝑚𝑝𝑘, 𝑚𝑠𝑘, 𝐼𝐷 , 𝐸𝑛𝑐 𝑚𝑝𝑘, 𝐼𝐷, 𝑚 = 𝑚

Security against Users 



Malicious KGC?
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Current Solutions:

− Certificate-less Encryption[AP03]: User generates their own pk/sk pair.

− Registration-based Encryption[GHMR18,GHMRS19]: User generates pk/sk, 

accumulator combine it into short mpk.

− Anonymous IBE[IP08,Cho09]: Anonymity in ciphertexts. 

− Blind IBE[GH07,CKRS09]: Blindly generating secret keys. 

− IBE secure against KGC[EKW19]: Introducing trusted ICA

− Traceable IBE[Goy07, ADM+07]: KGC runs the risk of being caught if  they ever 

maliciously generates and distributes a decryption key.



Our Contributions:

Vulnerabilities of some existing schemes
New Definition for Oblivious Identity-

based Encryption

OIBE Construction in Standard model without ICA



Vulnerabilities of IBE schemes[GH07]

− 𝑆𝑒𝑡𝑢𝑝 1𝜆 → (𝑝𝑝, 𝑚𝑝𝑘 = 𝑔, 𝑔1 = 𝑔𝛼 , 𝑔2, 𝐹 , 𝑚𝑠𝑘 = 𝑔2
𝛼)

− 𝐸𝑥𝑡𝑟𝑎𝑐𝑡 𝑚𝑝𝑘, 𝑚𝑠𝑘, 𝐼𝐷 → 𝑠𝑘𝐼𝐷

− 𝐸𝑛𝑐 𝑚𝑝𝑘, 𝐼𝐷, 𝑚 → 𝑐𝑡𝑚 = (𝑚 ⋅ 𝑒 𝑔1, 𝑔2
𝑡, 𝑔𝑡 , 𝐹 𝐼𝐷 𝑡)

KGC can compute 𝑒 𝑔1, 𝑔2
𝑡 = 𝑒 𝑔𝛼 , 𝑔2

𝑡 = 𝑒 𝑔𝑡 , 𝑔2
𝛼 = 𝑒 𝑔𝑡 , 𝑚𝑠𝑘

Remove 𝑒 𝑔1, 𝑔2
𝑡 from 𝑚 ⋅ 𝑒 𝑔1, 𝑔2

𝑡 and get 𝑚.

Vulnerabilities in [Wat05, CKRS09, LW10, BB11]



Oblivious Identity-based Encryption

− 𝑆𝑒𝑡𝑢𝑝 1𝜆 → 𝑝𝑝, 𝑚𝑝𝑘, 𝑚𝑠𝑘

− 𝐵𝑙𝑖𝑛𝑑𝐸𝑥𝑡𝑟𝑎𝑐𝑡 𝑈𝑠𝑒𝑟 𝑚𝑝𝑘, 𝐼𝐷 𝐾𝐺𝐶(𝑚𝑝𝑘, 𝑚𝑠𝑘) → (𝑠𝑘𝐼𝐷 , ⊥)

− 𝐸𝑛𝑐 𝑚𝑝𝑘, 𝐼𝐷, 𝑚 → 𝑐𝑡𝑚

− 𝐷𝑒𝑐 𝑠𝑘𝐼𝐷 , 𝑐𝑡𝑚 → 𝑚 or ⊥

Correctness: 𝐷𝑒𝑐 𝑠𝑘𝐼𝐷 , 𝐸𝑛𝑐 𝑚𝑝𝑘, 𝐼𝐷, 𝑚 = 𝑚

Security against Users, Security against KGC



OIBE: Security against Users

𝑝𝑎𝑟𝑎𝑚𝑠, 𝑚𝑝𝑘

𝑏∗

Adversary wins if:
𝐼𝐷∗ ∉ 𝐼𝐷𝐿𝑖𝑠𝑡 and 
𝑏 = 𝑏∗ 

𝑐𝑡𝑏

𝑚∗, 𝐼𝐷∗

𝑠𝑘𝐼𝐷

𝐼𝐷𝐿𝑖𝑠𝑡 ← 𝐼𝐷𝐿𝑖𝑠𝑡 ∪ 𝐼𝐷

𝐵𝑙𝑖𝑛𝑑𝐸𝑥𝑡𝑟𝑎𝑐𝑡
𝐼𝐷𝑚𝑠𝑘

𝑏 ← {0,1}
𝑐𝑡0 = 𝐸𝑛𝑐(𝑚𝑝𝑘, 𝐼𝐷∗, 𝑚∗)
𝑐𝑡1 = 𝐶𝑇𝑆𝑎𝑚𝑝(𝑚𝑝𝑘)

𝑃𝑟 Adversary wins ≤
1

2
+ 𝑛𝑒𝑔𝑙(𝜆)

⊥



OIBE: Security against KGC

𝑝𝑎𝑟𝑎𝑚𝑠, 𝑚𝑝𝑘, 𝑚𝑠𝑘

𝑏∗

𝐵𝑙𝑖𝑛𝑑𝐸𝑥𝑡𝑟𝑎𝑐𝑡
𝑄𝑢𝑒𝑟𝑦

𝑏 ← {0,1}
𝑐𝑡0 = 𝐸𝑛𝑐(𝑚𝑝𝑘, 𝐼𝐷𝐿𝑖𝑠𝑡 𝑖∗ , 𝑚∗)
𝑐𝑡1 = 𝐶𝑇𝑆𝑎𝑚𝑝(𝑚𝑝𝑘)

⊥

𝐼𝐷 ←IDSpace

𝐼𝐷𝐿𝑖𝑠𝑡 ← 𝐼𝐷𝐿𝑖𝑠𝑡 ∪ {𝐼𝐷} 

𝑄𝑘𝑒𝑦 ← 𝑄𝑘𝑒𝑦 + 1

𝑖∗, 𝑚∗

𝑐𝑡𝑏

𝐸𝑛𝑐
𝑖, 𝑚

𝑐𝑡𝑚

𝐼𝐷𝐿𝑖𝑠𝑡[𝑖]

Adversary wins if:
𝑖∗ ∈ 𝑄𝑘𝑒𝑦   and 

𝑏 = 𝑏∗ 

𝑃𝑟 Adversary wins ≤
1

2
+ 𝑛𝑒𝑔𝑙(𝜆)



IBE: Building Blocks

− Composite-order Bilinear maps

− (𝑁, 𝐺, 𝐻, 𝐺𝑇 , 𝑒) ← 𝐺𝐺𝑒𝑛(1λ)  where 𝐺, 𝐻, 𝐺𝑇 are cyclic groups of order 

𝑁 = 𝑝1𝑝2  and 𝐺 = 𝐺𝑝1
𝐺𝑝2

 and 𝐻 = 𝐻𝑝1
𝐻𝑝2

− 𝑒: 𝐺 × 𝐻 → 𝐺𝑇 is a non-degenerate bilinear map

− 𝑔1, 𝑔2, ℎ1, ℎ2 are random generators of 𝐺𝑝1
, 𝐺𝑝2

, 𝐻𝑝1
, 𝐻𝑝2

 



IBE: Cryptographic Assumptions 

Subgroup Decision SD1 for group 𝐺

− {𝑔1, ℎ1, 𝑍 ← 𝐺} ≈ {𝑔1, ℎ1, 𝑍 ← 𝐺𝑝1
}

Subgroup Decision SD2 for group 𝐻

− {𝑔{1,2}, ℎ1, 𝑍 ← 𝐻} ≈ {𝑔{1,2}, ℎ1, 𝑍 ← 𝐻𝑝1
} where 𝑔{1,2} ← 𝐺 



IBE Construction[Wee15]

𝑆𝑒𝑡𝑢𝑝 1𝜆 :
𝑚𝑠𝑘 ≔ 𝛼, 𝑢 ← ℤ𝑁 × 𝐻𝑝1

𝑚𝑝𝑘 ≔ (𝑔1, 𝑔1
𝛼, 𝑒 𝑔1, 𝑢 , 𝐇)

𝐸𝑥𝑡𝑟𝑎𝑐𝑡(𝑚𝑠𝑘, 𝐼𝐷):

𝑟𝑒𝑡𝑢𝑟𝑛 𝑠𝑘𝐼𝐷 ≔ 𝑢
1

𝛼+𝐼𝐷 

𝐸𝑛𝑐(𝑚𝑝𝑘, 𝐼𝐷, 𝑚):
𝑃𝑖𝑐𝑘 𝑠 ← ℤ𝑁 

(𝑐𝑡0, 𝑐𝑡1) ≔ (𝑔1
𝛼+𝐼𝐷 𝑠

, 𝑚 ⊕ 𝐇 𝑒 𝑔1, 𝑢 𝑠 )

𝐷𝑒𝑐(𝑠𝑘𝐼𝐷 , 𝑐𝑡):

𝑟𝑒𝑡𝑢𝑟𝑛 𝑐𝑡1 ⊕ 𝐇 𝑒 𝑐𝑡0, 𝑠𝑘𝐼𝐷 = 𝑚 ⊕ 𝐇 𝑒 𝑔1, 𝑢 𝑠 ⊕ 𝐇(𝑒(𝑔1
𝛼+𝐼𝐷 𝑠

, 𝑢
1

𝛼+𝐼𝐷 ) )

eIn OIBE, we compute 

this obliviously!



OIBE: Building Blocks

Additive Homomorphic Encryption

− 𝐻𝑆𝑒𝑡𝑢𝑝 𝑝𝑝 → ℎ𝑠𝑘, ℎ𝑝𝑘

− 𝐻𝐸𝑛𝑐(ℎ𝑝𝑘, 𝑚) → 𝐶𝑚

− 𝐻𝐷𝑒𝑐 ℎ𝑠𝑘, 𝐶𝑚 → 𝑚 or ⊥ 

Properties: 

− 𝐻𝐸𝑛𝑐 ℎ𝑝𝑘, 𝑚
𝑟

= 𝐻𝐸𝑛𝑐 ℎ𝑝𝑘, 𝑟 ⋅ 𝑚

− 𝐻𝐸𝑛𝑐 ℎ𝑝𝑘, 𝑚1 ⋅ 𝐻𝐸𝑛𝑐 ℎ𝑝𝑘, 𝑚2 = 𝐻𝐸𝑛𝑐 ℎ𝑝𝑘, 𝑚1 + 𝑚2



Oblivious Computation[JL09]: 𝑔
1

𝛼+𝐼𝐷 

𝐶𝛼 = 𝐻𝐸𝑛𝑐 ℎ𝑝𝑘𝐾𝐺𝐶 , α , ℎ𝑝𝑘𝐾𝐺𝐶

𝐶𝐼𝐷 = (𝐶𝛼⋅ 𝐻𝐸𝑛𝑐 ℎ𝑝𝑘𝐾𝐺𝐶 , 𝐼𝐷 )𝑟

𝑟 ← ℤ𝑁 
𝐶𝐼𝐷 = (𝐶𝛼⋅ 𝐻𝐸𝑛𝑐 ℎ𝑝𝑘𝐾𝐺𝐶 , 𝐼𝐷 )𝑟

 = 𝐻𝐸𝑛𝑐 ℎ𝑝𝑘𝐾𝐺𝐶 , 𝑟(𝛼 +  𝐼𝐷 ) 

(ℎ𝑠𝑘𝐾𝐺𝐶 , ℎ𝑝𝑘𝐾𝐺𝐶) ← 𝐻𝑆𝑒𝑡𝑢𝑝 𝑝𝑝

𝛽 = 𝐻𝐷𝑒𝑐 ℎ𝑠𝑘𝐾𝐺𝐶 , 𝐶𝐼𝐷

𝛾 = 𝛽−1 mod 𝑁 𝑔𝛾

Compute (𝑔𝛾)𝑟= 𝑔
𝑟

𝑟(𝛼+𝐼𝐷) = 𝑔
1

(𝛼+𝐼𝐷)

KGC Bob 



Oblivious Computation: 𝑠𝑘𝐼𝐷 ≔  𝑢
1

𝛼+𝐼𝐷 

𝐶𝛼, ℎ𝑝𝑘𝐾𝐺𝐶 , ℎ 

𝐶𝐼𝐷, 𝐶𝑟 =  𝐻𝐸𝑛𝑐 ℎ𝑝𝑘𝐵𝑜𝑏, 𝑟 , ℎ𝑝𝑘𝐵𝑜𝑏

(ℎ𝑠𝑘𝐵𝑜𝑏 , ℎ𝑝𝑘𝐵𝑜𝑏) ← 𝐻𝑆𝑒𝑡𝑢𝑝 𝑝𝑝
𝑟 ← ℤ𝑁 
𝐶𝐼𝐷 = (𝐶𝛼⋅ 𝐻𝐸𝑛𝑐 ℎ𝑝𝑘𝐾𝐺𝐶 , 𝐼𝐷 )𝑟

 = 𝐻𝐸𝑛𝑐 ℎ𝑝𝑘𝐾𝐺𝐶 , 𝑟(𝛼 +  𝐼𝐷 ) 

ℎ ← 𝐻𝑝1
, 𝜈 ← ℤ𝑁, 𝑢 = ℎ𝑣

(ℎ𝑠𝑘𝐾𝐺𝐶 , ℎ𝑝𝑘𝐾𝐺𝐶) ← 𝐻𝑆𝑒𝑡𝑢𝑝 𝑝𝑝

𝛽 = 𝐻𝐷𝑒𝑐 ℎ𝑠𝑘𝐾𝐺𝐶 , 𝐶𝐼𝐷

𝛾 = 𝛽−1 mod 𝑁
𝑡 ← ℤ𝑁, 𝑣𝑎𝑙 = ℎ𝑡

𝐶𝑠𝑘 = 𝐶𝑟
𝑣𝛾

⋅ 𝐻𝐸𝑛𝑐 ℎ𝑝𝑘𝐵𝑜𝑏, −𝑡

= 𝐻𝐸𝑛𝑐(ℎ𝑝𝑘𝐵𝑜𝑏,
𝜈

𝛼 + 𝐼𝐷 
− 𝑡)

𝐶𝑠𝑘 , 𝑣𝑎𝑙 

𝜎𝑣𝑎𝑙 = 𝐻𝐷𝑒𝑐 ℎ𝑠𝑘𝐵𝑜𝑏, 𝐶𝑠𝑘

𝑠𝑘 = ℎ𝜎𝑣𝑎𝑙 ⋅ 𝑣𝑎𝑙 = ℎ
𝑣

𝛼+𝐼𝐷
 −𝑡 ⋅ ℎ𝑡 

=  ℎ
𝑣

𝛼+𝐼𝐷
 = 𝑢

1

𝛼+𝐼𝐷
 

KGC Bob 



Oblivious Computation

𝐶𝛼 = 𝐻𝐸𝑛𝑐 ℎ𝑝𝑘𝐾𝐺𝐶 , α , ℎ𝑝𝑘𝐾𝐺𝐶 , ℎ 

𝐶𝐼𝐷, 𝐶𝑟 , ℎ𝑝𝑘𝐵𝑜𝑏, 𝜋
𝜋 = 𝑃𝑜𝐾{ ℎ𝑝𝑘𝐾𝐺𝐶 , ℎ𝑝𝑘𝐵𝑜𝑏 , 𝐼𝐷, 𝐶𝐼𝐷, 𝑟, 𝐶𝑟}

𝐶𝑠𝑘 , 𝑣𝑎𝑙 

Bob

KGC 

𝑚𝑝𝑘



Our Construction:

𝑆𝑒𝑡𝑢𝑝 1𝜆 :
ℎ ← 𝐻𝑝1

, 𝜈 ← ℤ𝑁, 𝑢 = ℎ𝑣

𝛼, 𝑢 ← ℤ𝑁 × 𝐻𝑝1

(ℎ𝑠𝑘𝐾𝐺𝐶 , ℎ𝑝𝑘𝐾𝐺𝐶) ← 𝐻𝑆𝑒𝑡𝑢𝑝 1𝜆

𝐶𝛼 = 𝐻𝐸𝑛𝑐 ℎ𝑝𝑘𝐾𝐺𝐶 , α
𝑚𝑠𝑘 ≔ 𝛼, 𝑢, 𝜈
𝑚𝑝𝑘 ≔ (𝑔1, 𝑔1

𝛼, 𝑒 𝑔1, 𝑢 , 𝐇, ℎ, 𝐶𝛼, ℎ𝑝𝑘𝐾𝐺𝐶)

𝐸𝑛𝑐(𝑚𝑝𝑘, 𝐼𝐷, 𝑚):
𝑃𝑖𝑐𝑘 𝑠 ← ℤ𝑁 

(𝑐𝑡0, 𝑐𝑡1) ≔ (𝑔1
𝛼+𝐼𝐷 𝑠

, 𝑚 ⊕ 𝐇 𝑒 𝑔1, 𝑢 𝑠 )

𝐷𝑒𝑐(𝑠𝑘𝐼𝐷 , 𝑐𝑡):

𝑟𝑒𝑡𝑢𝑟𝑛 𝑐𝑡1 ⊕ 𝐇 𝑒 𝑐𝑡0, 𝑠𝑘𝐼𝐷 = 𝑚 ⊕ 𝐇 𝑒 𝑔1, 𝑢 𝑠 ⊕ 𝐇(𝑒(𝑔1
𝛼+𝐼𝐷 𝑠

, 𝑢
1

𝛼+𝐼𝐷 ) )

What we achieve:

− Oblivious computation of Extract()

− Security against KGC 

− Ciphertext Anonymity

− Standard model 



Conclusion

− Vulnerabilities of some existing schemes

−New Definition for Oblivious Identity-based Encryption

−OIBE Construction in the Standard model without ICA



Thank you!
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