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Modern Cryptography
Modular Multiplication a · b[p]

Contemporary protocols

RSA (2048-4096 bits) Modular Exponentiation C = me [M]
ECDSA (256-512 bits) ECC Point Scalar Multiplication C = k.P

Post-Quantum Cryptography

Isogeny-based Protocols

NIST standardisation candidate SQIsign (256-512 bits)

CSIDH (512 bits)
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AMNS

Adapted Modular Number System (2006 Bajard et al. [2])

Polynomial representation of large integers modulo p odd.
a = 10797837636805329088

One representative of a in an AMNS is

A = 83086 + 7554 · X + 34715 · X 2 − 4780 · X 3

AMNS parameters :

p odd such that a ∈ Z/pZ
N number of coefficients of AMNS elements (deg(A) = N − 1)

ρ such that ||A||∞ < ρ

E = XN − λ the external reduction polynomial. λ small power of two

γ such that E (γ)[p] = 0 (A(γ) = a)

Example AMNS parameters: p = 13157208063559315537
N = 4 ρ = 262144 E = X 4 − 2 γ = 13020125524669010305
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AMNS multiplication

Let B(p,N = 5, ρ,E = X 4 − 2) be an AMNS.

A = 83086 + 7554 · X + 34715 · X 2 − 4780 · X 3

B = 80081 + 33377 · X − 3680 · X 2 + 25843 · X 3

A · B = 6653609966 + 3378093296 · X + 2726385293 · X 2 + 2895288153 · X 3

− 92075238 · X 4 + 914730145 · X 5 − 123529540 · X 6

deg(A · B) > N − 1, ||A · B||∞ > ρ =⇒ A · B /∈ B

EXTERNAL REDUCTION:
A·B[E ] = 6469459490+5207553586·X+2479326213·X 2+2895288153·X 3

deg(A · B[E ]) ≤ N − 1, ||A · B[E ]||∞ > ρ =⇒ A · B[E ] /∈ B

INTERNAL REDUCTION:
C = RedInt(A · B[E ]) = 5419 + 19939 · X + 12918 · X 2 + 17941 · X 3

deg(C ) ≤ N − 1, ||C ||∞ < ρ =⇒ C ∈ B, C (γ)[p] = A · B(γ)[p]
The Montgomery-like algorithm is used for internal reduction: analogous
to the Montgomery multiplication algorithm in classical representation.
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Montgomery Multiplication algorithm

Speeds up repeated modular multiplications with modulus p fixed.
Replaces divisions with binary right shifts.

Internal reduction parameters:

ϕ power of 2 such that ϕ > p

p

p′ such that p.p′[ϕ] = −1[ϕ]

a = 95d9a01f0c2000c0h b = 89b77ad47c7b16deh

p = b697cb06205bb051h p′ = c44eb4055684674fh ϕ = 264

1 : c = a · b = 509cdd282b13a7463361f8b4a0112680h

2 : q = c · p′[ϕ] = 1b9c786b25c86180h

3 : t = c + q · p = 644e79f51bc8a1f20000000000000000h

4 : res =
t

ϕ
= 644e79f51bc8a1f2h = a · b · ϕ−1[p]
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Montgomery-like algorithm

AMNS

ϕ power of 2
such that ϕ > 2.(1 + |λ| · (N − 1)).ρ

M such that M(γ)[p] = 0.

M ′ such that M.M ′[E , ϕ] = −1[ϕ]

Classical representation

ϕ power of 2
such that ϕ > p

p

p′ such that p.p′[ϕ] = −1[ϕ]

ϕ = 224 A = 1a62ch + 1489dh · X + 10b53h · X 2 + f26ch · X 3

B = 22de4h + 148e0h · X + 1065h · X 2 + f41eh · X 3

M = −3d41h + ca97h · X + 1a0h · X 2 − 17a6h · X 3

M ′ = 569fa7h+ 2062dh · X+ e97097h · X 2+ cabc27h · X 3

1 : C = A · B[E ] = 89bd8547ah+ 7075db400h · X+ 5d61a5ef8h · X 2+ 50f5803e9h · X 3

2 : Q = C ·M ′[E , ϕ] = e90e10h+ 29cde0h · X+ d3cbch · X 2+ 32682dh · X 3

3 : T = C + Q ·M[E ] =1912000000h+b3a7000000h · X+1beb000000h · X 2−11ca000000h · X 3

4 :RES =
T

ϕ
= 1912h+ b3a7h · X+ 1bebh · X 2− 11cah · X 3
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Block Montgomery Multiplication (classical representation)

Block descriptions of the Montgomery Multiplication were classified by
Koç et al. [7] for implementations on general purpose processors.

w : bit width of words

s: number of blocks required to slice operands (ϕ = 2sw )

a =
∑s−1

i=0 ai · (2w )i Same for b, p and p′

Example: w = 16, s = 4, FIOS (Finely Integrated Operand Scanning).
One outer loop, one inner loop. Outer loop iterations can be parallelized

a0

a = 95d9a01f0c2000c0h

b0b1b2b3

b = 89b77ad47c7b16deh

p0p1p2p3

p = b697cb06205bb051h
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Montgomery-like block variants (AMNS)

No block variants of the Montgomery-like algorithm until now.

Software implementations [5, 4]ab use many AMNS coefficients.

FIOS hardware implementations from [8]c as the basis for the
methodology of hardware implementation of AMNS Montgomery-like
multiplications.

aFangan Yssouf Dosso et al. “PMNS for Efficient Arithmetic and Small Memory
Cost”. IEEE Transactions on Emerging Topics in Computing (2022).

bTitouan Coladon et al. “MPHELL: A fast and robust library with unified and
versatile arithmetics for elliptic curves cryptography”. 2021 IEEE 28th Symposium on
Computer Arithmetic (ARITH). 2021.

cLouis Noyez et al. “Montgomery Multiplication Scalable Systolic Designs Optimized
for DSP48E2”. (2024). ACM Transactions on Reconfigurable Technology and Systems.

How to develop block descriptions of the Montgomery-like algorithm ?
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Block slicing of AMNS elements

A = 59− 13 · X + 3 · X 2 + 52 · X 3
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Block slicing of AMNS elements

A = 59− 13 · X + 3 · X 2 + 52 · X 3

w = 3, s = 4,A =
∑s−1

i=0 A•i · (2w )i , ϕ = 2sw
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Hardware Implementation
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Hardware target

FPGAs devices : quick prototyping and design space exploration
Modern Xilinx Ultrascale FPGA family used in [8]
DSP48E2 arithmetic accelerator components feature:

A 17x17 bits multiplier.

A 3-input 48-bit adder which can be used to add the result of a
multiplication, accumulate data (possibly right shifted by 17 bits) and
add external data in a single clock cycle.

w = 17 bits slicing of operands.
Primary goals: performance and scalability to any number of coefficients
and size of coefficients.
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Systolic Array
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Systolic Array
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Polynomial blocks multiplication schedulings

Ã, B̃: polynomial blocks such that ||A||∞ < 217 and ||B||∞ < 217, N = 5

Target Cycle Coefficients

XXX 0 XXX 1 XXX 2 XXX 3 XXX 4

Ã Ã0 Ã1 Ã2 Ã3 Ã4

B̃ B̃0 B̃1 B̃2 B̃3 B̃4

Ã · B̃[E ] 1 Ã0B̃0 Ã0B̃1 Ã0B̃2 Ã0B̃3 Ã0B̃4

2 + λÃ1B̃4 + Ã1B̃0 + Ã1B̃1 + Ã1B̃2 + Ã1B̃3
...
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...

Relaxed Scheduling (N odd)
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Results and Conclusions
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Metrics

Criteria

We use three criteria to compare against the state of the art:

Execution time: depends on the maximum frequency and number of
clock cycles (function of N and s)

Resource cost: number of DSP/LUT/FF resources used

Area-Time product: measure of efficiency for each type of resource
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Experimental Results

Design Freq Latency DSP/LUT/FF Time DSP/LUT/FF
parameters (MHz) (cc) (µs) AT (resource.µs)

width = 256

CA0D2C1E [8] 625 140 16/1759/3365 0.224 3.58/394/754
AMNS [3] 200 33 120/2728/- 0.165 19.8/450/-
AMNS [3] 194 47 91/1718/- 0.242 22.0/415/-
RNS [1] - - 248/9450/- 0.0852 21.13/805/-

N = 3, s = 6 625 111 18/4156/5145 0.178 3.20/738/914
width = 512

CA0D2C1E [8] 625 275 31/3443/6602 0.440 13.6/1510/2900
AMNS [3] 162 33 188/29985/- 0.204 38.4/6120/-
AMNS [3] 182 47 176/37138/- 0.258 45.4/9580/-

N = 7, s = 5 550 199 35/8124/10128 0.362 12.7/2940/3660
width = 2048

CA0D2C1E [8] 625 1085 121/13487/22602 1.74 210/23400/39000
N = 5, s = 25 500 785 125/29182/35008 1.57 196/45800/54900
width = 4096

CA0D2C1E [8] 625 2174 242/26978/44806 3.48 842/93800/156000
N = 5, s = 25 525 1553 245/58161/66740 2.96 725/172000/197000
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Conclusions and Perspectives

Conclusions

Block descriptions of the AMNS Montgomery-like algorithm.

Set of tools for verification and exploration using python’s sagemath.

Study of different schedulings of polynomial blocks multiplication.

Open source [6] implementations of AMNS multipliers based on the
modern Xilinx Ultrascale family of FPGA and DSP48E2 components.
They provide competitive performance and efficiency compared to
state of the art, and they are highly flexible and scalable to a wide
range of coefficients and coefficient sizes.
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Perspectives

Study the resilience of AMNS to side-channel attacks and the security
implications of its redundancy.

Implement different block variants of the Montgomery-like algorithm
besides FIOS.

Explore additional polynomial block multiplication schedulings.
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Source Code

Open-Source project

https://github.com/LOUISNOYEZ/AMNS_MM
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