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Context: Secure Multi Party
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Evaluate a public function on private inputs
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Generation of Authenticated Secret Shared Scaled Unit Vectors (aSUV)

, Correlation Generators | We optimize the generation of aSUVs
from ring-LPN ; L
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» Input-independent generation of CR

4

Input-dependent secure function evaluation
» Heavyweight cryptographic protocols

4

Lightweight cryptographic protocols
» Massive communication » Little communication

Active secure Beaver triple generation
» Tools: Homomorphic encryption, zero knowledge proofs, or oblivious transfer
» 100 MB worth Beaver triples take a few GB of communication

» Maturity: MP-SPDZ implements variety of protocols
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MPC
Pseudorandom Correlation Generators (PCG)
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Seed generation phase Local expansion phase Online phase

Active secure PCG for Beaver triples
» Boyle et al.: Pseudrandom Correlation Generation from ring-LPN

» Tools: PRGs, Distributed Point Functions, coding theoretic assumption

» 100 MB worth Beaver triples take a few MB of communication X . .
preparation of an implementation

We optimize this protocol in i

» Maturity: One publication, conjectured efficiency R .

— Communication channel
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MPC
Additive Secret Sharing
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Secret-share input

Private Inputs >< MPC protocol >< Private results

Open secret-shares
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reveals nothing about f(m,m)=(n,m)

———————————————————————————————————

Additive secret sharing: [r] = 1, + r; where P, holds r,

==

Authenticated additive secret sharing: [r] = ([r], [r']) with MAC r' = m - r
Beaver triple: [a], [b], [c] with a,b random, c =a - b

-——
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Improved Generation of aSUVs
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Overview
aSUV for Beaver triples Large size but small
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A scaled unit vector is a vector x € FY which is zero
except for one position and payload

- SUV: share each coefficient with []

- aSUV: share each coefficient with authentication [-]
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Optimization 1.
Symmetric aSUV generation
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Optimization 2.
Special purpose MPC circuit
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Ix] - . 1. Beaver triple [al, [b], [c]
s ] ] 2. Reveale = ([x] - [al), § = (Iy] — [b])
[v] 3. Locallycompute [z] =6 -[x] + €[yl +[c] —€-6

1
_________ ... Requires previous optimization

' ... Avoids Input steps (communication + correlated randomness) i
i ... Requires careful security proof !

Inside aSUV protocol
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2. Exchangee=(x—a), 6 =(y—b)

3. Locally compute [x] = €+ [al, [yl =6+ [b]

4. Locally compute [z] =6 - [x]+€-[y] +[c] —€-6

<
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__________________________

i Z is a check value that either gives i
' an accept or causes an abortion
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Evaluation
Interactive Phase of Bt-PCG

AES calls in Field multin Amount of CRin | Communication
million million KB in KB
Mgsyy Boyle 13 13 1,0 1,0

Tlgsyy improved 1,0 1,0 07 09
20% 20% 30% 12%
_ 4299 4299 4542 1730
Ty improved 3439 3418 4043 1537
20% 20% 11% e 11%

2% ~ 1Mio Beaver triples (100 MB) FreT—

i communication

 128-bit field / security

________________________________

Intern | CR/ASD3 | 13.08.2024
1 1 ntern BOSCH




Future work

» Parameter selection
» Local phase and preprocessing

»Implementation =
»Generalizatons = ===Z @
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