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TFHE Overview
Problem statement 
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TFHE (over the torus)
Problem statement 
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Expansion factor
Problem statement 
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Transciphering

1-rate expansion!

Expansion is large... 
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Transciphering on the downlink?

(LHE)
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Existing approaches
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Study different (T)LWE compression techniques
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LSB truncation
Definition
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LSB truncation
Relationship between truncation and probability of errorless 
decryption



Journée des Thèses DSCIN  |  Nom Prénom 16Comité de suivi individuel  Comité de suivi individuelComité de suivi individuel

Scheme switching
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Linear Homomorphic Encryption
Why switching is needed?

Summary of main characteristics of the listed LHE schemes
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Compressed Paillier-ElGamal
Contribution

A variant of BCP03 with shorter ciphertexts



Journée des Thèses DSCIN  |  Nom Prénom 19Comité de suivi individuel
 

Comité de suivi individuelComité de suivi individuel

Contribution
Compressed Paillier-ElGamal
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Switching explained
“Decrypt-then-pack”
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Experimental study
Which compression technique to choose?

How many TLWEs do we want to transmit?
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Conclusion

Most appropriate compression methods in function of K

Compression techniques
for TFHE ciphertexts

Significantly reduce the
expansion factor
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Key takeaways
➢ First complete study on TFHE downlink ciphertext compression.

➢ Provide concrete guidelines on how to choose the best compression technique depending on a ciphertext 
number to transmit.

➢ Demonstrate that downlink expansion factors below 10 are practically achievable and comparable with the 
expansion factor for the simple uplink ciphertext compression technique (have the same order of magnitude).

➢ Propose a new CPG LHE. Switching to CPG makes a transition from the FHE to the not-at-all HE scheme and 
is the most communication-efficient option for transmitting up to around 100 evaluated TFHE ciphertexts.

➢ The techniques developed in this paper are beneficial only to LWE-based schemes, as the LHEs have a 
plaintext domain that is too small to absorb the large N typically used for RLWE schemes. 

➢ The LSB truncation technique is not universally applicable, as it significantly increases the ciphertext noise. It 
can be applied only to schemes with an efficient bootstrapping procedure (like TFHE).  

Bondarchuk A., Chakraborty O., Couteau G., Sirdey R.: Downlink (T)FHE ciphertexts compression 
(https://eprint.iacr.org/2024/1921)
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Thank you for your attention!

If you liked the presentation and want to know more, 
contact me!

antonina.bondarchuk@cea.fr
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Switch LWE to LHE [1]: switch LWEs to Paillier, Damgard-JurikSwitch LWE to LHE [1]: switch LWEs to Paillier, Damgard-Jurik
LSB truncation: modswitch LWEs to the lowest modulus in the BGV parameter setLSB truncation: modswitch LWEs to the lowest modulus in the BGV parameter set
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➢ Revisit ideas from both ‘1-rate FHE’ and ‘HE is all you need’, but adapt them to the Revisit ideas from both ‘1-rate FHE’ and ‘HE is all you need’, but adapt them to the 
specificities of the TFHE scheme.specificities of the TFHE scheme.

➢ Focuse mainly on the non-asymptotic regime.Focuse mainly on the non-asymptotic regime.

➢ Provide a rigorous analysis of the induced decryption error probability, eventually Provide a rigorous analysis of the induced decryption error probability, eventually 
leading to better compression ratios (4 to 5 times better than in ‘HE is all you need’). leading to better compression ratios (4 to 5 times better than in ‘HE is all you need’). 

➢ Consider a more exhaustive set of LHE depending on the number Consider a more exhaustive set of LHE depending on the number KK of TFHE  of TFHE 
ciphertexts to transmit (including a new variant of the BPC03 scheme that allows us to ciphertexts to transmit (including a new variant of the BPC03 scheme that allows us to 
achieve best-in-class compression in the regime where achieve best-in-class compression in the regime where KK is a few tens). is a few tens).

‘1-rate FHE’ and ‘HE is all you need’
Positioning
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Compressed Paillier-ElGamal 
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Compressed Paillier-ElGamal 
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Switching explained
“Pack-then-decrypt”
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Conclusion

Most appropriate compression methods in function of K

Compression techniques
for TFHE ciphertexts

Significantly reduce the
expansion factor
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