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Quantum Threats and Cryptographic Key Sizes

Grover's algorithm halves the bit security

Example: Transition from AES-128 bits to AES-256 bits
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Quantum Threats and Cryptographic Key Sizes

Grover's algorithm halves the bit security

Example: Transition from AES-128 bits to AES-256 bits

Do we really get uniforms keys in practice?
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From Statistical Distance to Bit Security
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From Statistical Distance to Bit Security

Pr

A Key distribution
A

Keys

What is the reasonable range for the statistical distance?

QKD = Keys are close to uniform keys
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Key Search in the Classical Setting
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Key Search in the Classical Setting
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Key Search in the Classical Setting

Pr
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Keys Keys

Strategy: Check the most probable keys first

Success probability of adversary
eAa<Ta- 2 +A
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Bit Security: Intuitively Definitions

A cryptographic system offers A\-bit security if any attacker is
expected to require the effort of at least 2* to break the system.
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Bit Security: Intuitively Definitions

Bs = min 4 Iogz_—;\4
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Bit Security: Key Definitions

o Bs,, = minylog (ﬁm) [MW18]

[MW18]: Micciancio, Walter. On the bit security of cryptographic primitives. Eurocrypt 2018
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® Bs,,, = minylog (m) [MW18]
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[MW18]: Micciancio, Walter. On the bit security of cryptographic primitives. Eurocrypt 2018
[WY21]: Watanabe, Yasunaga. Bit security as computational cost for winning games with high probability. Asiacrypt 2021
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Bit Security: Key Definitions

Bit Security

® Bs,,, = minylog (m) [MW18]
® Bs,, =mingp{log(Ng- Ta):Pras>1-4} [WY2l]

N

N o=

Ei=Fi

[MW18]: Micciancio, Walter. On the bit security of cryptographic primitives. Eurocrypt 2018

[Wy?21]:

Watanabe, Yasunaga. Bit security as computational cost for winning games with high probability. Asiacrypt 2021
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Bit Security via Observation Game

Baseline (Dummy) Adversary [Lee24]

Adummy ) — Y X

> —— win/lose
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Bit Security via Observation Game

Advantage Observation Game [Lee24]

o

“sample”

win /lose

b/

b +s{0,1}

win/lose

.Ab

A0 =4
Al = A

dummy

[b=b]?
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Bit Security: Key Definitions

® BSMW = mln_A |0g (m) [MW]_8]
® Bs,, =mingp{log(Ng-Ta):Prap>1—4} [WY21]

dhen(P, Q) = 33 vecq (\/ P(x) — v Q(X))2

[MW18]: Micciancio, Walter. On the bit security of cryptographic primitives. Eurocrypt 2018
[WY21]: Watanabe, Yasunaga. Bit security as computational cost for winning games with high probability. Asiacrypt 2021

[Lee24]: Lee. Bit security as cost to demonstrate advantage. Communications in Cryptology, Vol. 1, No. 1, 2024
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Bit Security

° BSMW = mln_A |0g (m) [MW]_8]
® Bs,, =mingp{log(Ng-Ta):Prag>1—0} [WY21]

Sample Complexity Bounds [Lee24]

1 '"(45(11 a)) (25)
4In2 dHe”(P Q)2 - Né(P Q) - dHeII(P: Q)2

[MW18]: Micciancio, Walter. On the bit security of cryptographic primitives. Eurocrypt 2018
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Bit Security: Key Definitions

Bit Security

° BSMW = mln_A |0g (m) [MW]_8]
® Bs,, =mingp{log(Ng-Ta):Prag>1—0} [WY21]

® Bs,,

— [of Ta
. = miny log (dH T ) [Lee24]

Sample Complexity Bounds [Lee24]

1 '"(45(11 a)) (25)
4In2 dHe”(P Q)2 - Né(P Q) - dHeII(P: Q)2

[MW18]: Micciancio, Walter. On the bit security of cryptographic primitives. Eurocrypt 2018

[wy21]:
[Lee24]:

Watanabe, Yasunaga. Bit security as computational cost for winning games with high probability. Asiacrypt 2021

Lee. Bit security as cost to demonstrate advantage. Communications in Cryptology, Vol. 1, No. 1, 2024
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Bit Security: Key Definitions

Bit Security
® BSMW = mlnA |0g (m) [MW]_8]
® Bs,, =mingp{log(Ng-Ta):Prag>1—0} [WY21]

— mi T
® Bs,, = minylog <dH ”(Pr,A’PéAdummy) ) [Lee24]

Sample Complexity Bounds [Lee24]

1 "‘(45(11 5)

In(55)
41n2 dHell(P Q)2 — < No(P, Q) < dHell

(P, Q)?

[MW18]: Micciancio, Walter. On the bit security of cryptographic primitives. Eurocrypt 2018
[WY21]: Watanabe, Yasunaga. Bit security as computational cost for winning games with high probability. Asiacrypt 2021

[Lee24]: Lee. Bit security as cost to demonstrate advantage. Communications in Cryptology, Vol. 1, No. 1, 2024
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Proposed Hybrid Observation Game

Baseline Adversary [Lee24] = Quantum Dummy Adversary %
Hag E
- Ao -
Hagxe| - 5 “ -
_ | 3) [
_ L] ) Xy &
%@ X9 Q-
Hx @ -
? —win /lose
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Proposed Hybrid Observation Game

Advantage Observation Game [Lee24]= Hybrid Observation Game %

o

“sample”

win/lose

b/

b«+s{0,1}

A

XqQ

win/lose

XQ

AQ

Ay =
¢4Q::

Ao
ummy
AQ

[b=b]?
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Our Definition of Post-Quantum Bit Security

Definition (Post-Quantum Bit Security)

PQBSS2Y(A) = min { log(Tug - Nis) - Proo(N) > 1 5N}
Aq,B
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Our Definition of Post-Quantum Bit Security

Definition (Post-Quantum Bit Security) ‘
PQBSS2Y(A) = min { log(Tug - Nis) - Proo(N) > 1 5N}
Aq,B

PQBS®@

Ta
e2()\):minlog ;
Hell Ag (dHeII(Pr,GA%()\)’ Prgfu@](’\))z
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Quantum Key Search Game Model

win/lose +———

k 5 {0, 1}*

Sy 1) 1)

2y [x) |y & k(x))

ks
‘AQ
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Baseline and Success Probability

Quantum Dummy Adversary:

Y Gg'” Y i >
2 < PrD[TQ] N <27%+A W

Independent of runtime Keys
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Baseline and Success Probability

Quantum Dummy Adversary:

GkSJMA

- -
2 Pror, (1) < 27444

IN

Independent of runtime

Quantum Adversary:

ks, e, A
GQ

P A
r.A'&? ()

IN

T2 .- 2—)\
AG

[Mon11]: Montanaro. Quantum search with advice. 2011
[HSZ24]: He, Sun, Zhang. Quantum search with prior knowledge. 2024

Keys
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Baseline and Success Probability

Quantum Dummy Adversary:

A\ ks NTVAN A\
277 <P D[T ()\) <274 A
Independent of runtime Keys
Quantum Adversary:
2 5o Ggre 2 H-A
TASQ SPrAS (A)§16TA|8-2 +2-A

[BBHT98]: Boyer, Brassard, Hgyer, Tapp. Tight bounds on quantum searching. 1998
[Zal99]: Zalka. Grover's quantum searching algorithm is optimal. 1999
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Bounds with A <24

Assumption: Adversary runtime is T qs < 272

Lower-Upper Bound

o G 0
n:‘lg(/\ —log T g — 5) < PQBS; (V) < n)‘lg(/\ — log T + 3)

Implications:
® Bounds match up to a constant number of bits
G
® For Tye = 2% = PQBS;3.(\) = A/2

® No further gain when A < 27}
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Bounds for 27 < A < 271/2

Example: Let A =27*/2

Lower-Upper Bound

o o Go 0 o
rmb?()\/2+log T 5) < PQBS;¢,(N\) < Tllk?()\ log TA3+3)

Hell?
Q

Implications:

® Tygs =1 = Lower bound offers at least A/2 bit security

® T 4 =22 = Bounds matching
AS

Example: When A =27
G
= PQBS.}g2(A\) ~ A — log e
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Bounds when A > 2-/2

Lower-Upper Bound

T‘l?(log TAkS log A —5) < PQBSH (V) < r2|£1(/\ — log TABS +3)

Example: For A = 27*/* and Tys =1

rm(n()\/4 5) < PQBSH 22(A) < min(A +3)
Q

Interpretation:
® Notably decreased lower bound
® Upper bound is not tight compared with the lower bound

® \Worst-case testing only one key
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A

22 Takeaways

v Studied the Bit Security of the /4 with Statistical Distance
v" Proposed a definition for PQBS based on Hybrid Observation Game Keys
v Fixed bounds for the PQBS based on a Quantum Key Search Game

v Gave the interpretation of the bounds: e [T =
. Q
N K . B \o vin/lose XQ win /lose L Q
= A < 277, not any advantage for the bit security Y —
=272 <A <2772 A =272 is conservative choice : Ag;;‘%mn
= A > 2-2/2 s unclear as result for the bit security
[b=b]?

evangelos.gkoumas®@tu-darmstadt.de

pre-proceeding version & SAC 2025
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Upper Bound for the Post-Quantum Bit Security |

* dhen(P, Q)2 =1—ep-eca— /(1 —ep)-(1—€q)

Use upper bounds on ep and eg to lower-bound the distance:

€p-€g = (16Tjg 27V 42A) (27 + D)
(I1—ep)-(1—-eg)=(1—- Tjg 27 (127
e Case 1: A <27}, TAES > 48 :
G 2
dHe”(Pr A0, PrD[T . ()\)> %Ti .27 [Lower bound]
= ] PQBSI_| II2()\) < min(A — log TA'E? +3).

ki
AQ
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Upper Bound for the Post-Quantum Bit Security |l

1T2

° Case 2: 27 ' <A< ;5 e

A with NAS 48, then:
. 2
dHell <PrAg()\) PrD[T ks]()\)> > %Tjg .27 [Lower bound]

= ] PQBSS? N < rzlkn(A log TAks +3).

Q

Hell?
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Lower Bound for the Post-Quantum Bit Security |

® Hellinger Distance:
dhen (P, Q)% < drv (Prjg(A), prg?TAkS](A)) < 16T - 2 A4 2. A
Q

e Case 1: A< T3, -2
Q

2
AHell (Prj‘;()\), Pfg‘fTAks]()\)> < 187_5‘13 .27 [Upper bound]
@

Go

= [ ] PQBSHeII2

> min(\ — L
()\)_Tllg?()\ log TAIZ) 5)
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Lower Bound for the Post-Quantum Bit Security Il

e Case 2: A > Tjks .27
Q

2
dHe”<Prjg ()\),Prg‘[’TAkS](A)> <18-A [Upper bound]
Q

G .
= | ] PQBS_ 2.(\) > T\L?(bg TABS —log A —5)
Q
IfA=~- Tjks .27 with v > 1, then
Q
Geo i y—
PQBS 5 2(A) = T‘g()\ — log TA'E;S — logy — 5)
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QKD Error Parameters

Error Decomposition in QKD
[RKO5, MQR09, TGR12, MCIT15, TL17, BGKE20, PR22, LYW 21, RW23]:

€ = Ecorrect T Esecure

= ecorrect: Not Identical keys for both parties.
= Esecure . Adversary has information about key.
¢ In [RK05, MQRO09, TL17, BGKE20, PR22, RW23] trace distance ~ statistical

distance.
Discussion Points:

® c..cure COrresponds to our statistical distance.
® Choosing Ecorrect = Esecure 1S cryptographically problematic:
® Correctness is verifiable; secrecy is not.

® S0: Esecure K Ecorrect 1S Often preferable.
® The more realistic option is maybe ¢ = 107> by [ZLR*22].
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Privacy Amplification and Bit Security

Impact of cgecure 0N Privacy Amplification:

Cut bits ~ 2log

Esecure

Example: AES-256 Key

For ceecure = 2~ %9: need 80 extra bits.
= 256 + 80 = 336 reconciled bits for gecure = 2740.

For ceecure = 272°0: need 512 extra bits.

= 256 + 512 = 768 reconciled bits for eecyre = 2~ 2.
Thoughts:

The value ¢ in literature is maybe optimistic.

The security level depends sensitively on €secure, NOt just the sum.
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