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identity-based
encryption [Sha84]

KGen(1n)→ (mpk,msk)
Enc(mpk, id,m)→ c
Ext(msk, id)→ sk
Dec(sk, c)→ m

(mpk,msk)

idA

=

alice@ibe.test

idB

=

bob@ibe.test

Enc(mpk, idB,m)

skB ← Ext(msk, idB)

skB

[Sha84] Shamir − CRYPTO 1984
Icons created by juicy_fish − Flaticon 1
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motivation

Post-quantum IBE

• Lattices [GPV08, ...]
• Codes [GHPT17] (broken)
• Isogenies? [this work]

Why isogenies?

• Small keys and ciphertexts
• Lower-bound for FS signature sizes [BGZ23]
• IBE =⇒ short signatures [BF01]

[BGZ23] Boneh, Guan, Zhandry − EUROCRYPT 2023
[BF01] Boneh, Franklin − CRYPTO 2001

2



motivation

Post-quantum IBE

• Lattices [GPV08, ...]
• Codes [GHPT17] (broken)
• Isogenies? [this work]

Why isogenies?

• Small keys and ciphertexts
• Lower-bound for FS signature sizes [BGZ23]
• IBE =⇒ short signatures [BF01]

[BGZ23] Boneh, Guan, Zhandry − EUROCRYPT 2023
[BF01] Boneh, Franklin − CRYPTO 2001

2



isogeny background



isogenies

Supersingular Elliptic Curve
An algebraic curve E : y2 = x3 + Ax + B over Fq s.t. E(Fq) = q + 1

P1 = (x1, y1)

E1

E2

Isogeny
A rational map φ : E1 → E2 with
the dual φ̂ : E2 → E1

Endomorphism
An isogeny θ : E→ E

Endomorphism Ring
End(E) = {θ : E→ E}
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hard problems

l-Isogeny Path Problem
Given two supersingular elliptic curves E1
and E2,

compute an l-isogeny path φ : E1 → E2.

Endomorphism Ring Problem
Given a supersingular elliptic curve E,

compute End(E).

E✓
1

EX
2E✓
2

φ

4
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isogeny-based PKE

Prevalent settings for isogeny-based PKE

• pk = EA and sk = φ : E0 → EA

• pk = EA and sk = End(EA)

5



curve generation

SECUER = Supersingular Elliptic Curves of Unknown Endomorphism
Ring [BCC+23]

EA = HUEE ll(x)

SECKER = Supersingular Elliptic Curves of Known Endomorphism
Ring [this work]

EA = HKEE ll(x)

CGL = Random isogeny walks [CGL09]

E0 EA
φx

= HCGLE ll (E0, x)

[BCC+23] Basso, Codogni, Connolly, De Feo, Fouotsa, Lido, Morrison, Panny, Patranabis, Wesolowski − EUROCRYPT 2023
[CGL09] Charles, Lauter, Goren − Journal of Cryptology 2009
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how not to build?



a new definition

Canonical IBE

IKD (Identity Key Derivation)

KGen(1n)→ (mpk,msk)
Ext-pk(mpk, id)→ pk
Ext-sk(msk, id)→ sk

PKE
KGen(1n)→ (pk, sk)
Enc(pk,m)→ c
Dec(sk, c)→ m

compa
tible

=

IBE
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sk = isogeny

E0 E1,A

E1,B

φskA

φskB

domain curve fixed

E0,A E1,A

E0,B E1,B

φskA

φskB

no curve fixed
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SECUER public key

IKD1.1

KGen(1n)→ (mpk,msk)
Ext-sk(msk, id)→ φsk
Ext-pk(mpk, id)→ E1,id

Infeasible
Ext-sk must solve the
isogeny problem.

Let the public key be a SECUER
s.t.

E1,id ← HUEE ll(mpk, id).

E0 E1,A

φskA
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SECKER public key

IKD1.2

KGen(1n)→ (mpk,msk)
Ext-sk(msk, id)→ φsk
Ext-pk(mpk, id)→ E1,id

Insecure
Alice learns Bob's
secret key!

Let the public key be a SECKER
s.t.

E1,id ← HKEE ll(mpk, id).

E0

E1,A

E1,B

φskA

φskB

λ
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CGL public key

IKD1.3

KGen(1n)→ (mpk,msk)
Ext-sk(msk, id)→ φsk
Ext-pk(mpk, id)→ E1,id

Insecure
Alice learns the master
secret key!

Let the public key be a CGL
codomain s.t.

E1,id ← HCGLE ll (mpk, id).

E0

E1

E1,A

E1,B

φA
φB

msk = λ

φskA

φskB
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SECUER public key

IKD2.1

KGen(1n)→ (mpk,msk)
Ext-sk(msk, id)→ φsk
Ext-pk(mpk, id)→ (E0,id,E1,id)

Infeasible
Ext-sk must solve the isogeny
problem.

Let one public key be a
SECUER s.t.

E0,id ← HUEE ll(mpk, id),
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SECKER-CGL public keys

IKD2.2

KGen(1n)→ (mpk,msk)
Ext-sk(msk, id)→ φsk
Ext-pk(mpk, id)→ (E0,id,E1,id)

Insecure
Anyone can compute the secret
keys!

Let both public keys be
SECKERs s.t.

E0,id ← HKEE ll(mpk, id),

E1,id ← HKEE ll(mpk, id).

E0,A E1,A
φsk

14
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larger keys

Enriching the user keys

E0,A,E1,A,E2,A, · · · ∈ pk and φsk0 , φsk1 , φsk2 , . . . ∈ sk

=⇒ same problems
Enriching the master key

E0,E1,E2, . . . ∈ mpk

=⇒ size(mpk) = #users

18
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sk = endomorphism ring

IKD3

KGen(1n)→ (mpk,msk)
Ext-sk(msk, id)→ End(E1,id)

Ext-pk(mpk, id)→ E1,id

Insecure
Computing many
λ ◦ θA ◦ λ̂ = θB ∈ End(E1,B), Alice
learns Bob's key!

Let the public key be a CGL
s.t.

E0,id ← HCGLE ll (mpk, id),

E0 E1,A

E1,B

φA

φB

θA

θB

19
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trapdoors

Let (KGen, f, f−1) be a trapdoor function family. Then,
(mpk,msk)←$ KGen(1n)

Epk ← f(mpk, id)
φsk ← f−1(msk, id)

However,

• FESTA [BMP23], SILBE [DFV24] use CGL paths
• f must generate SECUERs
• recipe: SECUER trapdoors

[BMP23] Basso, Maino, Pope − ASIACRYPT 2023
[DFV24] Duparc, Fouotsa, Vaudenay − SAC 2024
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wrap up
→ a modular IBE definition

→ structured feasibility analysis
→ non-trivial obstacles
→ formalized missing ingredient

contact: elif.oezbay@tu-darmstadt.de

pre-proceeding version

thanks!
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