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Background and Motivation




- One of the ten finalists of the NIST Lightweight Crypto
Standardization process, offering both keyed and hash modes.

- The hash mode is based on the sponge construction, operating
under a mode of operation known as Cyclist, including the hash
function Xoodyak-HASH and an eXtendable Output Function
Xoodyak-XoF.

- Internally, it uses the Xoodoo[12] permutation denoted by f.
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Figure 1: The Xoodyak Hash Mode



Xoodoo Permutation

- Xoodoo permutation is the underlying permutaion of
Xoodyak-HAsH and Xoodyak-XoF

- It operates on a 3-dimensional array of size 384 bits. The bits of
the state S are indexed by the (x,y,z) coordinates where
0<x<40<y<3and0<z<32

- Each bit is indexed by S[32 x (x + 4 x y) + Z].

- 12 rounds
- Each round consists of 5 operations, i.e., R = peast © X © L 0 pyest © 0.



Round Function of Xoodoo
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General Collision Attack on Xoodyak Hash Mode
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Figure 2: The Xoodyak Hash Mode
- In the squeezing phase, it produces the h-bit digest. To find a
collision,
H(IV, M) = H(IV, M") (5)

requires at least Time complexity ~ min{2¢/2,21/2}

- A successful collision attack on a sponge-based hash function H
is to find a pair of distinct messages M and M’ such that
Hw(M) = Hy(M’) with a time complexity of less than 2min(h/2.¢/2),



Previous Work: Dong et al. Collision Attack Framework[2]
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Figure 3: Collision Framework

- At CRYPTO 2024, Dong et al. proposed a generic MitM collision
attack framework for sponge constructions for the first time.

- They presented the first collision attack on 3-round
Xoodyak-HAsH with the time complexity of 2?23, the memory
complexity of 2124,

Limitation: relatively huge memory complexity.



Previous Work: Differential-based Collision Attack Framework

- Differential-based collision attack framework is one of the most
powerful attack framework on sponge construction proposed by
Dinur et al. at FSE 2012[1] and subsequently improved
by[5, 6, 3, 4] with novel linearization techniques and new tools.

- The full attack primarily consists of two steps:

1. Colliding trail search phase: Finding a relatively high-probability
n, differential trail that ensures h-bit digest collision.

2. Connector construct phase: Constructing a ny-round connector
with some linearization techniques in order to obtain a sufficiently
large set of message pairs that simultaneously satisfy the colliding
trail, as well as the constraints imposed by the padding rule and
the initial value (V) of the hash function

Limitation: CICO problem arises, resulting in difficulty in generating
relatively high-probability differential trails over more rounds for
collision attacks;



Our Multi-block
Differential-based Collision
Attack Framework




Overview of Collision Attack Fr.

M+ M, =0,i<=k—2 M. +M_, =AP" 721_-round connectors
T4, Lty
v | ! :

olojofo >+ olofofo D - ofoo
ofo|ofo f--——ooog fololofo f oflo|ofo]: ofo]o
ojojojo ojojofo Jdololofo ofofofo]: ofo]o

collsions during the message absorbing phase

Initialization Absorbing
- S

Mo M= A hash collision

Squeezing
— e

Figure 4: Our Collision Attack Framework

In our attack framework, we require an n-round differential trail,
which includes a n,-round colliding trail with weight of w, and a
n,-round connector.

1. Prepare n,-round colliding trails. A,, and A, stand for the input
and output difference of n,-round colliding trails.



Overview of Collision Attack Framework ii

2. Construct ny-round connectors that promise a subspace of
message pairs (Mg, ..., Mg_q) and (Mo, ..., M}_,) which meet
both the message difference imposed by the Sponge
construction and the input difference A, of the colliding trails.

Any = F(Sker ® (Mp—1110%°)) @ f7(Sp—1 @ (M},_,]|0%%))  (6)

3. Once we construct such a n-round differential trail and find a
message pair (Mo, ...,My_q) and (Mg, ..., Mj_,) that follows this
trail where AJ®® = M,_, @ M},_,, we introduce one more pair of
message blocks (Mg, M) at the last absorbing phase, i.e,

Al = M, @ M!, the matching difference is then canceled out,
resulting in zero difference during the squeezing phase, thus
successfully converting it into a real collision.



Complexity Analysis: Connector Construction Complexity

- The core idea of constructing ni-round connector is to convert
the problem to solving an algebraic system.

- Assume that an algebraic system of ny-round connector is
constructed:

n;: the number of the linear equations;

ng: the number of non-linear equations;

n;: the number of non-linear equations that can be linearized by
guessing ds extra equations (we call them guess equations
which consume dg DF).

- Thus, the final linear system includes n; + nj + dy linear boolean
equations in 128 Boolean variables.



Complexity Analysis: Connector Construction Complexity

- Assume n; + nj + dy < 128, then the system has a non-trivial
solution. The time complexity of Gaussian elimination T4 for a
system of linear equations is approximately

Tq = %(n, + n| + dp)? x 128.

- The complexity of solving a linear system denoted by Ts = 182%
- During each iteration of Gaussian elimination, it is expected to
obtain 2128=n=ni=d splutions, so that the verification time
complexity is estimated as T, = 2128="n—ni—dr,

- As each guess equation can be assigned a constant value of
either 0 or 1. In this way, for one connector, we can construct 29
linear systems.

- Thus, The total time complexity of constructing one connector is
equivalent to,

2% x (Ts + Ty) 7)
M



Complexity Analysis: Connector Construction Complexity

- To satisfy the remaining nq — n; non-linear equations and the w,
conditions of the difference-value of the colliding trail, we need
to prepare at least 2%2+"a—" solutions.

- Thus, the time complexity corresponds to the time required to
construct 2(Wz+tne=ni)=(128=ni—nj—dp)—dy — Jwotne+m=128 connectors.

- The total time complexity in connector construction is
equivalent to,

1 2
T = a8 4d; | (§(n1 + anngg) X 128) L gmenl (@)



Complexity Analysis: Exhaustive Search Complexity

- The remaining nq — n{ equations and the w, conditions on the
difference values of the colliding trail are satisfied via
exhaustive search.

- In the exhaustive search phase of the attack, we try 2%:+na—ni
different message pairs in order to find a pair whose difference
evolves according to the specified n,-round colliding trail. The
time complexity is

T, = 2Wz+nq—nf (9)



Complexity Analysis

In total, the time complexity denoted by T;uq Of the n-round
collision attack is

Ttotal =Th+T

1(ng+nl +dg)? x 128 (10)

— QWatng+n—128+ds o ( )+ 2w2+nq7nf+1
1824n
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Differential Trails Search for
Collision Attack




n-round Differential Trail Search

For the study of the differential trail propagation of Xoodoo, we take
a n-round differential trail as an example.

Ao BBy 2ty o 5 Dg 2 G X A Cra B Dy 22N A, (1)

- let C; denote the input difference and D; denote the output
difference of the i-th x mapping. The last 256 bits of both the
input and output differences (i.e., Ay, A,) are zero.

- We denote the linear layer as A = pyest © 0 © peast.
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Loop Differential Trail

Definition 1 (loop)

A parity loop (or loop for short) is a state value with 32 active bits in
a sheet, each in a distinct column.

Definition 2 (Loop Differential Trail)

For an n-round differential trail, if all internal differences consist
solely of loop elements, we refer to it as a loop differential trail.

Figure 5: 1-round Loop Differential Trail
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SAT-based Collision Search




Overview of Our Collision Search Model
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Difference-Value Relations

Property

For a Boolean function f; : Fj — [, representing a certain output
bit of a primitive, the output difference g; € I, is the derivative of f
with respect to input difference « at point x € F3,

Bi = Dufi(x) = fi(x) © filx & @) (12)

This is equivalently expressed as the partial derivative of fi(x ® u - «)
with respect to the boolean variable u € IF,. Formally, this
relationship is defined as:

Bi = Dofi(X) = Dufi(x® U - @) (13)



Let us consider an active S-box represented by x(xo, X1, X2), which
follows a valid difference pattern (a = (1,0,0), 8 = (1,0, 0)). The
input values x = (xo, X1, X>) of the S-box correspond to the solution
space of the following linear equations,

Bo = Duxo(Xo ® U - o, X1 DU - a1, X B U - )
Br=Dux1(Xo B U -, X1 B U-a1,X B U- ) (14)

B2 =Dux2(Xo DU - 0, X1 DU - 1, X DU - z)

One Solution can be derived from Equation 14:

=h
O:X2@1

0=x
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Constructing Difference-Value Relations Model

Algorithm 2 Difference-Value Relations SAT Model

n—lo

Require: ¢;,0 < i < n, the non-linear operations x ---0x°, the number of rounds
n, a given differential trail (Ao, Bo, Co, Do, A1, ..., An)(please refer to trail model
, and an auxiliary binary variable u.

Ensure: The value of ag or “Invalid”.

1: Initialize a set Q = 0;

2: for ¢ from 0 to n do

3 fi=ci®uC;

4: Compute the output of the nonlinear operation: f** < x*(f*);

5 Add D, f**! @ D; to the set Q;

6: end for
7: Convert the set Q into CNF clauses in DIMACS format using the sage.sat module.);

Figure 6: Difference-Value Relations SAT Model
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New Collision Attacks on Xoodyak
Hash Mode




Linearization Strategy of 2-round Connector i

Two rounds of Xoodoo permutation are expressed as

GO LOPyest 0 CO 1} do L0 Pyest 000 peast

Peast

(@] L dj — (15)

- In the first round, we have n; = 64 linear equations derived from
the difference-value relations Dy = Dy x(co @ uCp),
l.e., co[0][1][z] = 0 and ¢o[0][2][z] =1, where 0 <z < 32.
- In the second round, the difference-value relations
D1 =Dyx(c & uGy) give rise to ng = 64 quadratic equations,
l.e., ¢1[0][1][z] = 0 and ¢;[0][2][z] = 1.

21



Linearization Strategy of 2-round Connector ii

3(ni+n[+dp)? x 128
1824n

Ttotal _ 2W2+f7q+mf128+df % (

)+ JWa+ng—n{+1
The linearization of a 3-bit S-box can be categorized into two classes.

- For active S-boxes, when the input difference and the
compatible output difference are given, the outputs y can be
expressed as linear combinations of the input bits. From this
algebraic perspective, these S-boxes are already fully linearized.

- For non-active S-boxes, linearization can be achieved by
introducing two additional equations involving the input bits.

22



The first round Connector

- The first 32 active S-boxes are already fully linearized. Thus, the
output bits do[0][*][z] of the 32 active S-boxes ¢o[0][][z] after the
first x mapping must be linear bits i.e,

(do[0][0][2], do[0][1][2], do[0][2][2], 0 < Z < 32).

- If the bit ¢o[0][1][z] is imposed a linear equation, then the bit
Co[3][2][2] is also imposed a linear equation equivalent to bit
co[0][1][z + 11], where 0 < z < 32.

- If the bit ¢o[0][2][z] is imposed a linear equation, then the bit
co[1][1][z] is also imposed a linear equation equivalent to bit
Co[0][2][z — 1], where 0 < z < 32.

23




The Second round Connector

To better represent the 64 quadratic conditions of the second round,
we introduce 384 Boolean variables xsg., . . ., X767 to represent each
bit of dj.

Table 8: Statistics of 64 Quadratic Equations. z(1,2,3) £ 2, ® 22 & z3; Orange
bit is non-liner variable in do; Black bit is linear variable in do.

No. Quadratic Equations No. Quadratic Equations

1 (166,475,593, 602,639,650, 659) 33 (487,496, 614, 623, 680,703, 717)
2 4,603,608, 651,660) 34 (488, 497, 615, 624, 672, 681,715)
3 15,601,609, 652, 661) 35 (489, 498, 616, 625, 673,682, 710)
4 16,005,610, 653,662) 36 (490,499, 617,626, 674, 683, 720)
5 17,606,611,654,663) 37 2(491, 500, 618, 627, 21)
6 15,007,612, 655,664) 38 2(492, 501,619, 628, 676, 685, 722)
7 6,599, 613,656, 665) 39 (493, 502, 620, 629, 677, 686, 72)
s 7,600,614, 657,666) 40 (494,503, 621,630, 678, 687, 721)
9 5,601,615,658,667) 41 (495, 504, 622, 631,679, 688, 725)
10 9,602,616 2(496, 505, 623, 632, 680, 689, 726)
11 580, 603, 617, 2(497, 506, 624, 633, 681,690, 727)
12 51,604,618 (498, 507, 625, 634, 682, 691, 725)
13 82, 605,6: ,671) 45 (499, 508, 626, 635, 683, 692, 720)
14 43, 606,620,640, 663) 46 (500, 509, 627, 636, 684,693, 730)
15 51,607,621,641,664) 47 (501,510, 628, 637, 685,694, 731)
16 6,55, 622,642, 665) 48 2(502, 511,629, 638, 686, 695, 732)
17 ,350,623,643,666) 49 (480,503, 630,639, 687, 696, 73)
18 §,057,624,644,667) 50 (481,504, 608, 631, 688, 697, 731)
19 9,755, 625,645, 668) 51 (482, 505, 609, 632, 689, 698, 735)
20 50,559,626, 646,669) 52 (483,506, 610, 633,690,699, 701)
21 §1,500,627,647,670) 53 (484,507, 611,634, 691,700, 705)
22 52,501,628,648,671) 54 (485,508, 612, 635, 692, 701, 700)
2 53,092,629, 640,649) 55 (486,509, 613, 636, 693, 702, 707)
2 ,551,503,630,641,650) 56 2(487,510,614, 637,694,703, 70%)
2 45,504,631,642,651 57 (488,511,615, 638, 672,695, 709)
26 460,505,632, 643, 652) 58 (480, 489, 616, 639, 673,696, 710)
2 47,506,633,644,653) 59 (481,490,608, 617,674,697, 711)
28 5,507,634, 645, 654) 60 (482,491,609, 618, 675,698, 712)
29 59,505, 635,646, 655) 61 (483, 492,610,619, 676,699, 713)
30 10,599,636, 647, 656) 62 (484,493, 611,620, 677,700, 711)
31 , (485,494, 612,621, 678,701, 715)
32 (486,495, 613,622, 679,702, 716)

Figure 8: Statistics of 64 Quadratic Equations. o



The Second round Connector

Specially, for non-linear bits x;, 704 < | < 735, each non-linear bit
require one extra linear equation to achieve linearization, resulting
in the consumption of 1 DF. For example, if we set x; + x39 = ¢, where
c=0o0rc=1, X Can be linearized.

Xitese * (Xi + Xito) (Xiga2 + Xigar + Xiyse), 18 < 1< 22
Xiy709 © (Xi + Xig23) (Xig32 + Xiyss + Xite9), 0 <1 < 8

Xigrig + (Xi + Xipo) (Xigz2 + Xigar + Xiyzg), 0 <01 <17
In this way, this process enables us to obtain one linearized

quadratic equation at the cost of 1 DF, which can be mathematically
expressed as df = n.

25



Summary of Our Collision Attacks on Xoodyak Hash Mode

%(ﬂ[ + ﬂ; =+ df)z x 128
1824n

_ zwz+nq+m—128+df « ( ) + 2W2+na—ﬂf+‘\

Ttotal

- For 2-round collision attack, when nj = df = 29, the time
complexity of the 2-round collision attack reaches its minimum
value, i.e., Tiprq = 237-2388,

We find the first actual 2-round collision in 64.7 seconds based
on collision search model.

- For 3-round collision attacks, when nj = dy = 29, the time
complexity of the 3-round collision attack reaches its minimum
value, i.e., Tiorq = 2'00-931,

We present the best known 3-round collision attacks with the
time complexity of 2'°%-%3" ‘and the negligible memory
complexity.

- We find a practical 3-round semi-free-start (SFS) collision in

3.67 seconds based on collision search model. %
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