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Background and Motivation



Xoodyak

• One of the ten finalists of the NIST Lightweight Crypto
Standardization process, offering both keyed and hash modes.

• The hash mode is based on the sponge construction, operating
under a mode of operation known as Cyclist, including the hash
function Xoodyak-HASH and an eXtendable Output Function
Xoodyak-XOF.

• Internally, it uses the Xoodoo[12] permutation denoted by f.
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Figure 1: The Xoodyak Hash Mode
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Xoodoo Permutation

• Xoodoo permutation is the underlying permutaion of
Xoodyak-HASH and Xoodyak-XOF

• It operates on a 3-dimensional array of size 384 bits. The bits of
the state S are indexed by the (x, y, z) coordinates where
0 ≤ x < 4, 0 ≤ y < 3, and 0 ≤ z < 32.

• Each bit is indexed by S[32× (x+ 4× y) + z].

y
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column
lane

plane
sheet

bit

• 12 rounds
• Each round consists of 5 operations, i.e., R = ρeast ◦χ ◦ ι ◦ ρwest ◦ θ.
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Round Function of Xoodoo
θ:

P[x][z]←
2∑

y=0
S[x][y][z]

E[x][z]← P[x+ 1][z+ 5]⊕ P[x+ 1][z+ 14]
S[x][y][z]← S[x][y][z]⊕ E[x][z]

(1)

ρwest: S[x][1][z]← S[x+ 1][1][z]
S[x][2][z]← S[x][2][z+ 11]

(2)

ι:
S[0][0][z]← S[0][0][z]⊕ Ci

χ:
S[x][0][z]← S[x][0][z]⊕ ¬S[x][1][z] ∧ S[x][2][z]
S[x][1][z]← S[x][1][z]⊕ ¬S[x][2][z] ∧ S[x][0][z]
S[x][2][z]← S[x][2][z]⊕ ¬S[x][0][z] ∧ S[x][1][z]

(3)

ρeast: S[x][1][z]← S[x][1][z+ 1]
S[x][2][z]← S[x+ 2][2][z+ 8]

(4)
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General Collision Attack on Xoodyak Hash Mode
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Figure 2: The Xoodyak Hash Mode

• In the squeezing phase, it produces the h-bit digest. To find a
collision,

H(IV,M) = H(IV,M′) (5)

requires at least Time complexity ≈ min{2c/2, 2h/2}
• A successful collision attack on a sponge-based hash function H
is to find a pair of distinct messages M and M′ such that
HIV(M) = HIV(M′) with a time complexity of less than 2min(h/2,c/2).

5



Previous Work: Dong et al. Collision Attack Framework[2]

Figure 3: Collision Framework

• At CRYPTO 2024, Dong et al. proposed a generic MitM collision
attack framework for sponge constructions for the first time.

• They presented the first collision attack on 3-round
Xoodyak-HASH with the time complexity of 2125.23, the memory
complexity of 2124.

Limitation: relatively huge memory complexity.
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Previous Work: Differential-based Collision Attack Framework

• Differential-based collision attack framework is one of the most
powerful attack framework on sponge construction proposed by
Dinur et al. at FSE 2012[1] and subsequently improved
by[5, 6, 3, 4] with novel linearization techniques and new tools.

• The full attack primarily consists of two steps:
1. Colliding trail search phase: Finding a relatively high-probability
n2 differential trail that ensures h-bit digest collision.

2. Connector construct phase: Constructing a n1-round connector
with some linearization techniques in order to obtain a sufficiently
large set of message pairs that simultaneously satisfy the colliding
trail, as well as the constraints imposed by the padding rule and
the initial value (IV) of the hash function

Limitation: CICO problem arises, resulting in difficulty in generating
relatively high-probability differential trails over more rounds for
collision attacks;
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Our Multi-block
Differential-based Collision
Attack Framework



Overview of Collision Attack Framework i
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Figure 4: Our Collision Attack Framework

In our attack framework, we require an n-round differential trail,
which includes a n2-round colliding trail with weight of w2 and a
n1-round connector.

1. Prepare n2-round colliding trails. An1 and An stand for the input
and output difference of n2-round colliding trails.
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Overview of Collision Attack Framework ii

2. Construct n1-round connectors that promise a subspace of
message pairs (M0, . . . ,Mk−1) and (M0, . . . ,M′

k−1) which meet
both the message difference imposed by the Sponge
construction and the input difference An1 of the colliding trails.

An1 = fn(Sk−1 ⊕ (Mk−1||0256))⊕ fn(Sk−1 ⊕ (M′
k−1||0256)) (6)

3. Once we construct such a n-round differential trail and find a
message pair (M0, . . . ,Mk−1) and (M′

0, . . . ,M′
k−1) that follows this

trail where A1280 = Mk−1 ⊕M′
k−1, we introduce one more pair of

message blocks (Mk,M′
k) at the last absorbing phase, i.e.,

A128n = Mk ⊕M′
k, the matching difference is then canceled out,

resulting in zero difference during the squeezing phase, thus
successfully converting it into a real collision.
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Complexity Analysis: Connector Construction Complexity

• The core idea of constructing n1-round connector is to convert
the problem to solving an algebraic system.

• Assume that an algebraic system of n1-round connector is
constructed:
nl: the number of the linear equations;
nq: the number of non-linear equations;
n′l : the number of non-linear equations that can be linearized by
guessing df extra equations (we call them guess equations
which consume df DF).

• Thus, the final linear system includes nl + n′l + df linear boolean
equations in 128 Boolean variables.
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Complexity Analysis: Connector Construction Complexity

• Assume nl + n′l + df ≤ 128, then the system has a non-trivial
solution. The time complexity of Gaussian elimination Tg for a
system of linear equations is approximately

Tg ≈
1
3 (nl + n′l + df)2 × 128.

• The complexity of solving a linear system denoted by TS = Tg
1824n .

• During each iteration of Gaussian elimination, it is expected to
obtain 2128−nl−n′l−df solutions, so that the verification time
complexity is estimated as Tv = 2128−nl−n′l−df .

• As each guess equation can be assigned a constant value of
either 0 or 1. In this way, for one connector, we can construct 2df
linear systems.

• Thus, The total time complexity of constructing one connector is
equivalent to,

2df × (TS + Tv) (7)
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Complexity Analysis: Connector Construction Complexity

• To satisfy the remaining nq − n′l non-linear equations and the w2
conditions of the difference-value of the colliding trail, we need
to prepare at least 2w2+nq−n′l solutions.

• Thus, the time complexity corresponds to the time required to
construct 2(w2+nq−n′l )−(128−nl−n′l−df)−df = 2w2+nq+nl−128 connectors.

• The total time complexity in connector construction is
equivalent to,

T1 = 2w2+nq+nl−128+df × (
1
3 (nl + n′l + df)2 × 128

1824n ) + 2w2+nq−n
′
l (8)

12



Complexity Analysis: Exhaustive Search Complexity

• The remaining nq − n′l equations and the w2 conditions on the
difference values of the colliding trail are satisfied via
exhaustive search.

• In the exhaustive search phase of the attack, we try 2w2+nq−n′l
different message pairs in order to find a pair whose difference
evolves according to the specified n2-round colliding trail. The
time complexity is

T2 = 2w2+nq−n
′
l (9)
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Complexity Analysis

In total, the time complexity denoted by Ttotal of the n-round
collision attack is

Ttotal = T1 + T2

= 2w2+nq+nl−128+df × (
1
3 (nl + n′l + df)2 × 128

1824n ) + 2w2+nq−n
′
l+1

(10)
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Differential Trails Search for
Collision Attack



n-round Differential Trail Search

For the study of the differential trail propagation of Xoodoo, we take
a n-round differential trail as an example.

A0
θ−→ B0

ρwest−−→ C0
χ−→ D0

λ−→ C1
χ−→ . . .

λ−→ Cn−1
χ−→ Dn−1

ρeast−−→ An (11)

• let Ci denote the input difference and Di denote the output
difference of the i-th χ mapping. The last 256 bits of both the
input and output differences (i.e., A0,An) are zero.

• We denote the linear layer as λ = ρwest ◦ θ ◦ ρeast.
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Loop Differential Trail

Definition 1 (loop)
A parity loop (or loop for short) is a state value with 32 active bits in
a sheet, each in a distinct column.

Definition 2 (Loop Differential Trail)
For an n-round differential trail, if all internal differences consist
solely of loop elements, we refer to it as a loop differential trail.
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SAT-based Collision Search



Overview of Our Collision Search Model
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Difference-Value Relations

Property
For a Boolean function fi : Fn2 → F2 representing a certain output
bit of a primitive, the output difference βi ∈ F2 is the derivative of f
with respect to input difference α at point x ∈ Fn2 ,

βi = Dαfi(x) = fi(x)⊕ fi(x⊕ α) (12)

This is equivalently expressed as the partial derivative of fi(x⊕ u · α)
with respect to the boolean variable u ∈ F2. Formally, this
relationship is defined as:

βi = Dαfi(x) = Dufi(x⊕ u · α) (13)
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Example

Let us consider an active S-box represented by χ(x0, x1, x2), which
follows a valid difference pattern (α = (1, 0, 0), β = (1, 0, 0)). The
input values x = (x0, x1, x2) of the S-box correspond to the solution
space of the following linear equations,

β0 = Duχ0(x0 ⊕ u · α0, x1 ⊕ u · α1, x2 ⊕ u · α2)
β1 = Duχ1(x0 ⊕ u · α0, x1 ⊕ u · α1, x2 ⊕ u · α2)
β2 = Duχ2(x0 ⊕ u · α0, x1 ⊕ u · α1, x2 ⊕ u · α2)

(14)

One Solution can be derived from Equation 14:
1 = 1
0 = x2 ⊕ 1
0 = x1

19



Constructing Difference-Value Relations Model

Figure 6: Difference-Value Relations SAT Model
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New Collision Attacks on Xoodyak
Hash Mode



Linearization Strategy of 2-round Connector i

Two rounds of Xoodoo permutation are expressed as

a0
ι◦ρwest◦θ−−−−−→ c0

χ−→ d0
ι◦ρwest◦θ◦ρeast−−−−−−−−→ c1

χ−→ d1
ρeast−−→ a1 (15)

• In the first round, we have nl = 64 linear equations derived from
the difference-value relations D0 = Duχ(c0 ⊕ uC0),
i.e., c0[0][1][z] = 0 and c0[0][2][z] = 1, where 0 ≤ z < 32.

• In the second round, the difference-value relations
D1 = Duχ(c1 ⊕ uC1) give rise to nq = 64 quadratic equations,
i.e., c1[0][1][z] = 0 and c1[0][2][z] = 1.
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Linearization Strategy of 2-round Connector ii

Ttotal = 2w2+nq+nl−128+df × (
1
3 (nl + n′l + df)2 × 128

1824n ) + 2w2+nq−n
′
l+1

The linearization of a 3-bit S-box can be categorized into two classes.

• For active S-boxes, when the input difference and the
compatible output difference are given, the outputs y can be
expressed as linear combinations of the input bits. From this
algebraic perspective, these S-boxes are already fully linearized.

• For non-active S-boxes, linearization can be achieved by
introducing two additional equations involving the input bits.
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The first round Connector

• The first 32 active S-boxes are already fully linearized. Thus, the
output bits d0[0][∗][z] of the 32 active S-boxes c0[0][∗][z] after the
first χ mapping must be linear bits i.e.,
(d0[0][0][z],d0[0][1][z],d0[0][2][z], 0 ≤ z < 32).

• If the bit c0[0][1][z] is imposed a linear equation, then the bit
c0[3][2][z] is also imposed a linear equation equivalent to bit
c0[0][1][z+ 11], where 0 ≤ z < 32.

• If the bit c0[0][2][z] is imposed a linear equation, then the bit
c0[1][1][z] is also imposed a linear equation equivalent to bit
c0[0][2][z− 11], where 0 ≤ z < 32.
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Figure 7: Propagation of Boolean Variables in the First Round
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The Second round Connector

To better represent the 64 quadratic conditions of the second round,
we introduce 384 Boolean variables x384, . . . , x767 to represent each
bit of d0.

Figure 8: Statistics of 64 Quadratic Equations. 24



The Second round Connector

Specially, for non-linear bits xi, 704 ≤ i ≤ 735, each non-linear bit
require one extra linear equation to achieve linearization, resulting
in the consumption of 1 DF. For example, if we set x7 + x30 = c, where
c = 0 or c = 1, x716 can be linearized.

xi+686 : (xi + xi+9)(xi+32 + xi+41 + xi+46), 18 ≤ i ≤ 22
xi+709 : (xi + xi+23)(xi+32 + xi+55 + xi+69), 0 ≤ i ≤ 8
xi+718 : (xi + xi+9)(xi+32 + xi+41 + xi+78), 0 ≤ i ≤ 17

In this way, this process enables us to obtain one linearized
quadratic equation at the cost of 1 DF, which can be mathematically
expressed as df = n′l .
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Summary of Our Collision Attacks on Xoodyak Hash Mode

Ttotal = 2w2+nq+nl−128+df × (
1
3 (nl + n′l + df)2 × 128

1824n ) + 2w2+nq−n
′
l+1

• For 2-round collision attack, when n′l = df = 29, the time
complexity of the 2-round collision attack reaches its minimum
value, i.e., Ttotal = 237.2388.
We find the first actual 2-round collision in 64.7 seconds based
on collision search model.

• For 3-round collision attacks, when n′l = df = 29, the time
complexity of the 3-round collision attack reaches its minimum
value, i.e., Ttotal = 2100.9311.
We present the best known 3-round collision attacks with the
time complexity of 2100.9311, and the negligible memory
complexity.

• We find a practical 3-round semi-free-start (SFS) collision in
3.67 seconds based on collision search model. 26
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