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Binary Irreducible Goppa Codes

❖ A family of error-correcting codes defined over a finite field     with q=2. 
❖ Parameterized by                :  

➢ A set of distinct elements                                     called the support. 
➢ A polynomial                        of degree t, irreducible. 

❖ Defined as the     -kernel of  
Where  

❖ Code dimension k >= n - mt 
❖ Corrects up to t errors in a codeword.
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Security Analysis of McEliece 

Linear Codes

Goppa 
Codes

G
● Hardness of Decoding 
● Goppa Distinguishing Problem
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Tokenizing & Encoding Binary Matrices for Transformers
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Evaluation of the distinguishers in the literature 
[Randriam 24 & CMT 23]

Consider a field extension degree m 
(e.g. m= 6)

For maximum n = qm (e.g. n= 64),  
determine maximal distinguishable 
degree t.

Fix t, determine minimal 
distinguishable n.
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Results: 

● Model accuracy as a function of 
code length. The model is trained 
on Binary Goppa Codes with m=6 
and t=3.  

● Scatter points indicate the 
evaluation accuracy of our model. 

● The scatter color indicates the 
range where the model was trained 
(n = 24 + 8k for k=0,1,..)
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❏ Heatmap of model accuracy for q=2, m=6 as a function of code length n and 
degree parameter t.
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❏ Heatmap of model accuracy for q=2, m=7 as a function of code length n and 
degree parameter t.
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Can we do better than just distinguish ?

Training on a new task: 
Goppa Code Completion
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Test Accuracy on n=64, m=6 
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Summary and Conclusion

Paper: 	 	     Mohamed Malhou, Ludovic Perret, Kristin Lauter 
 AI for Code-based Cryptography 
Code available at github.com/facebookresearch/ai4code-cryptanalysis 

★Improve SOTA Goppa distinguishers in toy examples. 
○ What are the limits of this approach and how to estimate the complexity? 

★Results can be extended to (QC) MDPC Codes (BIKE).
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