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1.1 Hash Functions

H Functionality

» Hash functions map an arbitrary-length input to a fixed-length digest

M Security requirements
» Collision resistance
» Preimage resistance
» Second-preimage resistance
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1.2 Collision Attack and its Variants

Bl Collision Attacks
» Find M and M’ such that H(IV,M) = H(IV,M") for a pre-fixed IV
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Collision

B Semi-free-start Collision Attacks
» Find M, M’, and IV’ such that H(IV’,M) = H(IV’,M")
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M Free-start Collision Attacks
» Find M, M’, /Vé, and /V1’ such that H(/Vé,M) = H(IV1’, M)
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1.3  SPONGENT: Sponge-based Hash Function

B SPONGENT

» Proposed by Bogdanov et al. at CHES 2011
» Based on sponge construction with PRESENT-like permutations [BKLT07]
» Comprises 13 variants, denoted as SPONGENT-n/c/r,

v n: hash size, c¢: capacity, r: rate, r + c: block size
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1.4 SPONGENT: Underlying Permutations

B PRESENT-like permutations [BKL*07]

» Based on Substitution-Permutation Network
» Consist of a 4-bit S-box and a bit-wise permutation

L]
The round function of SPONGENT-88/80/8

> sBoxLayer
v Apply the 4-bit S-box in parallel

S[-] = {0xE, 0xD, 0xB, 0x0, 0x2, 0x1, 0x4, OxF, 0x7, 0xA, 0x8, 0x5, 0x9, 0xC, 0x3, 0x6}
» pLayer
v Apply a b-bit permutation

 [j-b/4 mod (b-1), ifje{0,..,b-2}
Py (j) =
b() {b—1, ifj=b-1.
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1.5  Claimed Security and Previous Results

Bl Claimed security for collision attacks

n b c r | Rounds | Security (bit) n b c r | Rounds | Security (bit)

SPONGENT-88/80/8 88 | 88 | 80 8 45 40 SPONGENT-224/224/16 | 224 | 240 | 224 16 120 112

SPONGENT-88/176/88 88 | 264 | 176 | 88 135 44 SPONGENT-224/224/112 | 224 | 336 | 224 112 170 112

SPONGENT-128/128/8 128 | 136 | 128 | 8 70 64 SPONGENT-224/448/224 | 224 | 672 | 448 224 340 112

SPONGENT-128/256/128 | 128 | 384 | 256 | 128 195 64 SPONGENT-256/256/16 | 256 | 272 | 256 16 140 128

SPONGENT-160/160/16 | 160 | 176 | 160 | 16 90 80 SPONGENT-256/256/128 | 256 | 384 | 256 128 195 128

SPONGENT-160/160/80 | 160 | 240 | 160 | 80 120 80 SPONGENT-256/512/256 | 256 | 768 | 512 256 385 128
SPONGENT-160/320/160 | 160 | 480 | 320 | 160 240 80

B Previous results
» The designers demonstrated a rebound attack on 6-round SPONGENT-88/80/8
v Time complexity is 255-2(> 240)

» Abdelraheem demonstrated the distinguishing attacks based on differential and
linear characteristics [Abd12]

» Zhang and Liu demonstrated the distinguishing attacks based on truncated differentials
with a MITM technique [ZL17]

> No third-party security analysis on collision resistance has been reported
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1.6 Obstacles for Efficient Collision Attacks

M Difficulty in obtaining sufficient degrees of freedom (DoF)
» For block-cipher-based hash functions, this can be done by counting the available DoF

in each S-box independently, such as in the super-S-box technique used in rebound attacks [GP10].

» For public-permutation-based hash functions, we need to consider the dependency
across all S-boxes in all rounds
v Making it much more complex to obtain sufficient DoF

M Automatic search method proposed by Liu et al. [LIM20].

» Finding a valid differential characteristic for Gimli
v They showed that many differential characteristics in previous studies
on sponge-based hash functions are invalid

We extend Liu et al.” s method to obtain sufficient DoF
for public-permutation-based hash functions
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1.7  Our Results

B First third-party security analysis for collision resistance of SPONGENT

» * indicates that the real colliding pair was found
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| Collision | Semi-free-start | Ref Full | Claimed
| Rounds | Time | Rounds | Time | round | security
- * 17
SPONGENT-88/80/8 } }2 } g } 2 } B?(‘Cﬂm } 45 ‘
9 22 " 33 44
SPONGENT-88/176/88 o | o 9 2 Ours | 185 | 2
SPONGENT-128/128/8 | | | 8 |22 | oOuws | 70 | 2%
58
sponanur—ms/zsemza‘ s ‘ e ‘ 14 ‘ 28 ‘ ours ‘ 195 ‘ 264
SPONGENT-160/160/16 | | | 7 | 2Y | Ouws | 9 | 2%
SPONGENT-160/160/80 | 11 | 2°' | 14 | 27® | Ours | 120 | 2%
56
SPONGENT—160/320/160‘ :31 ‘ ;B ‘ 13 ‘ 28 ‘ Ours ‘ 240 ‘ 280
SPONGENT-224/224/16 | | | 8 |2 ] oOus | 120 | 212
SPONGENT-224/224/112 | 10 | 2% | 11 | 2% | Ours | 170 | 2'2
47
sponanm—224/44s/224‘ I ‘ e ‘ 11 ‘ 257 ‘ ours ‘ 340 ‘ 2t
SPONGENT-256/256/16 | | | 11 2" ] oOus | 140 | 2'%
SPONGENT-256/256/128 | 15 | 27° | 15 | 27 | Ours | 195 | 2!
73
sponcam-zse/sm/zse‘ 195 ‘ 225 ‘ 15 ‘ 27 ‘ Ours ‘ 385 ‘ 2128
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21 The Core Idea of the Grouping Method

l Analyzing the dependency of input bits
» Employing Liu et al.'s model that describes the dependency between the internal difference
and the value pair [LIM20]

v Using it twice: to reveal the dependency of input bits, and to enumerate the value pairs
satisfying a differential characteristics

Give a differential
characteristic ¢

'

- ; Liu et al.’s
Liu et al.’s model
model ¢

FEnumerate the number of
value pairs satisfying
a given differential characteristic

Analyzing the depedency
of input bits

l

Information about
the dependency of input bits

= Available DoF
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2.2 How to Enumerate the DoF

M Procedure to enumerate the DoF (Consisting of 6 steps)

1,1 1 1 1,1 L1 1 S S TR GRS ¥
Yoo Y1 Y2 V3 Yi1 Vs Y V7 Y84 Vss “se Vs7T
1y caly(aly (al 1y calyaly(al 1 yal yal yal
ah) @b al)al ah @b @bl algalyatoal

S e S ETITIIT R i
Bit-permutation

2,2 2 2 2,2 .2 2 V2 L2 .2 2
Yo Y1 Y2 3 Ya Y5 Y V7 v84 VYBs “Be VBT

@} P aday @) ) ada) (a2, Xa%:Xa3:X43,)

Step 1. Express this dependency as CNF by Espresso
(vg v v(1) v Ag v ﬁAg) /\(vg v v;ﬁAg v A;) N\pac /\(v;;1 vVl v A;;1 v A;;) =1

Step 2. Assign a given differential characteristics to CNF generated in Step 1

VY vIV=0) AE V-V vOVO) A AVET vvE vV ) =1
Step 3. Express all Variables by the variable of input bits

(vg v vg v v?a) /\(vg v ﬂvg) \ees A(vg v "?6 v v§5 v ﬂvgs v vgg) =1
Step 4. Convert the CNF into a product of terms, minimizing the number of terms, using simplify-logic

tools (We use simplify-logic() in SymPy library for Python)

(v e vl ) AWY v -v2) A AY v Vi) @ (Vi v vg)) =1
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23 Step5

B Details of Step 5 (2 rounds of SPONGENT-160/160/80)
» Analyze all terms in the product of terms and categorize variables
» Free bits: A variable that does not appear in the Boolean function, such as vy, v», and vg
» Fixed bits:A variable that appears in a term consisting only of itself

> Dependent bits: A Variable that depends on other variables in a term
v Grouping dependent bits by how they depend on each other
=(V70 ® V71 ® (Vgg A V72) @ (V79 A V71 A V72)) — Categorized into the same group

vag \ sz A\ ez /\ ~veo /\ ve7 /\ V75 /\ (ves Vv Ves) /\ (V7 v vzg) \ (Vo v ~ve1) /\ (V1 v ~veo) [\ (vsg V ~vsg)

/\(V59 Vv Vsg) A(Vee Vv ~Vg5) /\(V74 Vv v73) A(ﬂves Vv -Vgg) /\(ﬂV74 v —Vzg) A(Vm ® V79 ® (V77 AVgo) @ (V78 A V7g A Vgo))
/\(V61 ® (Vo1 A Vea) @ (Vo2 A Veg) © (Ve A Vea) ® (Veg A Vea) ® (Ve A Vs A Ves)) A(V77 ® (v77 AVvgo) @ (V7g A V79) @ (V78 A Vgo)
®(v7g A vgo) ® (V7g A V79 A Vgo)) A ~(Vs3 ® (V53 A Vsg) ® (Vs4 A Vs5) @ (Vsa A Vsg) @ (Vs A Vsg) @ (Vss A Vs A Vsg))

Aﬂ(Vee ® (Vog A V72) @ (V70 AVy1) @ (V7o AV72) ® (V71 AV72) @ (V70 A V71 AVy2)) /\((Vsa AVsg) V (V5o AVs1) V (Va1 ® (Va1 A Ves)
® (Ve / Vo) ® (Vg2 A Vea) ® (Vea A Vga) @ (Ve A Veg A Vea))) /\ (V74 @ (V73 A V) @ (V74 A V7)) V = (Vg @ (Ves A Veg) @ (Ves A Ves))
V(v7g © V79 ® (V77 A Vgo) @ (V7g A V79 AVgp))) /\((Vss @ Vep © Vog ® (Vo5 A Veg)) V (V73 © V74 © V76 @ (V73 A V7g))

V(Vz7 @ (V77 A Vo) @ (Vg A Vrg) @ (V75 A Vo) @ (Vg A Vgg) @ (V7g A Vg A Vgp))) [\ (V70 @ V1 @ (Vg A V7) @ (V70 A Vg AVa)) =1
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23 Step5

B Details of Step 5 (2 rounds of SPONGENT-160/160/80)

» Variables in each category can be determined independently
v Enumerate the number of assignments for variables in each group independently

in Step 6

Category | Bits | Values

Free bits | 48 | vas, V43, Vag, Vag, Va3, Voo, V19, Va7, V47, V11, Va0, Ve, Va1, Ve, Va2,
Va3, V45, Ve, V21, V47, V31, V14, V34, V36, V18, V33, Va, V3g, Vag, Vog,
Vs, Vog, V3, V20, Va7, V1, V39, V15, V4o, V12, V2a, Va4, V42, Vg, V3s,
V7, Vo, V1o

Fixed bits 6 V49, —Vs2, V57, 7Ve0, V67, V75

Group 1 4 V53, Vig, Va4, V55

Group 2 4 Veo, V72, V70, V71

Group3 | 8 | Vsg, V50, Ves, V63, V51, Vss, Vet Ve

Group 4 | 10 | vgo, V78, V77, V73, Ves, Ves: Ves: V76, V79, V74
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24 Step 6

M Details of Step 6
» Count the number of value pairs for each group independently
» Construct Liu et al.’s model using SAT and find one solution
v If the solver returns "UNSAT", the given differential characteristic is invalid
» Enumerate the number of solutions for each group by solving the SAT model multiple times
v Variables in other groups are fixed by the assignment found in the above procedure
v The number of solutions is equal to the available DoF

» The total DoF is the product of the number of solutions in each group

DoF = 2 free bits N; x No X oo X Na
SN—— S—— N——
# solutions in group 1 # solutions in group 2 # solutions in group a
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3.1 Overview of Our Collision Attacks

B Rebound-like attack

» Divide the underlying permutation into upper and lower parts
R rounds

4 N
Upper part L](}wer part
JAVS (a+1—R) A
Hasa) (Prob.277)
N N J
« rounds (R— cx rounds

» For the upper part
v Apply the Grouping method to obtain sufficient DoF

» For the lower part
v Find a colliding pair using the DoF obtained in the upper part

» Complexity analysis
R-a

a - y
T:ﬁ(2#f’eeb’ts><N1><N2><---><Na)+ 5 . 2P
~—

The upper part The lower part
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3.2 Attack Procedure

Bl Step 1: Search for a differential characteristic by SAT-based automatic search method
> Restrect 2P to be lower than the claimed security

Hl Step 2: Apply the Grouping method into the upper part
> If the DoF obtained is smaller than 2P, we repeat Step 1

M Step 3: Find a colliding pair

» Explore a value pair satisfying a given differential characteristic in the lower part

Step 1. Search a differential characteristic (A; — Agyy) with Prob.(Ha41-r))

Step 2. Step 3.
Ai Grouping Find a collision -
H1a) Hia115R)

Application to Collision Attacks 1g,26
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3.3  Application to the 15-round SPONGENT-256/256/128

H Collision attacks on the 15-round SPONGENT-256/256/128

15 rounds
U N Lower part
er par
A, bperp Hioriom Ao
Hisa) (Prob.2-™)
N
4 rounds 11 rounds
Rounds | Differences at the input of each round | Prob. | Phase
1(Input)
2 900!
3 Hi-a)
4
5
6
7
8 1
9
10 277 | His1s)
11
12
13 140
14
15
Output

> At least 279 DoF is required in H1_,4)
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3.3  Application to 15-round SPONGENT-256/256/128

M Collision attacks on the 15-round SPONGENT-256/256/128

Category | Bits | Values

Free bits 64 | Vi3, Va3, Va2, Vaa, Ve3, Vo, V3, Vas, Va7, Via, Vi1, Va0, Vie, Vag, Va, Vos, Vso, Ves, Vis,
V22, V8, V24, V51, Vss, Va1, Vie, Vses V17, Vag, Vaa, Vi Vis, Va2, Vos, Vss, Ve2, Vs2, Ve,
Vs0, Vaz, Vs, V10, Vas, Vas, Vas, Vas, Vas, V7, Va7, Vaos Vaa, Vat, Vas, Va7, Vog, Va, Ves,
Vs, V57, V36, Vo, V20, Va1, Vo1

Fixed bits 12 | Veo, V73, V77, V78, =V79, V101, “V103, ~V104: V106, “V107, V110, “Va12

Group 1 16 | Va7, Voa, Vas, Va1, Vas, Ve2, Va9, Voo, V1, Vaa Vs, Vaa Voo, Vas, Ves: Va3

Group 2 36 | V100, Ves: V67, Vess V10ss V75, Vi1, V123, Vess V119, Vitas V74, Vag, V10e, Viza, V71, V120,

Vi22, V127, V108: V102, V111, V16, Vi2s, V72, Veos V117, Va7, V113, Vi1, V125, V70, V76,
V121, Vos, V126

Time of H14)

277

> We obtain the DoF of 264, 27, and 28 from free bits, Group 1, and Group 2, respectively.

» Time Complexity

4

T= —5(264><27><28)+% oo
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3.4 Our Results

B First third-party security analysis for collision resistance of SPONGENT

» + indicates that we found the real colliding pair
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| Collision | Semi-free-start | Ref Full | Claimed
| Rounds | Time | Rounds | Time | round | security
- * 17
SPONGENT-88/80/8 } }2 } g } 2 } B?(‘Cﬂm } 45 ‘
9 22 " 33 44
SPONGENT-88/176/88 o | o 9 2 Ours | 185 | 2
SPONGENT-128/128/8 | | | 8 |22 | oOuws | 70 | 2%
58
sponanur—ms/zsemza‘ s ‘ e ‘ 14 ‘ 28 ‘ ours ‘ 195 ‘ 264
SPONGENT-160/160/16 | | | 7 | 2Y | Ouws | 9 | 2%
SPONGENT-160/160/80 | 11 | 2°' | 14 | 27® | Ours | 120 | 2%
56
SPONGENT—160/320/160‘ :31 ‘ ;B ‘ 13 ‘ 28 ‘ Ours ‘ 240 ‘ 280
SPONGENT-224/224/16 | | | 8 |2 ] oOus | 120 | 212
SPONGENT-224/224/112 | 10 | 2% | 11 | 2% | Ours | 170 | 2'2
47
sponanm—224/44s/224‘ I ‘ e ‘ 11 ‘ 257 ‘ ours ‘ 340 ‘ 2t
SPONGENT-256/256/16 | | | 11 2" ] oOus | 140 | 2'%
SPONGENT-256/256/128 | 15 | 27° | 15 | 27 | Ours | 195 | 2!
73
sponcam-zse/sm/zse‘ 195 ‘ 225 ‘ 15 ‘ 27 ‘ Ours ‘ 385 ‘ 2128
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4.1 Conclusion

B Summary
> We developed Liu et al.” s tool to obtain sufficient DoF
» We conducted the first collision attacks on the SPONGENT family
» We demonstrated real colliding pairs for several variants of SPONGENT

M Future work
» Extend the Grouping method to cover more rounds

» Consider dependencies between the upper and lower parts

Thank you for your attention!
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