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Differential Cryptanalysis – Overview



A Simple Toy Block Cipher



The Basic Idea



Differential Attack (1-Round Toy Version)





Differential Cryptanalysis: Observations























How to find the best differential attack?



How to find the best differential attack?

Let first focus on finding 
good distinguishers!











EC23: Efficient Detection of High 
Probability Statistical Properties of 
Cryptosystems via Surrogate 
Differentiation









Dynamic Programming



Dynamic Programming

All differences



Dynamic Programming



Dynamic Programming

Best 
characteristic has 
probability 2⁻4



Dynamic Programming



Dynamic Programming





Need to minimize!
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Can we minimize this ?





















Compress more

If the state size is still too big then compress it …

… but this comes at the price of:

- more complicated transition rules
- more invalid configurations



Example: AES





Main process



Generic Solvers



Mixed-Integer Linear Programming (MILP)





First use of MILP in Cryptography















Bitwise vs Wordwise







Key-recovery attacks



Overview of the key recovery procedure



Not all pairs are useful



Alternative 1: Early key-guessing



Alternative 2: Differential-MitM attacks



Goal of the key recovery



Goal of the key recovery

2 cases:
1) Filter
2) Rank



Which one is the right key?



Which one is the right key?



Key recovery - example



Summary

- Searching for good differentials is hard
- Searching for good characteristics is easy

- in some situations only! 
- look at the quasidifferential framework for more advanced estimations
- many designs are still hard to analyze

- Searching for the best differential attacks is hard
- the best differential distinguisher does not necessary lead to the best attack
- look at key absorption for more advanced key recovery processes 

 

Thank you for your attention!


