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Abstract. Dilithium, as a quantum-secure digital signature standard
in FIPS 204, has received widespread attention for its physical imple-
mentation security. NIST selected Dilithium’s randomized signing mode
as the default, which can mitigate the severe physical attacks that ex-
ploit the deterministic signing mode. However, the physical attack re-
silience of randomized signing mode is currently an open question. In
2024, Krahmer et al. demonstrated a key-recovery attack against ran-
domized Dilithium by exploiting fault injection. The skipping fault cor-
rection attack in Krahmer et al.’s work benefits from operational sim-
plicity in practical settings. Nevertheless, it uses a full-rank collection
strategy, requiring several effective faults equal to the number of key
coefficients.
By developing an optimized skipping fault correction attack, we prove
the non-necessity of the full-rank collection strategy. Theoretically, we
derive the minimum number of faults Mmin and a key-dependent trend
for reliable key recovery. For the Mmin, we obtain it by analyzing secret
coefficient coverage and unique bounded solution probability under the
random-row model. Lemma 1 guarantees high-probability coverage of all
coefficient positions, while Lemmas 2– 4 and Theorem 1 prove sufficient
uniqueness conditions. Furthermore, we instantiate Mmin of Dilithium
for security levels L2, L3, and L5 with a high key recovery probability.
For the key-dependent trend, Remark 2 reveals that the secret key with
a larger number of ±2 in the coefficients (denoted as abs2) tends to be
easier to recover, offering a feature-based insight into recovery efficiency.
We formulate the key recovery of Dilithium as an MILP problem and pro-
pose an MILP model. Based on the MILP model, we design algorithms of
adaptive skipping fault correction attacks for plain and shuffling settings
to recover the key with fewer faults.
In our experiments, we explored factors influencing key recovery success,
confirming theoretical predictions that success rates increase with more
faults and larger abs2. Compared to Krahmer et al.’s work, our improved
attack reduces the required number of faults for recovering the private
key. Specifically, for the plain setting, fault reductions were 25.9% (L2),



16.2% (L3), and 25.6% (L5). Similarly, for the shuffling setting, reduc-
tions were 25.6% (L2), 13.5% (L3), and 26.3% (L5).

Keywords: Lattice-based signatures · Dilithium · Fault Injection At-
tacks · Mixed Integer Linear Programming · Correction Fault Attacks

1 Introduction
Currently, emerging quantum technologies pose a potential long-term threat to
widely deployed public-key cryptography, as Shor’s algorithm could efficiently
break foundational schemes based on integer factorization and discrete loga-
rithms [26,18]. In response, NIST initiated the Post-Quantum Cryptography
(PQC) project, aiming to prepare digital security for future challenges [21]. In
2022, NIST announced the first batch of algorithms selected for standardiza-
tion during the PQC project [19]. Among the selected signature algorithms,
CRYSTALS-Dilithium, standardized as ML-DSA in FIPS 204, features an opti-
mal balance among provable security, comprehensive performance, implementa-
tion robustness, and deployment feasibility [20].

Dilithium’s signing algorithm follows the Fiat–Shamir with aborts paradigm.
It samples a nonce y, forms the response z = y+cs1, and applies rejection sam-
pling. As a result, the accepted signatures are close to being secret-independent
in the random oracle model. Dilithium provides two signing modes [2], namely
deterministic signing and randomized (or hedged) signing. The deterministic
mode prevents nonce reuse attacks from poor randomness but is extremely vul-
nerable to differential fault attacks and has worse side-channel properties. Con-
versely, the randomized signing mode introduces fresh randomness in each sign-
ing operation, greatly enhancing robustness against physical attacks like fault
and side-channel attacks.

In prior work, side-channel attacks on Dilithium can be broadly categorized
into two main types based on their analysis method. Profiled Simple Power
Analysis (SPA) attacks typically target intermediate values such as the nonce
y [29], the public challenge c [14] and the rejection sampling procedure involv-
ing z [4,11,31]. In contrast, Correlation Power Analysis (CPA) attacks often
focus on secret-dependent polynomial multiplications, particularly the NTT op-
erations computing cs1, cs2 [6,27,30], or other arithmetic algorithms [22]. Both
classes of attacks demonstrate that physical leakage can be leveraged to recover
sensitive key information. Beyond side-channel attacks, the attacker can also per-
form key recovery on Dilithium through fault attacks. Current literature covers
differential fault attacks on both deterministic and randomized Dilithium [5,8],
skipping faults targeting the computation z = y + cs1 [23], NTT-based faults
that intentionally corrupt the polynomial transform process [24], loop abort
faults that sparsify y [28], and correction fault attacks that leverage public ver-
ification as a correction oracle [12,15]. In this work, we focus on fault attacks
against Dilithium.

Some early fault attacks on Dilithium primarily target the deterministic
mode. A key vulnerability lies in the deterministic generation of nonces: ef-
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fective nonce reuse can compromise the security of Fiat-Shamir with aborts sig-
natures [5,23]. A related implementation-oriented direction targets the concrete
computation of z = y + cs1 via skipping faults. By skipping one addition at a
chosen coefficient position, the attacker can obtain a faulted response z′ whose
affected coefficient may coincide with the corresponding coefficient of y or of
(cs1). If the fault exposes (cs1), one can directly accumulate linear equations
in s1. If the fault instead exposes y, eliminating y typically requires additional
structure, such as a clean reference in [23].

Although the above approaches are not directly applicable to randomized
signing, the randomized mode does not fully preclude fault-based key recovery.
Islam et al. [12] propose a fault injection attack applicable to both deterministic
and randomized Dilithium, where bit flips in the secret key induced by Rowham-
mer are exploited and corrected using the public signature verification procedure.
Krahmer et al. [15] extend this correction-oracle perspective to faults affecting
intermediate computations in randomized Dilithium. Their central idea is that
public verification can act as a correction oracle, in the spirit of prior signature-
correction based fault attacks [12]. If a faulted signature can be corrected to
make verification succeed, the correction yields a secret-dependent intermedi-
ate, which in turn implies a linear equation about s1.

In [15], the authors propose two variants, a skipping fault correction attack
targeting z = y + cs1, and a correction attack injecting faults into the public
matrix A. Compared to the correction attack with a fault in A, the skipping
fault correction attack offers several practical advantages [15]. First, the correc-
tion attack with a fault in A requires reliably hitting many distinct coefficient
positions, up to ℓ · N targets in the worst case, while the skipping fault cor-
rection attack can repeatedly inject at a fixed position within each component
and thus only needs ℓ stable injection targets. Moreover, the online correction
in the fault-in-A setting relies on an exhaustive search over a space of size q,
which is on the order of 223, whereas the skipping attack only enumerates the
correction candidate α ∈ [−β, β] in a small bounded range with 2β < 400. As
a result, failed injections are easier to detect and filter in the skipping attack,
which makes it more robust in practice. Due to the advantages of the skipping
fault correction attack, our work focuses on this attack.

For the skipping fault correction attack targeting z = y+cs1, the work in [15]
uses a full-rank collection strategy, specifically where ℓ · N faults are injected
to generate ℓ · N linear equations for the ℓ components of s1. We propose an
improved skipping fault correction attack, which demonstrates that the full-rank
collection strategy is not necessary.

1.1 Contributions

We propose improved skipping fault correction attacks on randomized Dilithium
based on MILP, which can further reduce the number of faults needed in [15].
Our main contributions are summarized as follows.

Theoretical Analysis. The theoretical analysis derives the minimum num-
ber of faults Mmin by analyzing coverage of secret coefficients and the probability
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of a unique bounded solution under the random-row model. We first establish
Lemma 1, showing that all coefficient positions are covered with high probability.
We then prove sufficient uniqueness conditions in Lemmas 2–4 and Theorem 1,
and instantiate (Mmin)L2,L3,L5 = (122, 137, 114) required to achieve key recovery
with probability at least 99% for each security level. Finally, Remark 2 shows a
key-dependent trend, namely that secrets with larger abs24 tend to be easier to
recover.

MILP attack model. For the MILP attack model, we frame key recovery
as an MILP problem that combines collected linear equations, a coefficient-wise
bound s ∈ [−η, η]N , and an explicit objective function. These jointly limit the
search to a small-integer domain and let the solver find a consistent key in an
underdetermined system. We develop adaptive correction fault attacks for both
the plain and the shuffling settings in Algorithms 3–4, which contain online
and offline phases. The online phase collects equations via fault injection and
correction, and the offline phase invokes the MILP solver to recover the key
coefficients of each secret component.

Experimental evaluation. Based on the experimental results of the ob-
jective functions, we have selected one from the five as the solver configuration
for subsequent experiments. To explore factors affecting the key recovery suc-
cess rate (e.g., the number of faults and a private key feature), we conducted
two experiments. Both experiments confirm theoretical predictions: key recov-
ery success rates increase with a larger number of faults and higher abs2 values.
Compared to Krahmer et al. [15], our improved attacks reduce the number of
required faults in both the plain and the shuffling settings. Specifically, for L2,
L3, and L5, we achieve fault reductions of 25.9%, 16.2%, and 25.6% in the plain
setting, and 25.6%, 13.5%, and 26.3% in the shuffling setting. Our implemen-
tation of the proposed adaptive attacks (including code to construct the MILP
instances and run the solver) in both the plain and the shuffling settings is
available at https://anonymous.4open.science/r/sfcafDvM-H73B/.

1.2 Outline

In Section 2, we introduce the basic notations and background knowledge neces-
sary for understanding this work. In Section 3, we present a theoretical analysis
of the offline recovery problem modeled as a bounded integer equation system.
Section 4 describes the MILP-based key-recovery model used in the offline phase
of the attack, covering both the plain and the shuffling settings. In Section 5, we
report important experimental results of the key recovery. Section 6 discusses the
relationship between the theoretical analysis and the experimental observations.
Finally, we conclude our work in Section 7.

4 which is the number of ±2 in the coefficients of a vector.
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2 Preliminaries

2.1 Notations

We follow standard conventions similar to those in the Dilithium specification.
For integers a ≤ b we write [a, b] = {a, a + 1, . . . , b} ⊂ Z. For a modulus q ∈ N
we set Zq = Z/qZ and always interpret x ∈ Zq via its centered representative
in [−(q − 1)/2, (q − 1)/2], which we denote by x mod ±q. The polynomial ring
is Rq := Zq[X]/(XN + 1) and R := Z[X]/(XN + 1), where N is the ring di-
mension. A polynomial a ∈ Rq is written a = a0 + a1X + · · ·+ aN−1X

N−1 and
is identified with its coefficient vector (a0, . . . , aN−1) ∈ ZN

q . We denote poly-
nomials by regular lowercase letters (e.g., a), vectors of polynomials by bold
lowercase letters (e.g., z), and matrices of polynomials by bold uppercase letters
(e.g., A). Bold lowercase letters over Z (such as s) are used for integer vec-
tors, and plain uppercase letters (such as C) for integer matrices. For a vector
v = (v1, . . . , vn) over Z or Zq we write ∥v∥∞ = maxi |vi|. For a polynomial
a ∈ Rq we set ∥a∥∞ = max0≤i<N |ai|. The secret distribution is modeled by
Sη := {s ∈ Rq : ∥s∥∞ ≤ η}, and we write s← Sη for a uniform sampling of poly-
nomials. Throughout this work, we identify each polynomial s ∈ Sη with its coef-
ficient vector s ∈ ZN . The set of challenge polynomials with exactly τ coefficients
in {±1} and all others zero is denoted Bτ := {c ∈ R : ∥c∥∞ ≤ 1, ∥c∥0 = τ}.
Throughout, N denotes the number of coefficients in one polynomial component,
η the secret bound, and M the number of collected equations for one component
(as well as the number of faults injected). Given an integer system Cs = x with
C ∈ [−1, 1]M×N and x ∈ ZM , we write S := { s ∈ ZN : Cs = x, ∥s∥∞ ≤ η }
for its set of bounded solutions, and D := {d ∈ ZN : d ̸= 0, ∥d∥∞ ≤ 2η }
for the corresponding set of admissible difference vectors. Random variables are
written in uppercase (e.g., X). We denote expectation and variance by E[·] and
Var[·], respectively. By N (0, σ2) we denote a normal distribution of mean 0
and variance σ2. By log we mean the base-2 logarithm. For a coefficient vector
s = (s0, . . . , sN−1), the number of ±2 in the coefficients of s is represented by
abs2 := #{i : |si| = 2}.

In the remainder of the paper, we fix a single polynomial component (s1)j and
identify it as a coefficient vector s ∈ Sη ⊂ ZN , thereby dropping the component
index for clarity. The fault correction procedure then yields an integer system
Cs = x with C ∈ [−1, 1]M×N and ∥x∥∞ ≤ β for Dilithium.

2.2 CRYSTALS-Dilithium

CRYSTALS-Dilithium is a module-lattice-based signature scheme following the
Fiat–Shamir with aborts paradigm [16,17]. All computations are carried out over
the polynomial ring Rq = Zq[X]/(XN + 1) with N = 256 and q = 8380417, and
vectors and matrices over Rq are interpreted component-wise.

Key generation. This algorithm samples a public seed ρ and expands a
uniformly distributed matrix A ∈ Rk×ℓ

q . It then samples short secret vectors
(s1, s2) ∈ Sℓ

η × Sk
η , and forms the public vector t = As1 + s2. After a rounding
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and decomposition step for t, the public key is (ρ, t1), while the secret key
contains (ρ,K, tr, s1, s2, t0).

Signing and rejection sampling. To sign a message m, the signer derives
a message digest µ and samples a short masking vector y. It computes w = Ay,
extracts its high bits w1, and derives a challenge seed c̃ as a hash of (µ,w1).
The challenge polynomial is then obtained as c = SampleInBall(c̃). Under the
standard XOF idealization in the specification, this procedure is close to uniform
over Bτ . The response is then computed as z = y + cs1. Dilithium applies
rejection sampling [3,20]. Concretely, the signer aborts and restarts if any of the
following prescribed bounds is violated, namely if ∥z∥∞ ≥ γ1−β, or if ∥r0∥∞ ≥
γ2 − β for the low-bits vector r0 computed from w − cs2, or if ∥ct0∥∞ ≥ γ2,
or if wt(h) > ω, where h is a hint that helps reconstruct the high bits. This
ensures that the distribution of accepted signatures is statistically close to being
secret-independent in the random oracle model. The resulting signature contains
(c̃, z, h).

Scheme / security level (k, ℓ) η τ β(= η · τ)
Dilithium-L2 (4, 4) 2 39 78

Dilithium-L3 (6, 5) 4 49 196

Dilithium-L5 (8, 7) 2 60 120

Table 1: Relevant Dilithium parameter choices [20,2]

Verification. Given a signature (c̃, z, h) on message m, the verifier recom-
putes the digest µ, derives c = SampleInBall(c̃), reconstructs the corresponding
high bits w1 from Az − ct1 · 2d using h, and checks that (i) ∥z∥∞ < γ1 − β, (ii)
c̃ = H(µ,w1), and (iii) wt(h) ≤ ω. The verifier accepts the signature if and only
if all the above checks hold.

x0

x1

x2

...
xN−2

xN−1


:= cs1 =



c0 −cN−1 · · · −c2 −c1
c1 c0 · · · −c3 −c2
c2 c1 · · · −c4 −c3
...

... . . . ...
...

cN−2 cN−3 · · · c0 −cN−1

cN−1 cN−2 · · · c1 c0





s10
s11
s12

...
s1N−2

s1N−1


(1)

Dilithium admits a deterministic variant and a randomized variant. They
differ only in how the seed used to generate y is obtained. In deterministic sign-
ing, the seed is deterministically derived by hashing the secret key together with
the message, whereas in randomized signing it is derived using fresh randomness
sampled for each signature. In this work, we consider the randomized signing
mode. Dilithium has three security levels, i.e., Dilithium-L2/L3/L5 [2], target-
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ing the ML-DSA security levels ML-DSA-44/65/87 respectively [20]. Table 1
summarizes the parameter choices for each security level.

As shown in Algorithm Sign [20], Dilithium computes z = y+cs1, where y is
the mask vector. The challenge polynomial c has exactly τ nonzero coefficients in
{−1, 1}, and the secret key polynomial s1 satisfies ∥s1∥∞ ≤ η with coefficients
sampled uniformly from {−η, . . . , η}. The i-th coefficient of the product cs1
admits the explicit form xi =

∑i
j=0 ci−j s1j −

∑N−1
j=i+1 cN+i−j s1j , which reflects

the negacyclic convolution modulo XN + 1. Equivalently, set c′ = rot(c, i) :=
c · Xi mod (XN + 1) so that c′ is the i-th row of the matrix in Equation 1.
Then xi =

∑
j c

′
j s1j = ⟨ci, s1⟩, where ci denotes the coefficient vector of the

i-th rotation of c.
Each coefficient xi is therefore a signed sum of exactly τ secret coefficients, so

∥x∥∞ ≤ η · τ = β. Under the randomness assumptions on c and s1, the Central
Limit Theorem suggests that the distribution of each xi is well approximated by
a normal distribution N (0, σ2

s) with variance σ2
s = τ ·η·(η+1)

3 [31].

2.3 Skipping Fault Correction Attack

The skipping fault correction attack of [15] is formulated for the randomized (or
hedged) Dilithium. The adversary has physical access to a device implementing
the Dilithium signing algorithm with an unknown secret but known public key.
The adversary can trigger signing and gather the (not necessarily controllable)
signed message as well as the resulting signature.

For each signing attempt, the adversary can inject a single instruction-skipping
fault during the computation z = y + cs1 that skips one coefficient addition
in one secret key component. Concretely, if the targeted coefficient is posi-
tion i in component j, the faulty signature contains z′

j [i] = yj [i] instead of
zj [i] = yj [i] + (cs1)j [i], while all other coefficients are computed normally.

For the theoretical presentation of the skipping fault correction attack, it is
assumed that the fault injection always succeeds. Moreover, since this operation
is executed inside Dilithium’s rejection-sampling loop, it assumes that the in-
jected fault can be made to affect the final successful iteration, for example, by
repeating fault injections until a faulty but verifying signature is observed.

Given a faulty signature σ′ = (c̃, z′, h), the adversary runs the public veri-
fication algorithm as a correction oracle. The adversary generates the challenge
polynomial c by SampleInBall(c̃). For the chosen pair (j, i) ∈ [0, ℓ−1]× [0, N−1],
the adversary successively tests candidate correction values α ∈ Z by replacing
z′
j [i] with z′

j [i] +α and re-running verification on the modified signature. Under
the skipping-fault model of [15], verification accepts exactly when α = (cs1)j [i].
Therefore, each successful correction yields one linear equation between the pub-
lic challenge polynomial c and the secret component (s1)j , which can be viewed
as a single coefficient of the product (cs1)j . In what follows, we model faulted
signing as an oracle O(m, T ) that, on input a message m and a candidate target
coefficient position set T ⊆ [0, ℓ−1]× [0, N−1], returns a single faulty signature
σ′ = (c̃, z′, h) whose fault location lies in T .
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Algorithm 1 EqFromSig
Input: sign-with-fault oracle O, public key pk, message m, candidate target set T , β
Output: linear equation (j, i, eq , eq_sol)
1: (c̃, z′, h) := O(m, T )
2: for α = 0, 1,−1, 2,−2, . . . , β,−β do
3: for (j, i) ∈ T do
4: ztemp := z′

5: (ztemp)j [i] := (z′)j [i] + α
6: if verify((c̃, ztemp, h), pk) = accept then
7: eq_sol := α
8: c := SampleInBall(c̃)
9: eq := rotmult(c, i)

10: return (j, i, eq , eq_sol) ▷ where (cs1)j [i] = α

11: return ⊥

Algorithm 1 formalizes this extraction procedure as EqFromSig. It takes as
input the signing oracle O to inject faults, the public key pk, a message m, a can-
didate target set T , and the bound β. It first obtains a faulty signature (Line 1).
By applying bounded correction (Line 4-5) and public verification (Line 6), it
succeeds in extracting a single linear equation (Line 7-10) on (s1)j as output.

Throughout the paper, we focus on recovering one polynomial component
s = (s1)j ∈ Sη at a time. The remaining components can then be recovered
independently by targeting their coefficients in the same way.

As described in [7,20], Dilithium’s rejection sampling mechanism can re-
veal information about faulted computations through its accept/reject behavior.
When an adversary injects a skipping fault and then corrects the resulting faulty
signature until it verifies, the successful correction yields a linear equation on
the secret key. In the correction-fault setting considered here, our goal is to re-
construct the secret key component s from a collection of such equations and
the known public challenges c.

2.4 ILP and MILP

An integer linear programming (ILP) problem optimizes a linear objective sub-
ject to linear constraints and integrality requirements on all decision variables.
In its standard form, it seeks x ∈ Zn that optimizes a linear function while
satisfying Ax ≤ b and x ≥ 0. A mixed integer linear programming (MILP)
problem generalizes ILP by allowing a subset of variables to be continuous,
namely x ∈ Zp × Rq. When q = 0, MILP reduces to a pure ILP instance, hence
ILP is a special case of MILP. Although our recovery problem is a pure ILP,
we follow common practice and present it in an MILP framework. This choice
is motivated by two practical considerations: (i) MILP solvers natively support
the pure integer case with specialized algorithms, and (ii) the MILP formulation
is general and facilitates extensions and tool integration.
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From a complexity-theoretic point of view, the MILP problem is NP-hard,
while the ILP problem is NP-complete [9,10]. When the number of integer vari-
ables is treated as a fixed constant, Lenstra [13] showed that such problems can
be solved in time 2O(n3

I ) · (m log V )O(1), where V denotes an upper bound on
the absolute values of coefficients. More recently, Reis et al. [25, Theorem 41]
improved this bound to (log nI)

O(nI) · (m log V )O(1).
In practice, modern MILP solvers such as Gurobi and CPLEX rely on branch-

and-bound and branch-and-cut algorithms combined with heuristics tailored to
integer domains, which have become standard tools for large-scale ILP/MILP
problems. In this setting, while the objective function does not affect feasibility,
it can significantly impact solver performance by guiding the search, particularly
for instances with small integer domains.

3 Improved Skipping Fault Correction Attack

Krahmer et al. [15] proposed two correction fault attacks, i.e., a skipping fault
correction attack and a correction attack with a fault in the public matrix A.
Our work focuses on the skipping fault correction attack. To recover the secret
key s1, [15] requires ℓ ·N ideal fault injections to generate ℓ ·N linear equations
for the ℓ components of s1. We propose an improved skipping fault correction
attack model for Dilithium. Our analysis shows that even if the number of faults
is less than ℓ · N , s1 can still be recovered by exploiting the bounded-domain
constraint.

3.1 Improved Attack Model

Fix a single N -coefficient component of s1 and write it as s ∈ ZN with ∥s∥∞ ≤
η. Each corrected faulty signature produces one equation ⟨ci, s⟩ = xi, where
ci ∈ [−1, 1]N has exactly τ nonzero elements and xi ∈ Z is a small signed
value determined by the correction procedure (|xi| ≤ β as defined) [15]. After
collecting M corrected samples, we obtain an integer system Cs = x, C ∈
[−1, 1]M×N , ∥x∥∞ ≤ β, together with the bounded-domain constraint s ∈
[−η, η]N .

To capture the dominant structure induced by the challenge sampling via
SampleInBall, we adopt the standard random-row model: each row of C selects τ
positions uniformly at random and assigns independent unbiased signs in {±1}
to these positions. In particular, the sign bits produced by SampleInBall are
uniform, so for any row j we have E[cj ] = 0 and Var(cj) = Pr[cj ̸= 0] = τ/N
under this idealized model. We use the random-row model as an analytic proxy
for the matrix C obtained by stacking the rotated challenge vectors returned by
EqFromSig, for the ensuing coverage and collision analysis.

Based on this random-row model, we propose an improved attack model.
The theoretical description focuses on a uniqueness question for bounded solu-
tions. After collecting M corrected samples via EqFromSig (Algorithm 1), we
stack the resulting rotated challenge vectors to form C ∈ [−1, 1]M×N and the
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corresponding correction values to form x ∈ ZM (with |xi| ≤ β by construc-
tion). We then study how large M must be so that, with high probability over
the randomness of SampleInBall and the signing process, the bounded feasible
set S = {s ∈ ZN : Cs = x, ∥s∥∞ ≤ η} contains exactly one element, i.e.,
the true secret component s.5 More specifically, we seek an explicit threshold
Mmin = L(η, τ,N, λ) such that for M ≥ Mmin the probability of successful key
recovery is at least 1 − 2−λ. The following analyses derive Mmin by analyzing
coverage of secret coefficients and the probability of a unique bounded solution
under the random-row model.

3.2 Coverage of Secret Coefficients in the Equation System

A successful bounded key recovery requires that the collected equations involve
all N coefficients of the target secret vector s. Each equation involves only τ
coefficients. To fully recover s, all the N coefficients of s must be covered by the
M collected equations.

Let Hj denote the number of equations in which coefficient position j ∈
[0, N − 1] appears. If the coefficient of position j never appears in any equa-
tion, meaning Hj = 0, then the equation system imposes no constraint on (s)j .
Consequently, any alternative bounded vector s′ satisfies all collected equations
if it differs from s only at position j. So uniqueness is impossible regardless of
the value of M . Therefore, coverage of all coefficient positions is necessary for
uniqueness. Under Dilithium’s random challenge sampling, full coverage occurs
with high probability for sufficiently large M as shown by the following lemma.

Based on Lemma 1, full coverage of the secret coefficients is a necessary
condition for unique key recovery. If a coefficient does not appear in any collected
equation, its value remains unconstrained and the bounded solution cannot be
unique. However, full coverage only ensures that every coefficient appears in
the equation system and does not exclude the existence of multiple bounded
solutions. Section 3.3 therefore analyzes nonzero difference vectors in the kernel
of C. Combining the coverage result in Lemma 1 with the uniqueness condition
in Theorem 1 yields the concrete threshold Mmin in Section 3.4.

Lemma 1 (Full coverage with high probability). Let Hj be the number
of equations in which coefficient position j ∈ [0, N − 1] appears. We say that
full coverage holds if Hj ≥ 1 for all j. Under the random-row model for C, the
full-coverage event occurs with probability at least 1−N(1− τ/N)M .

Proof. Under the random-row model, each row of C involves τ positions uni-
formly at random. In one row, the probability that position j does not appear is
1− τ/N . Independence across the M rows gives Pr[Hj = 0] = (1− τ/N)M . By
the union bound, Pr[∃j : Hj = 0] ≤

∑N−1
j=0 Pr[Hj = 0] = N(1− τ/N)M , hence

Pr[∀j, Hj ≥ 1] = 1− Pr[∃j : Hj = 0] ≥ 1−N(1− τ/N)M .

5 S ̸= ∅ since Cs = x.
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For Dilithium-L2, we have N = 256 and τ = 39. For M = N/2 = 128,
Lemma 1 yields Pr[∃j : Hj = 0] ≤ 256 × (1 − 39/256)128 ≈ 1.7 × 10−7, which
is extremely small in practice. Thus, every coefficient of s is covered by the
equation system with high probability.

Based on Lemma 1, full coverage of secret coefficients is a necessary pre-
requisite for our uniqueness analysis. We next analyze the probability that the
bounded solution is unique and derive a sufficient condition guaranteeing unique-
ness.

3.3 Uniqueness of Bounded Solutions

We consider the equation system Cs = x with s ∈ [−η, η]N . Such a system
may admit a unique solution or multiple solutions. To study the probability of
uniqueness, we first analyze the probability of non-uniqueness (there exist two
distinct bounded solutions), and then subtract it from 1 to obtain the probability
of uniqueness.

Lemma 2 (Difference characterization of non-uniqueness). Let S = { s ∈
ZN : Cs = x, ∥s∥∞ ≤ η } be the set of bounded solutions and let D = {d ∈ ZN :
d ̸= 0, ∥d∥∞ ≤ 2η} be the set of admissible difference vectors. If S contains two
distinct solutions s, s′ in [−η, η]N , then their difference d = s′− s lies in D and
satisfies Cd = 0. Therefore, a solution in [−η, η]N is non-unique if and only if
there exists a nonzero d ∈ D with Cd = 0 such that s+ d ∈ [−η, η]N for s ∈ S.

Proof. If Cs = Cs′ then C(s′−s) = 0 by linearity, so d lies in the kernel of C. If
∥s∥∞ ≤ η and ∥s′∥∞ ≤ η, then ∥s′−s∥∞ ≤ 2η, so d ∈ D. Conversely, for s ∈ S,
there exists a nonzero d ∈ D such that Cd = 0. Assume s′ = s+ d ∈ [−η, η]N .
Then Cs′ = C(s+ d) = Cs+ 0 = x, so s′ ∈ S. Finally, S contains at least two
distinct bounded solutions.

Lemma 3 (The number of admissible d ∈ D for Lemma 2). Let s ∈
[−η, η]N and D = {d ∈ [−2η, 2η]N : d ̸= 0, s + d ∈ [−η, η]N}. The number of
d ∈ D such that s+ d ∈ [−η, η]N equals (2η + 1)N − 1. In particular, this count
does not depend on the choice of s.

Proof. The condition s+ d ∈ [−η, η]N holds if and only if −η ≤ sj + dj ≤ η for
every coefficient position j. Equivalently, dj ∈ [−η − sj , η − sj ] for all j. Since
sj ∈ [−η, η], the interval [−η − sj , η − sj ] is always contained in [−2η, 2η], so it
is compatible with the constraint ∥d∥∞ ≤ 2η.

For each fixed j, the interval [−η−sj , η−sj ] contains exactly 2η+1 integers.
Therefore the number of integer vectors d satisfying s+d ∈ [−η, η]N is (2η+1)N .
Removing the case d = 0 leaves (2η + 1)N − 1 admissible nonzero d in D.

Lemma 4 (Single-row collision probability). Fix a nonzero d ∈ D and let
Zi = Cid be the inner product with the i-th row of C. Under the random-row
model for C, the random variables Z1, . . . , ZM are independent and identically
distributed, and the single-row collision (i.e., Zi = 0) probability is well approx-
imated by pgauss :=

1√
2π σd

, with σ2
d = 2τη(η + 1)/3.
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Proof. Each row Ci has exactly τ nonzero entries in {±1} at uniformly random
positions, independent of the other rows. Let s, s′ be two independent secrets
s, s′ sampled from Sη, and identify them with coefficient vectors s, s′. Write
d = s−s′ and d = (d1, . . . , dN ). We have Yi = ⟨ci, s⟩ and Y ′

i = ⟨ci, s′⟩, where the
coefficients of s and s′ are independent and uniform on [−η, η]. By the Central
Limit Theorem, for moderate τ the sums Yi and Y ′

i are well approximated by
independent normal random variables with distribution N (0, σ2

s), where σ2
s =

τη(η+1)/3. Their difference satisfies Zi = Yi−Y ′
i , so under this approximation

Zi is distributed as N (0, σ2
d) with variance σ2

d = 2σ2
s = 2τη(η + 1)/3. Different

rows of C are sampled independently, hence the random variables Z1, . . . , ZM

are independent and identically distributed.
The underlying equation system is defined over integers, and both the entries

of C and the secrets s, s′ are integers. Hence Yi, Y
′
i and Zi take values in Z and

the event Zi = 0 is equivalent to Zi ∈ (− 1
2 ,

1
2 ). Using the Gaussian approximation

Zi/σd ≈ N (0, 1) in the sense of the Lindeberg–Levy central limit theorem, the
standardized variable Zi/σd has (approximately) the standard normal density
φ(t) = 1√

2π
e−t2/2.

We therefore obtain

Pr[Zi = 0] = Pr
[
|Zi| ≤ 1

2

]
= Pr

[∣∣∣Zi

σd

∣∣∣ ≤ 1

2σd

]
≈

∫ 1/(2σd)

−1/(2σd)

φ(u) du =
1√
2π

∫ 1/(2σd)

−1/(2σd)

e−u2/2 du.

For |u| ≤ 1/(2σd) we have e
− 1

8σ2
d ≤ e−u2/2 ≤ 1, and hence e

− 1

8σ2
d /(
√
2π σd) ≤

Pr[Zi = 0] ≤ 1/(
√
2π σd). In particular, we take the upper bound

pgauss :=
1√
2π σd

,

so that Pr[Zi = 0] ≤ pgauss. Moreover, since Pr[Zi = 0] ≥ e
− 1

8σ2
d /(
√
2π σd) and

1− e−x ≤ x for x > 0, we have

0 ≤ pgauss − Pr[Zi = 0] ≤ 1− e
− 1

8σ2
d

√
2π σd

≤ 1

8
√
2π σ3

d

,

which is small enough 6 and thus we use pgauss as an approximation for it.

Theorem 1 (Minimum number of faults for uniqueness). Let s ← Sη

be a random secret (identified with coefficient vector s ∈ ZN ) and sample C ∈
[−1, 1]M×N according to the random-row model. Let Cs = x, and let pgauss be
as in Lemma 4. Then

Pr
[
∃ s′ ∈ [−η, η]N , s′ ̸= s with Cs′ = x

]
≤

(
(2η + 1)N − 1

)
pMgauss.

6 less than 7.2× 10−5 for σd at Dilithium-L2.

12



In particular, let RHS ≤ 2−λ for λ ≥ 0, it suffices to choose

M ≥ log((2η + 1)N − 1) + λ

− log pgauss
= L(η, τ,N, λ) (2)

to ensure that the linear system admits a unique solution in [−η, η]N with prob-
ability at least 1− 2−λ.
Proof. Since Cs = x, the vector s is a bounded solution. By Lemma 2, the
existence of a second bounded solution s′ ̸= s is equivalent to the existence of a
nonzero d ∈ [−2η, 2η]N such that Cd = 0 and s+ d ∈ [−η, η]N . Define

Ds = {d ∈ [−2η, 2η]N : d ̸= 0, s+ d ∈ [−η, η]N }.

By Lemma 3, we have |Ds| = (2η + 1)N − 1.
For each d ∈ Ds define the indicator variable Id = 1{Cd=0}, and let Ns =∑

d∈Ds
Id. Then Pr[Ns ≥ 1] is exactly the non-uniqueness probability. By lin-

earity of expectation, E[Ns] =
∑

d∈Ds
Pr[Cd = 0]. Under the row model, the

rows of C are independent, so for fixed d we have
Pr[Cd = 0] = Pr[Z1 = 0, . . . , ZM = 0] = Pr[Z1 = 0]M ≤ pMgauss

by Lemma 4. Hence
E[Ns] ≤ |Ds| pMgauss =

(
(2η + 1)N − 1

)
pMgauss.

Markov’s inequality gives Pr[Ns ≥ 1] ≤ E[Ns], which gives the stated upper
bound on the probability that there exists a nonzero d ∈ D with Cd = 0. By
Lemma 2, this event is equivalent to the existence of a second bounded solution
in [−η, η]N . Solving

(
(2η+1)N − 1

)
pMgauss ≤ 2−λ for M gives (2). Indeed, taking

logarithms on both sides yields log
(
(2η + 1)N − 1

)
+M log pgauss ≤ −λ. Since

pgauss ∈ (0, 1), we have log pgauss < 0 and thus

M ≥
log

(
(2η + 1)N − 1

)
+ λ

− log pgauss
.

Remark 1 (Theoretical analysis of Mmin). Theorem 1 is stated under the sam-
pling assumptions that the secret key s has independent coefficients, each uni-
form over {−η, . . . , η}, and that each row of C is sampled uniformly by SampleIn-
Ball. The proof uses a first moment argument, which applies a union bound over
all admissible difference vectors d ∈ D. This approach yields a clean sufficient
condition and a closed-form threshold Mmin, but it is not intended to be tight.
In particular, the union bound treats the events {Cd = 0} independently, and
the resulting threshold can be conservative.
Remark 2 (Effect of the secret key feature on uniqueness). Fix s and let Z =
⟨c, s−s′⟩, where c is sampled by SampleInBall and s′ has i.i.d. coefficients uniform
in {−η, . . . , η}. Then E[Z | s] = 0 and Var(Z | s) = τ

N ∥s∥
2
2 + τ · η(η+1)

3 . Under
the local-CLT heuristic used in Lemma 4, a larger ∥s∥22 decreases the single-row
collision probability Pr[Z = 0 | s].7
7 For Dilithium (L2/L5) secrets, a larger value of abs2 typically implies a larger ∥s∥22,

which provides an explanation for key-dependent collision rates.
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Proof. Write Z =
∑N

j=1 cj(sj − s′j). For uniform s′j ∈ {−η, . . . , η}, one has
E[s′j ] = 0 and E[(s′j)2] = η(η + 1)/3. Under the random-row model, E[cj ] = 0

and E[c2j ] = Pr[cj ̸= 0] = τ/N . Using that cj is independent of s′j , we obtain

Var
(
cj(sj − s′j) | sj

)
= E[c2j ] · E

[
(sj − s′j)

2 | sj
]
=

τ

N
·
(
s2j +

η(η + 1)

3

)
.

Moreover, the cross terms vanish since the random signs in SampleInBall are
uniform, so Var(Z | s) =

∑N
j=1 Var(cj(sj − s′j) | sj). Summing over j yields

Var(Z | s) = τ
N ∥s∥

2
2 + τ · η(η+1)

3 . If s is modeled with i.i.d. coefficients uniform
in {−η, . . . , η}, then E∥s∥22 = Nη(η+ 1)/3, and hence Es[Var(Z | s)] = 2τη(η+
1)/3, which matches σ2

d in Lemma 4. Finally, since E[Z | s] = 0, the local-CLT
approximation gives Pr[Z = 0 | s] ≈ 1/

√
2πVar(Z | s).

3.4 Minimum number of faults for Dilithium

For the concrete instantiation, we evaluate the minimum number of faults from
the three Dilithium parameter sets at NIST levels L2, L3, and L5. In all cases
N = 256 and the specific parameters are (η, τ) ∈ {(2, 39), (4, 49), (2, 60)} for all
three levels [20]. Using Lemma 4 we obtain the Gaussian upper bound pgauss on
the single-row collision probability. Finally, applying Theorem 1, we compute the
theoretical threshold Mmin (for a probability of 99%, i.e., λ = 7) as the smallest
number of faults. The resulting values of pgauss and Mmin for the three security
levels are summarized in Table 2.

Table 2: Instantiation of theoretical parameters for Dilithium
Scheme / security level η τ pgauss Mmin(99% probability)

Dilithium-L2 2 39 3.194× 10−2 122

Dilithium-L3 4 49 1.561× 10−2 137

Dilithium-L5 2 60 2.575× 10−2 114

By Lemma 1, once M effective equations have been collected, the result-
ing equation system is fully covered with high probability in the sense that all
N = 256 coefficients of s appear in the constraints and hence no variable remains
unconstrained. Conditioned on this event, Theorem 1 implies that for M ≥Mmin

the bounded solution set over [−η, η]N only contains s. Therefore, at M = Mmin

key recovery reduces to solving a bounded instance with N variables and M con-
straints, which can be done with a time complexity of (logN)O(N) ·(M log β)O(1)

via an MILP model for the ILP instance by [25, Theorem 41], yielding the unique
solution s.

14



objective function f(s)

subject to Cis = xi ∀ i ∈ [0,M − 1] (1)
−η ≤ sj ≤ η ∀ j ∈ [0, N − 1] (2)

Fig. 1: MILP formulation with bounded integer variables and equality con-
straints.

4 Improved Key-Recovery Method via an MILP Model

This section presents our key-recovery pipeline from a mixed integer linear pro-
gramming viewpoint. We first specify the MILP formulation used in the offline
recovery stage. We then describe two adaptive online equation collection strate-
gies and offline MILP solving, corresponding to the plain skipping-fault setting
and the shuffling countermeasure.

4.1 MILP Model

We model the key recovery procedure as an integer feasibility problem over a
bounded domain. After collecting faulty signatures and running the correction
procedure, we obtain a linear system Cs = x with C ∈ [−1, 1]M×N and ∥x∥∞ ≤
β. The unknown vector s represents one polynomial component of secret s1
with N coefficients. We constrain the coefficients by the bound ∥s∥∞ ≤ η. In
parameter settings where the feasible solution is unique with high probability,
the choice of objective does not affect correctness but can significantly influence
solver performance. For notational convenience, we denote the objective function
by f(s). Figure 1 gives the MILP formulation for key recovery.

Algorithm 2 SolveMILP
Input: C ∈ ZM×N , x ∈ ZM , bound η, time_limit
Output: (solved , sol)
1: s[0..N − 1]← Instantiate integer vars with domain [−η, η]
2: for i← 0 to M − 1 do
3: AddConstr(Cis = x[i])

4: SetObjective(f(s))
5: status ← Optimize()
6: if status ∈ {OPTIMAL} then
7: for j ← 0 to N − 1 do
8: sol [j]← s[j]

9: return (true, sol)
10: else if Failed to solve within time_limit then
11: return (false,⊥)
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To clearly describe how to utilize an MILP solver for determining the secret
key coefficients, we present Algorithm 2 SolveMILP. SolveMILP instantiates
integer variables for s with −η ≤ sj ≤ η (Line 1). Based on the linear equations
obtained in the online phase, lines 2-3 of Algorithm 2 construct M equality con-
straints Cis = xi. Line 4 sets the objective function and describes it, improving
the efficiency of the MILP solver. Based on the above objective function and
constraint conditions, the solver is initiated to find the optimal solution using
the underlying optimization algorithm (Line 5). Once the solver finds an optimal
solution, it reports success and the corresponding solution vector s is extracted
(Line 6-9). If the solver fails to find a solution within the given limited time, it
terminates and reports failure (Line 10-11).

4.2 Adaptive MILP Attack in the Plain Skipping-Fault Setting

In the plain skipping-fault attack, our target is the partial private key s1 of
Dilithium with no countermeasures. The recovery of one component (s1)j in-
volves two phases, i.e., an online phase and an offline phase. During the online
phase, equations are collected, and in the offline phase, they are solved with an
MILP solver to recover s1.

Online phase. During the online phase, the attacker targets component j.
Then, the attacker repeatedly triggers signatures with chosen messages, injecting
an instruction-skipping fault at a chosen coefficient position (e.g., (j, 0)) when
computing z = y + cs1. The resulting faulty signature is processed through a
bounded correction search, where the candidate coefficient α is restricted to the
range [−β, β]. This search works by iteratively modifying the signature and re-
running the public verification process until a valid correction is found. Only the
chosen position (e.g., (j, 0)) whose correction makes verification pass is accepted.
Each successful correction yields one equation for the targeted component, which
is added to the equation set S.

Offline phase. Once at least M equations have been collected for a component,
we utilize an MILP solver for key recovery based on the model in Figure 1. The
candidate solution is checked by reconstructing signatures and running the public
verification algorithm. If the check fails, the online phase continues collecting
additional equations and the MILP is invoked again.

More specifically, Algorithm 3 presents the entire adaptive MILP attack in
the plain skipping-fault setting. In the attack, we select an arbitrary message
m (Line 1). For each component index j, we initialize the equation set S, the
counter n of collected equations, and the current target coefficient position set
T (Lines 2–5). In the online phase, we repeatedly inject faults targeting (j, 0)
and invoke EqFromSig to obtain correction equations, which are added to S
(Lines 6–12). Once n ≥ M , we invoke SolveMILP(S) to solve for (s1)j in the
offline phase (Lines 13–17). After all components are processed, the algorithm
returns the reconstructed s1 (Lines 18–19).

16



Algorithm 3 Adaptive MILP attack in the plain skipping-fault setting
Input: Public key pk, faulty signing oracle Oskip, threshold M , β
Output: Recovered secret vector s1

1: select an arbitrary message as m
2: for j ← 0 to ℓ− 1 do
3: S ← ∅ ▷ Initialize equation set for component (s1)j
4: n← 0
5: T ← {(j, 0)} ▷ Chosen coefficient position for fault injection
6: while n < N do
7: (j, i, eq , eq_sol)← EqFromSig(Oskip, pk,m, T , β) ▷ (cs1)j [i] = α ∈ [−β, β]
8: if (j, i, eq , eq_sol) = ⊥ then
9: continue ▷ Online phase

10: S.append((eq , eq_sol))
11: n← n+ 1
12: if n ≥M then
13: (solved , s)← SolveMILP(S) ▷ MILP solution in the offline phase
14: if solved then
15: (s1)j ← s
16: break
17: s1 ← ((s1)0, (s1)1, . . . , (s1)ℓ−1)
18: return s1

4.3 Adaptive MILP Attack under Shuffling

A natural countermeasure against skipping faults is to randomize the order in
which coefficient-wise additions for computing z = y+cs1 are performed during
signing. Under fine-grained shuffling, a fault attempt no longer deterministically
identifies a preselected component and coefficient, since the skipped addition
may occur at an unpredictable position. However, such countermeasures merely
increase the complexity of fault injection rather than fundamentally preventing
attacks. The attacker can still adapt their strategies to overcome shuffling and
extract sensitive information through a combination of online fault injection and
offline data analysis.

Online phase. During the online phase, the attacker repeatedly triggers sig-
natures with chosen messages and injects instruction-skipping faults during the
shuffled computation of z = y + cs1. Due to shuffling, the exact location of
a successful fault injection is not known in advance. For each faulty signature,
the attacker therefore performs a correction search over all possible component
and coefficient positions, where the candidate coefficient α is restricted to the
range [−β, β]. Each successful correction resolves the fault location and yields
one linear equation, which is added to the corresponding equation set.

Offline phase. For each component, once the number of collected equations
reaches the given threshold M , the attacker invokes an MILP solver to attempt
recovery. If the solver succeeds, the recovered component is marked as solved
and is no longer subjected to further solving attempts. Otherwise, the attacker
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Algorithm 4 Adaptive MILP attack under shuffling
Input: Public key pk, sign-with-fault oracle OskipShuff , threshold M , β
Output: Recovered secret vector s1

1: select an arbitrary message as m
2: T ← {0, . . . , ℓ− 1} × {0, . . . , N − 1}
3: for j ← 0 to ℓ− 1 do
4: Sj ← ∅ ▷ Initialize equation set for component (s1)j
5: nj ← 0
6: solvedj ← false

7: for k ← 0 to ℓ ·N − 1 do
8: (j, i, eq , eq_sol)← EqFromSig(OskipShuff , pk,m, T , β) ▷ (cs1)j [i] = α ∈ [−β, β]
9: if (j, i, eq , eq_sol) = ⊥ then

10: continue ▷ Online phase
11: Sj .append((eq , eq_sol))
12: nj ← nj + 1
13: if solvedj = false and nj ≥M then
14: (solved , s)← SolveMILP(Sj) ▷ MILP solution in the offline phase
15: if solved then
16: (s1)j ← s
17: solvedj ← true

18: if ∀j ∈ [0, ℓ− 1], solvedj = true then
19: break
20: s1 ← ((s1)0, (s1)1, . . . , (s1)ℓ−1)
21: return s1

returns to the online phase to collect additional equations. This process continues
adaptively until all components of s1 have been successfully recovered.

Algorithm 4 describes the adaptive MILP attack in the shuffling setting. We
select an arbitrary message m and define the target coefficient position set T
(Lines 1–2). For each component j we initialize an equation set Sj , a counter nj

of collected equations, and a boolean flag solvedj indicating whether the corre-
sponding secret component has been recovered (Lines 3–6). We then repeatedly
invoke EqFromSig to inject faults and extract correction equations (Lines 7–
12). Due to shuffling, each successful invocation returns an equation associated
with a component index j, which would be controllable in the plain setting but
is random under shuffling. The extracted equation is appended to Sj and the
corresponding counter nj is increased. Once nj ≥ M and the j-th component
has not been solved yet, we invoke SolveMILP(Sj) to recover (s1)j (Lines 13–
14). If the recovery succeeds, we mark this component as solved. The procedure
continues until all components are solved, after which the secret vector s1 is
reconstructed (Lines 15–21).
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5 Experimental Results

To evaluate the improved skipping fault correction attacks in Section 4, we imple-
mented the improved key recovery procedures of the attack, based on the classic
skipping fault correction attack implementation on Dilithium [15]. Faults were
simulated by programmatically injecting them into the crypto_sign_signature
function in the Dilithium implementation [1]. All experiments were performed
on a desktop equipped with an 11th Gen Intel i7 2.5 GHz CPU, and the results
are reported below.

Fig. 2: Success rate vs. time limit for different objective functions.

5.1 Objective Function Determination for the MILP Solver

When solving our bounded integer programs with an MILP solver (Gurobi), the
choice of the objective function can have a significant impact on practical solver
efficiency. To maximize the probability of recovering the key s1 within a limited
runtime, we benchmark five objective options and select a default for subse-
quent experiments. Let s ∈ ZN denote the unknown coefficient vector of a single
target component. We evaluate five objective functions: (i) Feasibility, meaning
a constant objective and the solver is asked to find any feasible integer point,
(ii) MinSumAbs, minimizing the L1-norm

∑N
i=1 |si|, (iii) MinSum, minimizing
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the linear sum
∑N

i=1 si, (iv) MaxSum, maximizing the linear sum
∑N

i=1 si, (v)
MinAbsSum, minimizing the absolute sum

∣∣∑N
i=1 si

∣∣.
For each instance, we collect exactly 193 usable equations via the fault injec-

tion procedure to recover the private key s1 using the Gurobi solver with time
limits T ∈ {1, 15, 30, 45, 60, 75, 90} seconds. For each time limit T , we perform
100 independent experiments with distinct private keys, totaling 400 polynomial
components.8 Each objective function is evaluated under this identical setup and
linear system. We record the number of successful recoveries and calculate the
success rate. The full curves for five objective functions are shown in Figure 2.

As shown in Figure 2, for any objective function, success rates increase with
longer time limits before flattening out after 60 seconds. The Feasibility case
performs best when time limits are very short. Once the time limit exceeds 30
seconds, both the MinSum and MaxSum approaches outperform the others. Min-
Sum and MaxSum achieve nearly identical success rates at T = 60 seconds. When
the time limit is extended, MinSum is slightly better than MaxSum. Accordingly,
we adopted MinSum as the default objective function and a 60-second time limit
(T = 60s) in subsequent experiments.

5.2 Impact of Private Key Feature on Recovery Success Rate

Under identical attack conditions, the MILP solver yielded varying recovery
success rates for different private keys of Dilithium. To this end, we conducted
experiments to explore which properties of private keys make them more sus-
ceptible to recovery.

(a) Success rate vs. abs2 for L2.

(b) abs2 for L2 with Feasibility. (c) abs4 for L3 with MinSum.

8 Each Dilithium-L2 key contains ℓ = 4 components.
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Setting the number of faults M = 193, we sample 100 independent private
keys and evaluate each key under the same attack conditions (Gurobi, MinSum
objective, 60s time limit). For each private key, we repeat the attack 50 times,
and report the corresponding success rate. From these tests, we observe that
the success rate correlates with the number of coefficients in the component
whose absolute value is 2. For ease of description, we define this number as
abs2 := #{i : |si| = 2}. Figure 3a presents the relationship and distribution
diagram between the key-recovery success rate and abs2 for the private key
feature corresponding to each component of Dilithium-L2.

In Figure 3a, the heatmap encodes the number of components that achieve a
particular success rate (with step size 0.02, based on 50 repeated trials) for the
fixed setting M = 193 and a 60 s time limit. Curves overlaid on the heatmap
indicate the mean and the 25/75 percentiles for each abs2 value. The bottom
bar chart shows the distribution of sampled components across different abs2
values. The right axis (n ∈ [0, 22]) indicates the number of components with the
same abs2 value.

Over the full range, the mean success rate increases sharply from low values
at abs2 ≈ 84 to near-perfect recovery for abs2 ≳ 110. Most components fall in the
range abs2 ∈ [92, 112], where the success rate steadily climbs and approaches 1
when abs2 gets to 112. The heatmap and interquartile range in this range further
indicate that this trend is not driven by a few outliers, but persists across many
components.

The trend curve of success rate in Figure 3a-3c follows Remark 2. As abs2 or
abs4 (L3) increases, the conditional variance Var(Y | s) grows, which reduces the
single-row collision probability and makes the system more constrained. Conse-
quently, components with larger abs2 are easier for the MILP solver to recover.

5.3 Impact of the Number of Faults on Key Recovery Success

To further explore factors affecting the key-recovery success rate, we conducted
experiments on the impact of the number of faults on the success rate. To obtain
a more universal conclusion, we select private keys with different abs2 values
during the experiments.

We focus on abs2 ∈ [92, 112] because the distribution observed in Section 5.2
is most concentrated in this interval. For each abs2 ∈ {92, 97, 102, 107, 112}, we
randomly sample 80 components with the prescribed abs2 value. For every sam-
pled component, we run the online phase and keep collecting faulty signatures
until we obtain exactly M usable equations. We then solve s1 with an MILP
solver under the following conditions (Gurobi, MinSum objective, 60s time limit
from Section 5.1).

Figure 4 plots the success rate as a function of M ∈ {183, 185, ..., 191, 193},
with one curve for each abs2. The curve in Figure 4 shows that with abs2 fixed,
the success rate increases as the number of faults increases. In parallel, with the
number of faults fixed, the success rate increases as abs2 increases. Specifically,
at abs2 = 92, the success rate rises from 0% (at M = 183) to 62.5% (M = 193).
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Fig. 4: Success rate vs. the number of faults M

Meanwhile, at M = 193, it increases from 62.5% (abs2 = 92) to 97.5% (abs2 =
112).

Overall, these measurements validate two key observations: (1) increasing the
number of faults improves recovery performance, and (2) secret components with
larger abs2 are easier for the MILP solver to recover under the same conditions.
This is consistent with the analysis in Section 3.3 that larger M makes the system
more constrained, while components with larger abs2 tend to produce equations
that are easier for the MILP solver to resolve.

5.4 Effectiveness of the Improved Attack Model

We then evaluate the effectiveness of our improved attack model and MILP based
recovery strategy. We use the correction fault attack of Krahmer et al. [15] as
a baseline for comparison9. We keep the attacker capability10 unchanged, using
the same fault primitive as in the baseline, and vary only the recovery strategy
and the handling of extracted constraints. We consider two attack scenarios.
In the plain setting without countermeasures, each extracted equation can be
attributed to its fault location. In the shuffling setting, shuffling hides the fault
location, so extracted equations cannot be directly localized.

Adaptive MILP Attack in the Plain Skipping-Fault Setting. To get a
fair comparison, we evaluate our plain adaptive attack under two complementary
experimental conditions, namely, the improved plain attack I with low time
9 We reproduced the experiments of [15] on our machine.

10 Every fault injection is effective.
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Table 3: Effectiveness of the improved attack model. Average end-to-end
time and average number of injected faults for plain and shuffling settings. Plain
results are averaged over 200 trials and shuffling results over 10 trials.
Attack model avg. time avg. # of faults Ref

Dilithium-L2

Plain attack 1.5 sec 1024 [15]
Shuffling adapted attack 17 min 1157 [15]
Improved plain attack I 3.3 sec 805 This work
Improved plain attack II 8.7 min 759 This work
Improved shuffling adapted attack 19 min 861 This work

Dilithium-L3

Plain attack 4.7 sec 1280 [15]
Shuffling adapted attack 1 h 16 min 1374 [15]
Improved plain attack I 8.6 sec 1113 This work
Improved plain attack II 16.2 min 1073 This work
Improved shuffling adapted attack 1 h 27 min 1189 This work

Dilithium-L5

Plain attack 8.3 sec 1792 [15]
Shuffling adapted attack 2 h 27 min 2075 [15]
Improved plain attack I 9.2 sec 1412 This work
Improved plain attack II 14.1 min 1334 This work
Improved shuffling adapted attack 2 h 14 min 1529 This work

complexity and the attack II with a small number of faults in Table 3. First, in
attack I we use a short solver time limit T = 1 s and set Mtry = (200, 220, 200)
at (L2,L3,L5), for which recovery is almost always achieved in a single solver
call. We run 200 independent trials with fresh private keys, and whenever an
MILP attempt fails we collect four additional usable equations and retry. Under
this setting, our average time is comparable to [15] while the average number of
faults is reduced by (L2,L3,L5) = (21.4%, 13.0%, 21.2%).

Second, in attack II we use the default solver configuration from Section 5.1
with T = 60 s and start from a smaller budget Mtry = (184, 204, 184) at
(L2,L3,L5), motivated by the observation that components with larger abs2
already exhibit at least 60% recovery in Section 5.3. We apply the same retry
rule by adding four equations after each failed attempt. This setting further re-
duces the required faults by (L2,L3,L5) = (25.9%, 16.2%, 25.6%), at the cost of
increased runtime due to potentially multiple solver invocations per component.
Adaptive MILP Attack under Shuffling. We next evaluate the effectiveness
under the shuffling countermeasure. Following Algorithm 4 in Section 4.3 and
using the setting from attack II above, we run the same adaptive recovery pro-
cedure. Whenever an MILP attempt fails, we collect four additional usable equa-
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tions and retry. Overall, this strategy reduces the required number of injected
faults in Table 3, with fault reductions of (L2,L3,L5) = (25.6%, 13.5%, 26.3%).

The shuffling results are averaged over 10 trials, while the results for the
plain setting are averaged over 200 trials. This difference is mainly due to the
significantly higher computational cost of each shuffling trial. Under shuffling, the
fault location is unknown, and extracting a usable equation requires searching
over all ℓ×N possible coefficient positions for each faulty signature. In contrast,
the target position is known in the plain setting and only a single position needs
to be tested. As shown in Table 3, a shuffling trial therefore requires substantially
more computation than a plain trial. Krahmer et al. [15] also evaluated their
shuffling setting over 10 trials, where the reported shuffling experiments similarly
involve substantially higher computational costs due to the additional search over
unknown fault locations.

6 Discussion

As the number of faults increases, the success rate of key recovery also increases.
This consistency is demonstrated both theoretically and experimentally. Equa-
tion 2 in Section 3.3 can be derived to show that a larger number of faults M leads
to a higher probability of obtaining a unique key solution through solving the
system of linear equations. Simultaneously, Section 5.3 provides experimental
results illustrating the trend of success rate growth with increasing the number
of faults. The experimental results show that under the condition abs2 = 112,
the success rate increases from 57.5% at 183 faults to 97.5% at 193 faults.

When the key recovery success rate is relatively high, there exists a certain
gap between the theoretical and experimental values for the minimum number
of faults Mmin. Taking Dilithium-L2 as an example, in Table 2 of Section 3.4,
where the key recovery success rate approaches 100%, the given theoretical min-
imum for Dilithium-L2 is Mmin = 122. Whereas, the test results presented in
Section 5.3 show that under the condition abs2 = 112, with M = 193, the key
recovery success rate is 97.5%. This discrepancy is expected, as the theoretical
analysis is based on an idealized model and does not account for several practi-
cal factors arising in real attacks. We will next discuss which factors affect the
experimental results in real-world key recovery attacks.

The efficiency of generic MILP solving. The experimental recovery
rate is further limited by the efficiency of generic MILP solving. Even when
the bounded solution is unique, MILP solvers rely on a branch-and-bound style
search whose runtime varies significantly across instances and depends on avail-
able computational resources. In particular, limited memory or a small number
of cores can prevent the solver from exploring enough branches within the given
time, so timeouts or solver failure may occur despite uniqueness.

The limited time for solving. Our experiments are designed to collect
large-scale statistics, so we impose relatively short per-instance solver time limits
and sample private keys uniformly at random. In Section 5.1, when fixing M =
193 and using the time limit T = 1 second, the MILP solver often cannot explore
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enough search nodes. The success rate increases steadily as the running time
grows and tends to flatten out around T ≈ 60 seconds.

The private key feature. The recovery performance exhibits a clear key-
dependent trend reflected in the private key feature abs2, defined as the number
of coefficients satisfying |si| = 2. As shown in Figure 3a in Section 5.2, with
the attack parameters fixed (including M = 193 and a 60-second time limit),
the success rate correlates strongly with abs2, and components with larger abs2
approach near-perfect recovery.

Furthermore, to illustrate the impact of time and private key feature on suc-
cess rate, we ran an additional targeted experiment at Dilithium-L2. In contrast
to the short per-instance solution time, we fix M = 164 and allow a much larger
solver time limit of T = 60 minutes per instance for 30 trials, which leads to fewer
timeouts and thus higher success rates. At the same time, to examine the effect
of the private key distribution, we select secret components with abs2 = 140
(which occur on average once every 4 × 105 private keys), thereby focusing on
high-abs2 instances. Under these conditions, the recovery succeeds in 36.7% of
the trials, indicating that the private key can be recovered with a smaller number
of faults within a practical time budget, especially for high-abs2 instances.

Remarks on additional countermeasures. Our work focuses on shuffling
because it directly hides the fault location used in the plain attack. Sign-then-
verify and double computation [15] protect the implementation in a different way
by preventing faulty signatures from being released. Sign-then-verify runs veri-
fication inside the signing device and does not return a signature that fails the
internal verification. The attacker therefore cannot obtain the faulty signature
required by EqFromSig and cannot use public verification as a correction ora-
cle. Double computation performs the signing computation twice and compares
the results before releasing the signature. A successful attack would therefore
require compatible faults in both executions, typically at the same coefficient
position. This requirement is more difficult to satisfy than the single skipping
fault considered in the plain setting. We do not evaluate our attack under these
countermeasures and leave their quantitative analysis for future work.

7 Conclusion

In this work, we study skipping fault correction attacks against randomized
Dilithium by modeling the offline recovery problem as a bounded integer equa-
tion system. We show that collecting a full-rank system of equations is not
required for key recovery. By exploiting the bounded small-integer structure of
the secret coefficients, we derive sufficient conditions under which an underdeter-
mined system admits a unique bounded solution with high probability, yielding
explicit fault thresholds for all Dilithium parameter sets. Based on this analysis,
we propose adaptive MILP-based correction attacks for both the plain and the
shuffling settings, which contain online fault injection and offline key recovery
phases. Experimental results show a reduction in the number of required fault in-
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jections compared to prior work, while remaining consistent with the theoretical
analysis.

Our analysis and experiments reveal a dependence on a concrete feature
of the secret key instance. In particular, secret components with higher abs2
values are observed to be easier to recover under identical attack conditions.
This observation suggests that, from an implementation perspective, private keys
with unusually large abs2 values could be avoided during key generation.

Finally, there remains a gap between the sufficient minimum number of faults
derived in theory and the number of faults observed in practice. Despite the
various factors discussed in Section 6, future work will explore more effective
methods to further reduce the number of required fault injections and improve
fault efficiency.
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