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Abstract. Multivariate cryptography is one of the challenging candi-
dates for post-quantum cryptography. There exists a huge variety of
proposals, most of them have been broken substantially. Multivariate
schemes are usually constructed by applying two secret affine invert-
ible transformations S, T to a set of multivariate polynomials F (often
quadratic). The secret polynomials F possess a trapdoor that allows
the legitimate user to find a solution of the corresponding system, while
the public polynomials G = S ◦ F ◦ T look like random polynomials.
In [Calderini, M., Caminata, A., Villa, I. A New Multivariate Primitive
from CCZ Equivalence. J. Cryptol. 38, 25 (2025)], the authors presented
a promising new way of constructing a multivariate scheme by consider-
ing the CCZ equivalence, which has been introduced and studied in the
context of vectorial Boolean functions. The resulting proposal is called
Pesto.
We present an attack against Pesto by constructing an equivalent secret
key from the public key. We provide a reference implementation of our
attack, which allows to break all the instances of the Pesto signature
scheme proposed by the designers in practical time.

Keywords: Multivariate Cryptography · Oil-and-Vinegar Polynomials
· CCZ Equivalence · Pesto

1 Introduction

Public-key cryptography has played a vital role in securing services on the in-
ternet that we take for granted today. The security of schemes based on integer
factorization and the discrete logarithm problem (DLP) is now well understood,
and the related encryption algorithms have served us well over several decades. In
[29], Shor showed that quantum computers can solve both integer factorization
and DLP in polynomial time. While large-scale quantum computers that break
the actual implementations of secure internet communication are not available
yet, progress is being made in constructing them. This has led the commu-
nity for cryptographic research to look for new public-key primitives that are
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based on mathematical problems believed to be hard even for quantum com-
puters, so-called post-quantum cryptography. In 2016, the National Institute of
Standards and Technology (NIST) launched a project aimed at standardizing
post-quantum public-key primitives [22]. A call for proposals was made, many
candidate schemes were proposed, some winners identified and finally standard-
ized. The candidates are based on a variety of problems, including the shortest
vector problem for lattices, the problem of decoding a random linear code, or
the problem of solving a system of multivariate quadratic equations over a finite
field (the MQ problem).

The basic idea for multivariate schemes based on the MQ problem is to
construct them around an easy to invert central mapping

F = (f1(x1, . . . , xn), . . . , fm(x1, . . . , xn)),

where fi(x1, . . . , xn) denote multivariate quadratic polynomials in Fq[x1, . . . , xn]
and Fq a finite field of q elements. The mapping F is masked with secret and
randomly chosen affine bijective mappings S : Fm

q → Fm
q and T : Fn

q → Fn
q . The

public key is G = S◦F◦T and assumed to be hard to invert and thus in particular
assumed to be a hard instance of the MQ problem. The first encryption scheme
based on the MQ problem, named C∗, was proposed in [20] and was broken by
Patarin in [26]. Since then, several multivariate encryption and signature schemes
have been proposed, for instance [8,18,14,9,30]. The papers [11,24,2,23,21] all
present attacks on MQ-based schemes, and as of now we are only aware of
a few (e.g. [31,3]) that remain unbroken. Hence, designing secure multivariate
cryptosystems is intriguing and of high interest.

In [5] this problem is addressed and a new kind of central mapping is de-
ployed, which can be used to construct both encryption and signature schemes.
The novel feature of the central mapping is that it is based on CCZ equivalence,
which has been studied in the context of vectorial Boolean functions [7]. This
central mapping is of degree 4 and not 2, where the latter is the standard case
for multivariate cryptography. Their concrete construction is called Pesto.

Recently, it was shown in [6] that the multivariate system of degree 4 in Pesto
can be reduced to a quadratic system, where the reduction has complexity of
O(mn6) if m ≤ n. This analysis suggested that the degree-4 system obtained via
the CCZ equivalence is not more secure than a quadratic multivariate scheme.
Although the authors of [6] acknowledged that the quadratic system obtained
after the reduction "can be solved by using general quadratic solving methods
or any OV solving methods, if it has the structure of an Oil and Vinegar (OV)
scheme", they did not outline an actual attack on the system. However, it seems
reasonable that the remaining system is efficiently solvable.

In this work, we are tackling the decomposition problem to recover an equiv-
alent secret key that allows to decrypt or sign any message with the same com-
plexity as for the owner of the corresponding legitimate key. The decomposition
problem aims to find S ′,F ′, T ′ such that G = S ′◦F ′◦T ′ and the complexity to in-
vert F ′ is of the same magnitude as inverting F . Since F ′ = S ′−1◦S◦F◦T ◦T ′−1,
the keys (S, T ,F) and (S ′, T ′,F ′) are called equivalent.
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Our Contribution

We present an attack against Pesto with security parameters n,m, s, t, q by
constructing an equivalent secret key, with a complexity of

max

{
O
(
n6(m− t)

)
,O
(
(m− t)(n− t)2(n− t− s)qs

P(q, n− t− s)

)}
base field operations on average, where P(q, k) :=

∏k
i=1(1− 1/qi), and an online

complexity of

O(qs(m− t)(n− t− s) ·min(m− t, n− t− s) + qst(n− t)2 + qst3)

base field operations. Thereby t ≤ min(n,m) and 1 ≤ s ≤ n−t. The definition of
Pesto is recalled in Section 3. The concrete parameter proposals by the designers
for the signature scheme are given in Table 1. In opposite to the attack given in
[6], which only gives a reduction to an OV scheme, we present the first complete
attack, together with a proof-of-concept implementation, against all proposed
parameters.

Our attack makes use of the theory of quadratic forms, outlined in the next
section, tailored to the new central mapping used in Pesto. This theory has
already been used in other attacks against (UOV) multivariate cryptosystems
(see e.g. [28],[1] for examples). Moreover, we make use of the standard algebraic
approach of decomposing the composition h ◦ g of polynomial mappings if g is
known, by solving linear equations gained by comparison of coefficients with the
composition. The whole approach gives a new way of computing an equivalent
key for multivariate cryptosystems based on CCZ equivalence. Being able to
compute an equivalent key is considered a full break of the cryptosystem.

Table 1. Pesto parameters for the signature scheme proposed by the designers [5].
NIST I – V refers to the security levels for post-quantum signature schemes defined
by NIST within the Post-Quantum Cryptography Project. The column “security” gives
the equivalent security level for exhaustive key search on a block cipher.

security q n m t s public key size secret key size

NIST I 128 bit 26 27 25 10 2 357 MB 5.5 MB
NIST III 192 bit 26 40 38 14 2 2,453 MB 16.5 MB
NIST V 256 bit 26 57 55 20 2 13,725 MB 43.8 MB

In all the proposed instances, s is equal to 2, so the exponential factor of qs
in the formulas for the attack complexity is not problematic.

Further, note that we have the approximation

P(q, k) ≈ exp

(
1

1− q

)
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by writing ln (P(q, k)) =
∑k

i=1 ln(1− 1/qi) ≈
∑k

i=1 −(1/q)i and using the limit

of the geometric series as well as the approximation ln(1−
(

1
q

)i
) ≈ −

(
1
q

)i
since(

1
q

)i
is small enough (see [12, pp. 99–100]). Hence, the term P(q, n − t − s) is

close to 1 for the instances of Pesto we are investigating. For example, for the
parameter set corresponding to the NIST I instance, we get P(q, 15) ≈ 0.9841
and exp(1/(1− q)) ≈ 0.98425.

We practically verified and executed the attack on the parameter sets pro-
posed by the designers using a reference implementation in Magma [4] (version
V2.29-6). The execution times are given in Table 2. The code is available at
https://doi.org/10.5281/zenodo.21642070.

Table 2. The execution times of our attack using a machine with 40 x Intel(R) Xeon(R)
Silver 4114 CPU @ 2.20GHz (2 sockets) and 300 GB RAM, 20 threads.

compressed version (w.o. Step 1) full version (with Step 1) decrypting

NIST I ≈ 3 min ≈ 3.5 min < 1 min
NIST III ≈ 35 min ≈ 40 min ≈ 2 min
NIST V ≈ 8 hrs ≈ 11 hrs ≈ 30 min

Organization

In Section 2 we introduce the notation used, recall some facts from the theory
of quadratic forms and develop the theory for our attack. In Section 3 we give a
description of Pesto. We outline our attack in Section 4.

2 Preliminaries

We assume that the reader is familiar with basic facts on finite fields. For more
details, [17] is a suitable reference. Throughout this work, let n and m be positive
integers. The finite field with q elements, q a prime power is denoted by Fq.
With Fn

q we denote the vector space of dimension n over Fq and with | · | the
cardinality of a set. If not stated otherwise an element of Fn

q is a column vector.
The canonical unit basis of Fn

q is denoted with

e1 = (1, 0, . . . , 0)T , . . . , en = (0, . . . , 0, 1)T ,

for T denoting the transpose. The subspace generated by elements v1, . . . , vl ∈ Fn
q

is denoted by < v1, . . . , vl >. Note that these vectors do not need to be linearly
independent. The multivariate polynomial ring in n unknowns over Fq is denoted
by Fq[x1, . . . , xn]. By M(n×m,Fq), we denote the set of n×m matrices and by
Id the identity matrix in case of n = m.
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The following well known lemma states the probability that m uniformly
chosen vectors in Fn

q are linearly independent. For the proof, see, e.g., [13, Thm.
7.1.5] for the number of n×m matrices with entries in Fq of fixed rank k. The
probability is obtained by dividing by qmn, i.e., the the size of M(n×m,Fq).

Lemma 1. For m ≤ n, the probability that a uniformly chosen matrix in M(n×
m,Fq) has full rank is

m−1∏
i=0

(1− q−(n−i)).

For two sets X,Y , the relation X ⊂ Y also includes equality. With a ≪ b for
a, b ∈ R we denote that a is much smaller than b, where it will be always clear
from that context what being "much smaller" means.

Let F be a function F : Fn
q → Fm

q . Notice that F can be represented as
F = (f1, . . . , fm) with fi : Fn

q → Fq, 1 ≤ i ≤ m. We call fi the i-th coordinate
of F and denote it also by Fi. To represent F we can extend the so-called
algebraic normal form (ANF) as follows: Any function f : Fn

q → Fq has a unique
representation of the form

f(x) =
∑
u∈Nn

aux
u1
1 · · ·xun

n mod (xq
1 − x1, . . . , x

q
n − xn)

with au ∈ Fq. The unique polynomial representation of f with all u1, . . . , un less
than q is called the algebraic normal form (ANF). This can be extended to an
ANF for F : Fn

q → Fm
q by setting F (x) =

∑
u∈Nn aux

u1
1 · · ·xun

n with au ∈ Fm
q

and all u1, . . . , un less than q. The monomial xu1
1 · · ·xun

n belongs to a term of F
if and only if au ̸= 0. If F is non-zero, the degree of F is defined as

deg(F ) = max{
n∑

i=1

ui | u ∈ {0, . . . , q − 1}n, au ̸= 0}.

If F = 0, we define deg(F ) = −∞. We call F affine if deg(F ) ≤ 1, linear if
additionally F (0) = 0, and quadratic if deg(F ) = 2. If all terms have the same
degree then F is called homogeneous. If a function S is linear or affine it can be
written as S(x) = Ax or S(x) = Ax + d respectively, where A ∈ M(n ×m,Fq)
and d ∈ Fm

q .
To keep the article self contained, we will now give some well-known results

about quadratic forms necessary for our attacks. For readers who are interested
in gaining more knowledge about the theory of quadratic forms we refer to [16]
and [17].

Definition 2.1 A function q : Fn
q → Fq is called a quadratic form if

1. q(ax) = a2q(x) holds for any scalar a ∈ Fq, and
2. the function

Bq : Fn
q × Fn

q → Fq

(x, y) 7→ q(x+ y)− q(x)− q(y)

is a symmetric bilinear form.
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Remark 2.1 The ANF of a quadratic form q ̸= 0 is a homogeneous quadratic
polynomial. In case of Fq = F2 we have, by abuse of notation, to set xi = x2

i in
q for the above statement to become true.

Definition 2.2 Given a quadratic form q : Fn
q → Fq.

1. Two vectors x, y ∈ Fn
q are called orthogonal if Bq(x, y) = 0.

2. For X ⊂ Fn
q , we set X⊥ := {y ∈ Fn

q | Bq(x, y) = 0 for all x ∈ X} and X⊥

is called the orthogonal complement of X in Fn
q .

3. If q is even we always have Bq(x, x) = 0. Such a form is called skew-
symmetric.

4. The radical of Bq is defined as rad(Bq) := Fn
q
⊥.

5. The rank of Bq is defined as rank(Bq) := n− dim(rad(Bq)). The rank of q
is defined as rank(q) := rank(Bq)

6. q is called isotropic if there exists a non-zero vector v ∈ Fn
q with q(v) = 0.

Such v is called an isotropic vector.

Remark 2.2 We have q(x+ y) = q(x) + q(y) for all x ∈ Fn
q and y ∈ rad(Bq).

In particular, q is a linear form when restricted to rad(Bq). The radical will play
a crucial role in our attack.

Two quadratic forms q, q′ over Fn
q are called isometric if there exists a bijec-

tive linear mapping L with q(x) = q′(L(x)). In the same vein isometry between
symmetric bilinear forms is defined. Isometry yields an equivalence relation for
quadratic forms and its associated bilinear forms. We have the following obvious
lemma.

Lemma 2.3 Given two isometric quadratic forms q and q′ with q = q′(L(x)),
we have rad(Bq′) = L(rad(Bq)).

The following corollary will be crucial for our attack.

Corollary 2.4 Let q′1, . . . , q′l be quadratic forms over Fn
q , where each form has

at most r indeterminates x1, . . . , xr. For a bijective linear mapping L, consider
the isometric forms

q1(x) = q′1(L(x)), . . . , ql(x) = q′l(L(x)).

Let α1, . . . , αl ∈ Fq. Then,

1. rad(Bqi) ⊃ L−1 (< er+1, . . . , en >) for i = 1, . . . , l.
2. ∩l

i=1rad(Bqi
) ⊂ rad(Bα1q1+···+αlql

).
3. L−1 (< er+1, . . . , en >) ⊂ rad(Bα1q1+···+αlql

).
4. rank(Bα1q1+···+αlql

) ≤ r.

Proof. The first statement is a direct consequence of Lemma 2.3 and the second
statement follows from the definition of the radical. The last two statements
follow easily from the first two. ⊓⊔
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If q is odd, then for any quadratic form q there exists a unique symmetric
matrix A ∈ M(n × n,Fq) such that q(x) = x⊤Ax. More precisely, for q(x) =∑

i,j αijxixj , the entries aij of A are defined by aij = aji =
αij+αji

2 , i ̸= j, and
aii = αii. We have Bq(x, y) = 2 · xTAy and thus rank(Bq) = rank(A).

For q even, the situation is different because any symmetric matrix A yields
xTAx =

∑
i ai,ix

2
i . Hence, it is not possible to represent q(x) =

∑
i,j αijxixj as

xTAx for a symmetric representative matrix A in general. Still, Bq(x, y) allows
such a representation similarly to the case of odd q. More precisely, there exists
a unique matrix C defined by C = A + A⊤ for any A that represents q. For
instance, A could be chosen to be an upper triangular matrix U starting with
α1,1, α1,2, . . . in the first row, 0, α2,2, . . . in the second row and so forth, but also
as the lower triangular matrix A = UT . Importantly, such C does not depend
on the choice of the representing matrix A. We then have Bq(x, y) = xTCy so
that rank(Bq) = rank(C).

We get the following as a consequence.

Theorem 2.5 Let q be a quadratic form over Fn
q chosen uniformly at random.

The probability that q has rank n is bounded from below by

P(q, n) =

n∏
i=1

(1− 1/qi),

unless q is even and n is odd.
If q is even and n is odd, rank(q) is always even and the probability that q

has rank n− 1 is at least
∏n

i=2(1− 1/qi).

Proof. For a quadratic form q over Fn
q chosen uniformly at random, rank(Bq)

is distributed as the rank of a uniformly at random chosen symmetric matrix in
M(n×n,Fq), with zero diagonal in case of q even. The number of such matrices
is known [19, Thm. 2 and Thm. 3]. More precisely, let 0 ≤ k ≤ n and denote the
number of symmetric matrices in M(n× n,Fq) of rank k by N(n, k). We have

N(n, k) =

⌊ k
2 ⌋∏

i=1

q2i

q2i − 1
·
k−1∏
i=0

(qn−i − 1).

For q even, let N0(n, k) denote the number of symmetric matrices in M(n×n,Fq)
with zero diagonal. Then,

N0(n, 2s) = q−2sN(n, 2s), N0(n, 2s+ 1) = 0.

In particular, if q is even, the rank of a quadratic form is always even.
The total number of symmetric matrices in M(n× n,Fq), and of those with

zero diagonal, is given by

T (n) = q
n2+n

2 =

n−1∏
i=0

qn−i and T0(n) = q
n2−n

2 =

n−1∏
i=1

qn−i,
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respectively.
The probabilities are then obtained by taking the ratio N(n, n)/T (n) in case

of q odd, N0(n, n)/T0(n) in case of q even and n even, and N0(n, n − 1)/T0(n)
in case of q even and n odd. We obtain the stated lower bounds by bounding∏⌊k/2⌋

i=1
q2i

q2i−1 from below by 1. ⊓⊔

Remark 2.3 In our attack, we will assume that the rank of a uniformly chosen
quadratic form over Fn

q is n, resp., n− 1 in case of both q even and n odd, with
high probability. Indeed, Theorem 2.5 yields that these probabilities are at least
the probability that an element in M(n × n,Fq) is invertible, which is equal to
P(q, n).

We are now interested in a polynomial with a special shape.

Definition 2.6 Let V = {x1, . . . , xv} and O = {xv+1, . . . , xn}. A polynomial
POV of the shape

∑
1≤i,j≤v

αijxixj +
∑

1≤i≤v
v+1≤j≤n

βijxixj +

n∑
j=1

γjxj + δ,

αij , βij , γj , δ ∈ Fq, is called an Oil and Vinegar (OV) polynomial or polynomial
in OV form.

V is called the set of vinegar variables and O the set of oil variables. If
|V | > |O|, the OV polynomial is also referred to as an unbalanced OV (UOV)
polynomial.

Remark 2.4 When fixing the vinegar variables, an OV polynomial is affine
in the oil variables. Therefore, if |V | is small enough, we can find the zeros
efficiently by first guessing the vinegar variables and then applying Gaussian
elimination.

Given an OV polynomial POV as in Definition 2.6. We refer to the subspace

{0} × · · · × {0}︸ ︷︷ ︸
×v

×Fq × · · · × Fq︸ ︷︷ ︸
×n−v

as the oil space. Note that the oil space is a subspace of the variety of POV −
POV (0, 0, . . . , 0, xv+1, . . . , xn). In the same vein,

Fq × · · · × Fq︸ ︷︷ ︸
×v

×{0} × · · · × {0}︸ ︷︷ ︸
×n−v

is referred to as the vinegar space. In case of multivariate cryptosystems build
on OV polynomials, the central map is an OV polynomial where the affine part
is zero. For more details on OV polynomials and early approaches to build cryp-
tosystems with them, see e.g., [25],[14],[15].
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The next lemma, which gives some standard results in OV/UOV cryptanaly-
sis (see e.g. [28]), and the subsequent theorem, which deals with a special case of
OV polynomials, will be of importance in Subsection 4.3. Note that the subspace
of isotropic vectors I0 together with 0 in Lemma 2.7 is what is referred to as an
oil space in the remark above.

Lemma 2.7 Let L be a bijective linear mapping on Fn
q and qν : Fn

q → Fq be
uniformly chosen quadratic forms in OV form∑

1≤i≤j≤v

α
(ν)
ij xixj +

∑
1≤i≤v

v+1≤j≤n

β
(ν)
ij xixj =

∑
1≤i≤j≤v

α
(ν)
ij xixj +

∑
1≤i≤v

xiℓ
(ν)
i (xv+1, . . . , xn), (1)

where 1 ≤ ν ≤ m. Further, we are given the corresponding isometric forms
q′ν(x) := qν(L(x)). We have:

1. I0 := {0} × · · · × {0}︸ ︷︷ ︸
×v

×Fq × · · · × Fq︸ ︷︷ ︸
×n−v

⊂ Iqν for 1 ≤ ν ≤ m, where Iqν de-

notes the union of {0} and the set of isotropic vectors of qν .
2. If n− v ≤ m, then for u ∈ Fv

q \ {0} the number of isotropic vectors (u,w) ∈
∩m
ν=1Iqν

is less than one with high probability. More precisely, this probability
is at least

∏n−v−1
i=0 (1− q−(m−i)).

3. Let B = {b1, . . . , bn−v} be a linear independent subset contained in L−1 (I0)
and u1, . . . , uv an extension of B to a basis of Fn

q . Then for the linear mapping
L′ defined by the matrix (u1, . . . , uv, b1, . . . , bn−v), the composition L◦L′ has
the representation matrix (

A 0
B C

)
with respect to the canonical basis. Thereby,

A ∈ M(v × v,Fq), B ∈ M((n− v)× v,Fq), C ∈ M((n− v)× (n− v),Fq).

4. The forms q′ν(L
′(x)) contain no quadratic monomials of the form xixj with

xi, xj ∈ O.

Proof. The first statement is obvious due to the special shape of each qν . The
second statement can be seen as follows: Fixing the first v variables conforming
to u in each qν yields m uniformly random linear equations in the remaining
n − v variables, which readily becomes apparent from Expression 1 and the
choice of qν . As u ̸= 0, the system has rank n− v and thus at most one solution
if the row space spanned by ℓ

(ν)
i contains a basis of Fn−v

q . By Lemma 1 this
probability is at least

∏n−v−1
i=0 (1 − q−(m−i)). Hence, the amount of isotropic

vectors (u,w) ∈ ∩m
ν=1Iqν

for fixed non-zero u is at most one with high probability
as the above product becomes close to 1 very quickly.

Since L maps B into I0, the third statement follows immediately. The fourth
statement follows from the shape of the representation matrix of L ◦ L′. ⊓⊔
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Remark 2.5 Note that we expect |∩m
ν=1 (Iqν

\ I0)| ≤ qv−1 with high probability
by 1 and 2.

The next theorem, which will be of importance in Section 4.3, shows a naive
algorithm to compute L′. Observe that many attacks on UOV apply here. Given
our parameters, the naive attack presented in Theorem 2.8 seems optimal to
compute L′ (see also Remark 2.6).

Theorem 2.8 Given qν(L(x)), 1 ≤ ν ≤ m as in Lemma 2.7 with n − v ≤ m.
If
(

qv−1
qn

)(
(n−v)qv

P(q,n−v)

)
≪ 1, then L′ as in Lemma 2.7 can be computed with

O
(

m(n−v)qv

P(q,n−v)

)
quadratic form evaluations.

Proof. To compute L′ one chooses b uniformly at random from Fn
q and checks

whether qν(L(b)) = 0 for all 1 ≤ ν ≤ m. Repeating this approximately (n −
v)qv · P(q, n − v)−1 times yields n − v linearly independent isotropic vectors
b1, . . . , bn−v contained in L−1(I0) on average, as long as

((qv − 1)/qn)
(
(n− v)qvP(q, n− v)−1

)
≪ 1.

This can be seen as follows. The probability that {b1, . . . , bn−v} ⊂ L−1(I0) is
linear independent is equivalent to randomly choosing a basis in Fn−v

q due to
the shape of I0. The latter is equivalent to randomly choosing an invertible
(n − v) × (n − v)-matrix over Fq; the probability for this is P(q, n − v) = (1 −
1
q )(1 −

1
q2 ) · · · (1 −

1
qn−v ). It could have happened that some b was chosen from

L−1(Iqν
\I0) for 1 ≤ ν ≤ n−v. Such an isotropic vector is chosen with probability

at most qv−1
qn by Remark 2.5. Since by assumption

((qv − 1)/qn)
(
(n− v)qvP(q, n− v)−1

)
≪ 1,

this is not expected to happen at all on average.
Thus, after (n−v)qvP(q, n−v)−1 trials, B and finally L′ is found on average.

Since the check if b ∈ L−1(I0) is carried out by checking that b is isotropic for
all m forms, we get the desired number of evaluations and the theorem follows.
Note that the cost for checking the linear independence of the found isotropic
vectors is dominated by the quadratic form evaluations; each of them being in
O(n2). ⊓⊔

Remark 2.6 More sophisticated approaches like the reconciliation attack (see
[10] or [1] for a brief description) are not more efficient. The main reason is
that, in our case, v and thus the resulting system of quadratic equations is so
small for practical instances of Pesto that these are most efficiently solved by
exhaustive search. Hence, the main complexity is in finding proper positions for
the constraints, which is as complex as in our approach, and there is no gain
in making use of Gröbner basis algorithms to solve the resulting restricted sys-
tem of quadratic equations. Moreover, the check for orthogonality, which usually
additionally speeds up the attack, makes it even slower as our approach.
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For estimating the complexity of our attack, similarly as in [5], we use that
solving a linear system of m equations in n unknowns can be performed in
O(mnmin(m,n)) base field operations.
In the subsequent sections, by abuse of notation, q will sometimes denote a
quadratic map and not a quadratic form (i.e., q could contain affine terms). The
meaning will always be clear from the context.

3 A Description of Pesto

In this section we describe the design of Pesto. The approach makes use of
CCZ equivalence. As this fact is neither of importance for our attack nor for
understanding Pesto we refer for the details to [5]. We mainly follow the notation
from the designers’ work.

We now fix positive integers n,m, t, s with t ≤ min(n,m) and s ≤ n− t. We
work with polynomials in n indeterminates x1, . . . , xt, y1, . . . , yn−t. The central
map is based on the following maps:

– For a randomly chosen quadratic map q : Fn−t
q → Ft

q, set

x− q(y) := (x1 − q1(y), . . . , xt − qt(y)).

Note that using − instead of + is due to the notation in [5]. We stress that,
compared to a quadratic form, the ANF of the quadratic map q could now
consist of linear or constant terms.

– U : Fn
q → Fm−t

q is a mapping in which the m − t coordinates consist of
randomly chosen OV polynomials conforming Definition 2.6, where from
now on V = {x1, . . . , xt, y1, . . . , ys} and O = {ys+1, . . . , yn−t}.

Let

– A1 : Fm
q → Fm

q , x 7→ S(x) + c, S ∈ M(m × m,Fq), c ∈ Fm
q be a randomly

chosen affine bijection.
– A2 : Fn

q → Fn
q , x 7→ T (x)+d, T ∈ M(n×n,Fq), d ∈ Fn

q be a randomly chosen
affine bijection.

Set G := (x− q(y), U(x− q(y), y)). The map

Gpub := A1 ◦G ◦A2

is the public key, and the tuple (A1, A2, q, U) is the secret key.

Pesto Encryption Scheme Encryption.

1. The sender would like to encrypt the message m. To do so, some redundancy r
has to be added, such that the actual message to be encrypted is z = (m||r) ∈
Fn
q with || denoting the concatenation. The necessity for the redundancy r

will become clear during the decryption process. For more details on how to
choose the redundancy see, e.g., [27].
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2. The sender encrypts z by computing c = Gpub(z) ∈ Fm
q .

Decryption.

1. From c ∈ Fm
q compute c′ = A−1

1 (c).
2. For simplicity, set z′ = A2(z) where z is the sought for plaintext. So c′ =

G(z′). This c′ can be decomposed into c′ = (c′Q, c
′
U ) ∈ Ft

q × Fm−t
q . Similarly

z′ = (x′, y′) ∈ Ft
q × Fn−t

q . It holds

c′Q = x′ − q(y′)

c′U = U(x′ − q(y′), y′) = U(c′Q, y
′).

For fixed values y′1, . . . , y
′
s, the system of equations c′U = U(c′Q, y

′) becomes
linear in y′s+1, . . . , y

′
n−t as the coordinates of U are OV polynomials. By

exhaustive search over (possibly) all (y′1, . . . , y′s) ∈ Fs
q, a set of values Y ′ ⊂

Fn−t
q is computed by solving the resulting linear system of equations.

3. For all y ∈ Y ′, the corresponding value x′ is easily computed from x′ − q(y′)
and finally all possible plaintexts z = A−1

2 (z′) = A−1
2 ((x′, y′)). The correct

plaintext is identified by the redundancy r.

Pesto Signature Scheme This scheme can easily be turned into a signature
scheme. The hash value H(m) of the message m to be signed gets the role of c.
From this all solutions z with H(m) = Gpub(z) are computed and one is chosen.
Checking the signature is done by verifying that H(m) = Gpub(z).

To ensure that H(m) = Gpub(z) has a solution, one approach is for instance
to consider m′ = (m||r), where r is a random value. By this variation, the system
is expected to become solvable at some point.

Parameter Choices The designers of Pesto proposed three parameter sets for
the signature scheme, which we list in Table 1. Their security analysis advises
that in general s has to be chosen such that s > 0 and t ≈ n

3 . For more details
on that parameter choices see [5]. Note that the designers did not provide a
concrete proposal of parameters for the encryption scheme.

The designers also discussed a compressed variant of Pesto, where the linear
part of A1 is of the form (

A 0
B C

)
A ∈ M(t× t,Fq), B ∈ M((n− t)× t,Fq), C ∈ M((n− t)× (n− t),Fq). This leads
to a reduction in the key size by not changing the security (see Remark 5 in [5]).

4 The Attack

The attack exploits the fact that it is possible to transform Gpub into a set of
polynomials, which is equally easy to invert as the central map. To simplify the
notation, let (x, y) denote the vector of indeterminates (x1, . . . , xt, y1, . . . , yn−t)
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or an element of Fn
q . The meaning will always be clear from the context. Let

q′i(x, y) denote the i-th coordinate of (x− q(y)) ◦A2(x, y) and

Q′ :=< q′1(x, y), . . . , q
′
t(x, y) >

the subspace of Fq[x1, . . . , xn] considered as a vector space.
The general outline of the attack is as follows: If the public key is not com-

pressed, then at first a basis of Q′ is recovered. How to recover Q′ is also given
in [5] but to keep the paper self contained, we will show it here as well and
additionally give more rigorous arguments why this approach indeed recovers Q′

uniquely and does not give invalid solutions. This yields a transformation S′−1

applied to the public key. Note that S′−1 is the identity for compressed keys.
After that, the recovered basis of Q′ is transformed into polynomials of the

form li(x)− q′′i (y), where li corresponds to a linear and q′′i to a quadratic map-
ping, by making use of radicals of quadratic forms. This steps yields another
transformation T ′−1 applied to the whole key. Then the m− t degree-four poly-
nomials of this transformed key are decomposed into U ′(l(x)− q′′(y), y), where
we skip the indices here to ease notation. After this step, U ′ has not yet exactly
the shape of U , as the quadratic part purely in y has still more than s terms.
Recall that U : Fn

q → Fm−t
q is a mapping in which the m − t coordinates con-

sist of OV polynomials with V = {x1, . . . , xt, y1, . . . ys}. By applying another
transformation, one obtains l′i(x) − q′′′i (y), i.e., the desired U ′′, which is of the
shape of U . By composing of all these linear transformations together with U ′′

and l′i(x)− q′′′i (y), the attacker is equipped with an equivalent key which allows
to decrypt or sign any message with the same complexity as the owner of the
legitimate key.

4.1 Step 1: Recover the Space Q′

Let G′ := G◦A2 and g′i its coordinates. Similarly, let gpub,i denote the coordinates
of the public key. With this notation, Q′ =< g′1, . . . , g

′
t > . As mentioned above,

Step 1 can be omitted for the compressed version as in this case we have

Q′ =< gpub,1, . . . , gpub,t >

already. To recover Q′ we compute all linear combinations

m∑
i=1

αigpub,i =

m∑
i=1

αi (A1 ◦G′)i

such that the sum has degree at most 2. We use the following, assuming q > 4
to avoid exceptions when considering G ◦ A2 and counting monomials due to
xq
i = xi.

Assumption. The polynomials g′t+1, . . . , g
′
m can be considered as randomly cho-

sen polynomials of degree 4. Hence any linear combination has still degree 4 with
high probability.
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The second part of this assumption is justified by the following argument.
There are

K(n) :=

(
4 + n− 1

n− 1

)
+

(
3 + n− 1

n− 1

)
=

(
4 + n− 1

4

)
+

(
3 + n− 1

3

)
∈ O(n4)

monomials of degree 3 and 4 in n variables. We have
m∑
i=1

αi (A1 ◦G′)i =

m∑
i=1

α′
ig

′
i,

for properly chosen α′
i. Hence, the sum can only have a degree of at most 2 if

the terms of degree 3 and 4 in the partial sum
∑m

t+1 α
′
ig

′
i cancel out. Since these

are assumed to behave like randomly chosen and m is much lower than K(n)
for values m,n that lead to practical instances of Pesto, the parts of degree 3
and 4 of g′t+1, . . . , g

′
m will be linear independent with very high probability, see

Lemma 1. From this we get that α = (α1, . . . , αm) is a solution if and only if
αS ∈ Ft

q × {0} × · · · × {0} ⊂ Fm
q . Thus, the solution space is generated by the

first t rows of S−1 and will therefore be denoted by S−1
Q′ . We denote a basis

of S−1
Q′ by αQ′,1, . . . , αQ′,t ∈ Fm

q . Such a basis can be computed by solving a
system of linear equations with m unknowns and at most K(n) equations, i.e.
one equation for each monomial of degree 4 and 3 occurring in at least one of
the gpub,i.

Let S′−1 denote the matrix, where the first rows are αQ′,1, . . . , αQ′,t and
the last m − t rows are the vectors et+1, . . . , em. Then we denote the first t
components of S′−1 ◦Gpub by q′αQ′,1

, . . . , q′αQ′,t
, and we have

Q′ =< q′αQ′,1
, . . . , q′αQ′,t

> .

For the compressed version, we can simply take S′−1 = Id.
This step is dominated by the complexity of computing αQ′,1, . . . , αQ′,t by

Gaussian elimination and has therefore a worst-case complexity of

O
(
m2K(n)

)
= O(m2n4).

4.2 Step 2: Transform q′
αQ′,i

Into li(x) − q′′
i (y)

Recall that T denotes the linear part of A2. Consider the homogeneous part
of each q′αQ′,i

of degree 2, denoted q′h,αQ′,i
. These are linear combinations of

the homogeneous parts of q′i(x, y), which are equal to the homogeneous parts
of degree 2 of qi(T (x, y)), i = 1, . . . , t. So, each q′h,αQ,i

is isometric to a linear
combination of qh,1, . . . , qh,t, where qh,i denotes the homogeneous part of qi. Note
that we have a slight abuse of notation here, as by definition the qi are mappings
from Fn−t

q to Fq and we now interpret them as mappings from Fn
q to Fq by setting

the first t indeterminates to zero. In particular, < e1, . . . , et >⊂ rad(Bqh,i
).

Crucially, we expect that

∩t
i=1rad(Bqh,i

) =< e1, . . . , et >
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holds with high probability. We give the reasoning below.
In case of q odd or both q and n even, since qi are randomly chosen mappings

over Fn−t
q , we expect the corresponding quadratic forms to have rank n− t with

a high probability by Theorem 2.5 and Remark 2.3. As t is large enough, we
obtain ∩t

i=1rad(Bqh,i
) =< e1, . . . , et > with high probability.

In case of q even and n odd, we first note that the probability that t′ uniformly
chosen vectors v1, . . . , vt′ ∈ Fn−t

q satisfy ∩t′

i=1 < vi >= {0} is(
1− (qn−t − 1)(q − 1)t

′−1

(qn−t)t′

)
.

Now let t′ be the number of quadratic forms among the qi having rank n− t−1.
Each of them has a radical of dimension 1. This yields t′ uniformly chosen vectors
r1, . . . , rt′ ∈ {0} × · · · × {0}︸ ︷︷ ︸

×t

×Fn−t
q generating the radicals. Hence, the probabil-

ity that ∩t′

i=1 < ri >= {0} is
(
1− (qn−t−1)(q−1)t

′−1

(qn−t)t′

)
. Again by Theorem 2.5,

Remark 2.3 and the size of t, this value will be close to 1 with a high probability.
At first the radical of Bq′h,α

Q′,1
is computed. Since q′h,αQ′,1

is isometric to
a linear combination of qh,1, . . . , qh,t, we expect by Corollary 2.4 and by what
we have discussed so far that rad(Bh,q′αQ,1

) =< T−1(e1), . . . , T
−1(et) > and

thus to have dimension t. If the dimension is higher, it will be intersected with
rad(Bq′h,α

Q′,2
), and so on. If we proceed in this manner, we expect due to the

above mentioned isometry that

∩t
i=1rad(Bq′h,α

Q′,i
) =< T−1(e1), . . . , T

−1(et) >

with high probability.
To compute the radical of Bq′h,α

Q′,i
one has to solve the system of linear

equations
Bq′h,α

Q′,i
(e1, y) = 0

...
Bq′h,α

Q′,i
(en, y) = 0.

Hence in the worst-case, i.e., one has to compute the complete intersection, a
system of tn equations in n unknowns has to be solved. We conclude that this
part has complexity O(tn3).

Once a basis t′1, . . . , t
′
t of < T−1(e1), . . . , T

−1(et) > is recovered we gener-
ate a matrix T ′−1, where the t first columns are t′1, . . . , t

′
t and the last n − t

columns t′t+1, . . . , t
′
n are chosen such that t′1, . . . , t

′
n form as basis of Fn

q . Then
the composition TT ′−1 has the shape(

A B
0 C

)
,
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where A ∈ M(t × t,Fq), B ∈ M(t × (n − t),Fq), C ∈ M((n − t) × (n − t),Fq).
The composition g′′i := q′αQ′,i

◦T ′−1 has the shape li(x)− q′′i (y), where q′′i (y) is a
quadratic mapping from Fn−t

q to Fq and li a linear mapping from Ft
q to Fq. Note

that A is necessarily invertible and thus given y = (y1, . . . , yn−t) and c′′1 , . . . c
′′
t

there always exists x = (x1, . . . , xt) such that g′′1 (x, y) = c′′1 ,. . . , g′′t (x, y) = c′′t .
In other words (g′′1 (·, y), . . . , g′′t (·, y)) is still a bijection over Ft

q for any y ∈ Fn−t
q .

This fact is of importance later.
Then S′−1 ◦Gpub ◦ T ′−1 is equal to

G′′ :=



g′′1
...
g′′t
g′′t+1

...
g′′m


=



g′′1
...
g′′t

gpub,t+1 ◦ T ′−1

...
gpub,m ◦ T ′−1


.

The current step is dominated by computing the radical(s) and thus has a
complexity of O(tn3).

Remark 4.1 This step already reduces the entropy of the system by t. Indeed,
let c′ := S′−1(c) for an intercepted ciphertext c. For the first t entries one gets
the equations c′i = g′′i = li(x)−q′′i (y). Exhaustive search over the n−t variables y
yields a linear system of equations in the remaining t variables x. Solving it and
checking the result against the whole ciphertext yields the message after applying
T ′−1 to the remaining solution.

In the next step we will transform gpub,t+1 ◦ T ′−1, . . . , gpub,m ◦ T ′−1 into
polynomials such that, combined with g′′i , decryption will be as easy as with the
knowledge of A1, A2.

4.3 Step 3: Transform the Lower Part of G′′

Since the q′αQ′,i
generate Q′ and thus especially the elements q′i(x, y), we have,

for properly chosen elements αjkl, βjkl, γijl,δil,νjl,µl, the identity(
U(x− q(y), y) ◦A2 ◦ T ′−1

)
l
=∑

1≤j≤k≤t αjklg
′′
j g

′′
k+∑

j∈{1,...,t},k∈{1,...,n−t} βjklg
′′
j yk+∑

1≤i≤j≤n−t γijlyiyj+∑t
i=1 δilg

′′
i +∑n−t

j=1 νjlyj + µl,

where l denotes the l-th coordinate for l = 1, . . . , t. As g′′t+1, . . . , g
′′
m are linear

combinations of
(
U(x− q(y), y) ◦A2 ◦ T ′−1

)
l
and g′′1 , . . . , g

′′
t due to the compo-
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sition with A1, we get from the above identity that

g′′l =∑
1≤j≤k≤t α

′
jklg

′′
j g

′′
k+∑

j∈{1,...,t},k∈{1,...,n−t} β
′
jklg

′′
j yk+∑

1≤i≤j≤n−t γ
′
ijlyiyj+∑t

i=1 δ
′
ilg

′′
i +∑n−t

j=1 ν
′
jlyj + µ′

l,

(2)

for l = t+ 1, . . . ,m and properly chosen α′
jkl, β

′
jkl, γ

′
ijl, δ

′
il, ν

′
jl, µ

′
l.

This solution is unique if we exclude exceptional cases over F2, which are not
of interest for this paper. This can be seen as follows: Consider the difference for
two different solutions, i.e.,

0 =∑
1≤i≤j≤t(α

′(1)
jkl − α

′(2)
jkl )g

′′
j g

′′
k+∑

j∈{1,...,t},k∈{1,...,n−t}(β
′(1)
jkl − β

′(2)
jkl )g

′′
j yk+∑

1≤i≤j≤n−t(γ
′(1)
ijl − γ

′(2)
ijl )yiyj+∑t

i=1(δ
′(1)
il − δ

′(2)
il )g′′i +∑n−t

j=1(ν
′(1)
jl − ν

′(2)
jl )yj + (µ

′(1)
l − µ

′(2)
l ).

Recall that (g′′1 (·, y), . . . , g′′t (·, y)) is bijective over Ft
q. Hence, each g′′j can be

considered as an independent variable in the above equation. Since a quadratic
polynomial induces the zero-mapping under evaluation if and only if it is zero
itself, the claim follows if we exclude exceptional cases over the field F2.

To compute the coefficients in Equation (2) one simply has to evaluate
g′′1 , . . . , g

′′
m. Plugging the resulting values for y1, . . . , yn−t, g

′′
1 , . . . , g

′′
m into the

equation yields linear equations in α′
jkl, β

′
jkl, γ

′
ijl, δ

′
il, ν

′
jl, µ

′
l. Since the solution

is unique we expect this system to have full rank after having generated O(n2)
equations this way for different inputs. Hence, this step has a complexity of
O((m− t)n6).

Since the solution is unique, it follows that the forms∑
1≤i≤j≤n−t

γ′
ijlyiyj

are linear combinations of those quadratic parts of the OV polynomials from
U , which are isometric to OV polynomials in y1, . . . , yn−t as in Lemma 2.7,
where v = s. Thereby, the isometry L is defined by the representation matrix
of T ◦ T ′−1 restricted to the lower right n− t rows and columns, which is given
by C. Assuming that qs−1

qn−t

(
(n− t− s)qs · P(q, n− t− s)−1

)
≪ 1, which is the

case for the practical instances proposed by the designers, Theorem 2.8 can be
applied to these forms. Extending the resulting isometry C̃−1 in n− t to

C ′−1 =

(
Et 0

0 C̃−1

)
∈ M(n× n,Fq),
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where Et is the t × t identity matrix, and composing the latter with G′′ yields
m− t polynomials of the form

g′′′l =∑
1≤j≤k≤t α

′′
jklg

′′′
j g′′′k +∑

j∈{1,...,t},k∈{1,...,n−t} β
′′
jklg

′′′
j yk+∑

1≤i≤j≤s γ
′′
ijlyiyj+∑

1≤i≤s yiℓil(ys+1, . . . , yn−t)∑t
i=1 δ

′′
ilg

′′′
i +∑n−t

j=1 ν
′′
jlyj + µ′′

l ,

for properly chosen α′′
jkl, β

′′
jkl, γ

′′
ijl, δ

′′
il, ν

′′
jl, µ

′′
l . Thereby, g′′′1 , . . . , g′′′t remains of the

shape l′i(x)− q′′′i (y) for a linear mapping l′i and quadratic mapping q′′′i .
Obviously, Step 3 is dominated by the first part, which is in O

(
n6(m− t)

)
, or

the last part, which needs O
(
(m− t)(n− t− s)qs · P(q, n− t− s)−1

)
quadratic

form evaluations by Theorem 2.8. Since each quadratic form evaluation costs
(n− t)2 base field operations, this step has overall complexity of

max
{
O
(
n6(m− t)

)
,O
(
(m− t)(n− t)2(n− t− s)qs · P(q, n− t− s)−1

)}
base field operations on average.

4.4 Decrypting Any Ciphertext or Forging Any Signature

Without loss of generality, we restrict to show how to attack the encryption
algorithm. For an intercepted c, the mapping S′−1 is applied resulting in c′ =
(c′1, . . . , c

′
m). For each l = t+ 1, . . . ,m, the polynomials g′′′1 , . . . , g′′′t in the equa-

tion
c′l =∑

1≤i≤j≤t α
′′
jklg

′′′
j g′′′k +∑

j∈{1,...,t},k∈{1,...,n−t} β
′′
jklg

′′′
j yk+∑

1≤i≤j≤s γ
′′
ijlyiyj+∑

1≤i≤s yiℓil(ys+1, . . . , yn−t)∑t
i=1 δ

′′
ilg

′′′
i +∑n−t

j=1 ν
′′
jlyj + µ′′

l

are substituted by c′1, . . . , c
′
t. After that, a brute-force step is conducted for all

values y1, . . . , ys. For each candidate, the resulting linear system of equations in
ys+1, . . . , yn−t is solved. The corresponding solution y1, . . . , yn−t is plugged into
g′′′1 , . . . , g′′′t and the remaining system of linear equations in x1, . . . , xt is solved.
This step has a complexity of

O(qs(m− t)(n− t− s) ·min(m− t, n− t− s) + qst(n− t)2 + qst3)

base field operations. Applying T ′−1C ′−1 to the resulting vector in Fn
q and check-

ing if the result is a correct message conforming to the redundancy r yields finally
the plaintext and we are done.

The overall attack complexity for m ≤ n, t, s ≤ n (the typical case) is sum-
marized in the following theorem.
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Theorem 4.1 For Pesto with parameters m ≤ n, t, s ≤ n and

qs − 1

qn−t

(
(n− t− s)qs · P(q, n− t− s)−1

)
≪ 1,

one can generate an equivalent secret key from the public key with a precompu-
tation of a worst-case complexity of

max
{
O
(
n6(m− t)

)
,O
(
(m− t)(n− t)2(n− t− s)qs · P(q, n− t− s)−1

)}
base field operations. Deciphering an intercepted message or forging a signature
has an online complexity of

O(qs(m− t)(n− t− s) ·min(m− t, n− t− s) + qst(n− t)2 + qst3)

base field operations.

Proof. Obviously, the complexity of Step 3 dominates the precomputation (note
that we assume m ≤ n). Moreover, deciphering or forging a signature is carried
out with the substitute key almost as fast as with the original key. The additional
matrix multiplications with S′−1, T ′−1C ′−1 do not increase the overall cost, as
it is dominated by solving qs times a system in initially n− t− s and then in t
indeterminates. ⊓⊔

Remark 4.2 Note that the online phase of our attack is about as fast as using
the legitimate key for practical choices of n, t, s.

4.5 Implementation of the Attack

We prepared a proof-of-concept implementation of our attack in Magma [4]. We
run the attack on all three instances of the signature scheme proposed by the
designers on a machine with 40 x Intel(R) Xeon(R) Silver 4114 CPU @ 2.20GHz
(2 sockets) and 300 GB RAM using 20 threads. To have more benchmarks, we
also conducted the attack on the compressed variant of Pesto (omitting Step 1
of the attack, see Subsection 4.1), where the linear part of A1 is already of the
form (

A 0
B C

)
.

Note that the designers already acknowledged that the reduction from the full
variant of Pesto to the compressed version is of complexity O(n6) (note that
m ≤ n for their parameter proposals), so that the former may not offer additional
security over the latter, see [5, Remark 5].

The execution times are given in Table 2. For instance, for the NIST I in-
stance, we were able to recover an equivalent secret key for a compressed instance
in about 3 minutes, for the full version in about 3.5 minutes, and to decrypt an
intercepted ciphertext in less than a minute. Note that, for simplicity, we did
not add any redundancy to the plaintexts.
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5 Conclusion

We presented an attack against Pesto by targeting the decomposition problem
to recover an equivalent secret key.

To build possibly secure systems based on the idea introduced in [5], one has
to remove the separation of variables induced by x − q(y) and the OV polyno-
mials. The challenge is then to find a way to get an easy-to-invert mapping by
maintaining cryptosystems with practical key sizes. Despite the attack presented
here, we think it is valuable to conduct further research in this direction. Having
secure multivariate cryptosystems is an important cornerstone in post-quantum
cryptography.
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