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Abstract. Ring signatures allow a user to sign a message on behalf of
a set of public keys while hiding which member produced the signature.
Constructing efficient ring signatures from post-quantum assumptions is
an important problem. Among isogeny-based signatures, SQIsign has at-
tracted significant attention due to its extremely compact signature size.
Recently, a ring signature scheme called Erebor, based on the Round 1
version of SQIsign (referred to as SQIsignl.0, in contrast to SQIsign2.0
from Round 2), was proposed by Borin, Lai, and Leroux. Their construc-
tion modifies the underlying X-protocol of SQIsign1.0 to achieve special
HVZK, and then applies the AOS framework, which transforms special
HVZK XY-protocols into ring signatures. In this paper, we first construct
a new X-protocol that satisfies special HVZK, and then apply the AOS
framework to obtain a new ring signature scheme. Compared to Erebor,
our ring signature achieves lower computational costs for both signing
and verification.
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1 Introduction

Ring Signatures. Ring signatures, introduced by Rivest, Shamir, and Tauman [29],
allow a user to sign a message on behalf of a set of public keys while hiding
which member of the set produced the signature. Unlike group signatures, ring
signatures do not require any trusted setup or group manager. Today, ring sig-
natures are widely used in a variety of applications such as electronic voting
systems [22] and blockchain technologies [I7I26]. In electronic voting systems,
they help ensure voter privacy while preserving the integrity of the election pro-
cess. In blockchain technologies, they play a key role in enabling confidential
transactions by hiding the identity of the transaction initiator.

Numerous ring signature schemes based on classical assumptions have been
proposed [3BI7[T9I29/32]. However, with the emergence of quantum computers,
constructing ring signatures based on post-quantum assumptions has become an
important research direction. As a result, various post-quantum ring signature
schemes have been proposed [BJ6IT0T820123I32].
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Isogeny-Based Signatures. Isogeny-based cryptography is a promising candidate
for post-quantum cryptography due to its compact public keys and signatures.
One of the representative isogeny-based cryptography is the signature scheme
called SQIsign [14], which was submitted to the NIST PQC standardization
competition for additional signature [11].

Recent works have introduced more efficient constructions by exploiting higher-
dimensional isogeny techniques such as SQIsignHD [12], SQIsign2D-West [4],
SQIlsign2D-East [24], SQIPrime [16], SQIsign2D? [31], and SQIsign [1] in the
NIST competition Round 2. (For clarity, we refer to the Round 1 version of
SQIlsign as SQIsignl.0 and the Round 2 version as SQIsign2.0 hereafter. ) These
schemes achieve significant performance improvements by utilizing isogenies of
non-smooth degrees. However, this design choice complicates the analysis of the
underlying Y-protocols. In particular, constructing a simulator that generates
transcripts without using secret key becomes difficult, and honest-verifier zero-
knowledge is typically proven only in the presence of special oracles or hint
distributions.

Ring Signatures from Isogenies. A mnatural approach to constructing ring sig-
natures is to apply a general transformation such as AOS framework [3] on
Y-protocols. However, to apply AOS framework, the X-protocol must satisfy
special HVZK, which means the existance of a PPT simulator that generates
transcripts from a public key and a challenge. Therefore, recent X-protocols
relying on non-smooth degree isogenies cannot apply this transformation.

On the other hand, the X-protocol underlying SQIsign1.0 [I1] satisfies this
property because it relies on smooth-degree isogenies and admits an explicit sim-
ulator. Based on this fact, Borin et. al. proposed a ring signature scheme named
‘Erebor’ [I0] constructed from isogenies and quaternion algebras by applying
AOS framework on the SQIsign1.0 X-protocol. Their construction achieves full
anonymity, but its efficiency is tied to the underlying SQIsign1.0 protocol, leav-
ing room for improvements in the computational cost.

In this work, we design a new isogeny-based X-protocol that improves the
computational cost of SQIsignl.0 while preserving special HVZK. Using this
protocol, we construct a new ring signature scheme with improved computational
cost.

1.1 Contributions

Our main contributions are summarized as follows.

— A new isogeny-based Y-protocol. We propose a new isogeny-based X-
protocol. Compared with the X-protocol underlying SQIsign1.0, our protocol
achieves faster simulator and verification. It leads the improved computa-
tional efficiency.

— Efficient response computation using A-KLPT. The response of our
protocol involves computing a smooth-degree isogeny satisfying a torsion
image condition. To keep the degree of this isogeny small, we use a recently
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proposed algorithm called A-KLPT [25, Algorithm 1]. Our construction is
similar to recent techniques based on level structures. However, our approach
differs from these approaches in that it controls the image of a single point,
whereas they control the images of two torsion points.

— A new isogeny-based ring signature scheme. By applying the AOS
framework [3] on our new X-protocols, we obtain a new ring signature
scheme.

— Improved efficiency over existing constructions. Compared with the
Erebor [10] derived from SQIsignl.0, our scheme achieves improved compu-
tational efficiency for signing and verification while our signature size is a
bit larger than that of Erebor.

1.2 Technical Overview

We briefly describe the main ideas behind our construction.
Let Ey be a fixed supersingular elliptic curve. In the key generation algorithm,
the secret key is an isogeny
Psk - E() — Epk

of prime degree Ng. Similarly, in the commitment phase the prover samples
another isogeny of the same degree Ngy:

Ycom : Eo = Ecom-
The verifier generates a challenge representing an N, -torsion point
Reom € Ecom[Nehl]-
To compute the response, the prover deterministically derives a torsion point
Pok € Epi[Nenl]
and computes a smooth-degree isogeny ¢rsp : Epk — Feom such that

Qorsp(Ppk) S <Rcom>-

The verifier checks that the response isogeny satisfies the above condition.
In order to keep the degree of ¢, small and smooth, we employ a technique
similar to a recent algorithm named A-KLPT [25], Algorithm 1], which allows us
to construct the required degree isogeny between E, and Ecom when deg ¢g =
deg pcom-

Our Y-protocol admits a simulator that generates valid transcripts from a
public key and a challenge. This property enables the use of a standard transfor-
mation from X-protocols to ring signatures. Applying this transformation yields
an isogeny-based ring signature scheme with improved efficiency compared to
previous constructions based on SQIsignl.0.
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1.3 Related Work

Our approach to specifying the image of a point under an isogeny as the challenge
in the X-protocol is similar to the level structure technique used in the recently
proposed SQInstructor [9]. However, while the level structure approach handles
a torsion basis (i.e., two points), our method relies on a single point. Whether the
level structure technique can be incorporated into our X-protocol construction
remains an interesting direction for future work.

1.4 Organization

The remainder of this paper is organized as follows. Section [2| reviews the nec-
essary background on supersingular isogenies and quaternion ideals. Section [3]
presents our new isogeny-based X-protocol and the resulting ring signature
scheme obtained via a standard transformation. Section {4| analyzes the secu-
rity of the proposed scheme. Section [b| discusses efficiency aspects and compares
our scheme with existing constructions. Finally, Section [6] concludes the paper.

2 Preliminaries

In this section, we summarize some background knowledge used in this paper.

2.1 Notation

Throughout this paper, we use the following notation. We let p be a prime
number of cryptographic size, i.e., p is at least about 22°¢ and let \ be a security
parameter. Let f(z) and g(x) be real functions. We write f(z) = O(g(x)) if there
exists a constant ¢ € R such that f(x) is bounded by c¢- g(x) for sufficiently large

x. For a finite set S, we write x & Sifris sampled uniformly at random from
S. For a positive integer N, we define [N]:= {1,...,N}.

2.2 XY-Protocol and Ring Signature

Y-Protocols A Y-protocol is a three-round interactive proof system between
a prover P and a verifier V for a relation R.

Let R C X x W be an NP relation. For (z,w) € R, x is called the state-
ment and w is the corresponding witness. A X-protocol for R consists of four
algorithms (Gen, P1,P2,V) and a challenge space C executed as follows.

— Key generation. The prover P generates a valid relation (z,w) < Gen(1%)
and publishes .

— Commitment. The prover P on input (z,w) runs Py(z,w) to generate a
commitment com and internal state st, and sends com to the verifier.

— Challenge. The verifier samples a random challenge chl & ¢ from a chal-
lenge space C and sends chl to the prover.
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— Response. The prover computes rsp < Py (2, w, st, chl) and sends rsp to the
verifier.
— Verify. The verifier accepts if V(z, com, chl, rsp) = 1.

In addition, a XY-protocol must satisfy the following properties.

Correctness. A X-protocol is said to be correct if for all (z,w) € R, an honest
execution between P(z,w) and V(z) is accepted with probability 1.

Special Soundness. A X-protocol is said to be special sound if there exists a
polynomial-time extractor £ such that given two accepting transcripts

(com, chl,rsp), (com,chl’, rsp’)
with chl # chl’, the extractor outputs a witness

w < &E(x, com, chl, rsp, chl’, rsp’)
such that (z,w) € R.

Honest-Verifier Zero-Knowledge (HVZK). A X-protocol is said to be honest-
verifier zero-knowledge (HVZK) if there exists a probabilistic polynomial-time
simulator § that on input = outputs transcripts (com, chl, rsp) whose distribution
is computationally indistinguishable from the transcripts generated by an honest
interaction between P(x,w) and an honest verifier V(z).

Furthermore, a X-protocol is said to be special HVZK if there exists a sim-
ulator S which additionally takes chl as input and outputs (com, rsp) such that
(com, chl, rsp) is indistinguishable from the real transcripts.

Ring Signatures A ring signature scheme allows a signer to anonymously sign
a message on behalf of a set of public keys called a ring. The verifier is convinced
that the signature was produced by one of the ring members but cannot identify
which one. A ring signature scheme consists of the following algorithms.

— KeyGen(1*) — (pk, sk): Generates a public/secret key pair.

— Sign(sk;, m, R) — o: Given a secret key sk; corresponding to a public key
pk;, a message m, and a ring R = {pky,...,pky} containing pk;, outputs a
ring signature o.

— Verify(m, R,0) — {0,1}: Outputs 1 if o is a valid signature on message m
with respect to ring R.

In addition, a ring signature must satisfy the following properties.

Correctness. A ring signature scheme is said to be correct if for all (pk;,sk;)
generated by KeyGen, all messages m, and all rings R containing pk;, it holds

Pr|Verify(m,R,0) =1] =1

where o < Sign(sk;, m, R).
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Unforgeability. A ring signature scheme is said to be unforgeable with respect to
insider corruption if any probabilistic polynomial-time adversary A has negligi-
ble probability of winning the following game played against a challenger.

1. The challenger generates key pairs (pk;,sk;) < KeyGen(1*;r;) for i € [N]
using random coin r; and sends PK = {pk; }ic[n] to A.
2. The challenger initializes two empty sets S and C.
3. The adversary A can access to the following two oracles an arbitrary poly-
nomial number of times:
— OSign(i,m, R): If pk; € R, it returns o < Sign(sk;,m, R) and adds
(¢,m,R) to S.
— OCorrupt(i): It returns r; and adds pk; to C.
4. The adversary A outputs (m*, R*,c*). If R* C PK\C, (—,m*,R*) ¢ S, and
Verify(m*, R*,0*) = 1, A wins the game.

Anonymity. A ring signature scheme is said to be anonymous if any probabilistic
polynomial-time adversary .4 has negligible advantage in the following game
played against a challenger.

1. The challenger generates key pairs (pk;,sk;) < KeyGen(1*;r;) for i € [N]
using random coin r; and sends PK = {pk; }ic[n] to A.

The challenger samples a random bit b & {0,1}.

The adversary A outputs (io,1,m, R) such that pk; ,pk; € R.
The challenger computes o* «+ Sign(sk;,, m, R) and sends ¢* to A.
The adversary A outputs b*. The advantage of A is defined as

GU N

Adv(A) := |Pr[b* =b] — =|.

2

|

In addition, a ring signature is said to be full anonymous if any probabilistic
polynomial-time adversary A still has negligible advantage in this game where
the challenger sends also {r;};cn] to A in Step 1.

Ring Signatures from ¥-Protocols Ring signatures can be constructed from
XY-protocols using AOS sequential OR-proofs [3]. Suppose we have a special
sound and special HVZK X-protocol for a relation R with a simulator S.

Let (pk;,sk;) := (w;,w;) € R for i € [N] and let R = {pk; };c[n) be a ring of
public keys. Then we obtain a ring signature from the X-protocol as follows.

Sign(sk;,m,R) = o :
1. The signer computes the commitment:

(comy, st;) < P1(pk;,sk;).
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2. For j=4i+1,...,N,1,...,i—1, the signer sequentially generates transcripts
(comy, chlj, rsp;) by using a hash function H : {0,1}* — C and the simulator
S as follows:

chlj - H(m||com;_1)
(com;;, rspj) — S(pkj,chlj)
3. The signer generates a challenge by using the hash function:
chl; < H(m||com,;_1).
4. The signer computes the response:
rsp,;  Pa(pk;, sk, st;, chl;).
5. The signature is
o = (chly,comy, ..., comp,rspy,...,rspy).
Verify(m, R,o) — {0,1} :
1. For j € [N], the verifier generates each challenge:
chljyq1 < H(m||com;),

2. If the following two conditions hold, the verifier accepts.
(i) V(pk;,com;j,chlj,rsp;) =1 for all j,
(11) Ch|N+1 = Ch|1.

Regarding the security of the ring signature obtained through the above
transformation, the following facts are known.

Proposition 1. If the underlying X -protocol is correct, special sound, and spe-
cial HVZK, the resulting ring signature is correct, unforgeable, and anonymous.

This proposition is straightforward from [I0, Proposition 2.3 & Proposition 2.4].
Note that although [10, Proposition 2.4] assumes a different condition [10, Def-
inition A.1] in place of the special soundness of the X-protocol, this condition
follows immediately from special soundness. (See [2, Figure 1] for example.)

2.3 Abelian Varieties and Isogenies

In this paper, we mainly use principally polarized superspecial abelian varieties
defined over a finite field of characteristic p of dimension one or two. Such a
variety is isomorphic to a supersingular elliptic curve, the product of two su-
persingular elliptic curves, or a Jacobian of a superspecial hyperelliptic curve of
genus two, and always has a model defined over [Fj2. Therefore, we only consider
varieties defined over IF).
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Basic Facts. An isogeny is a rational map between abelian varieties which is a
surjective group homomorphism with finite kernel. The degree of an isogeny ¢ is
its degree as a rational map and is denoted by deg . An isogeny ¢ is separable if
# ker ¢ = deg . A separable isogeny is uniquely determined by its kernel up to
post-composition of isomorphism. For an isogeny ¢ : A — B between principally
polarized abelian varieties, there exists an isogeny B — A called the dual isogeny
(with respect to the polarization). We denote the dual isogeny of ¢ by @.

Let ¢ : A— B and ¥ : A — C be separable isogenies of coprime degrees. If
a separable isogeny ¢’ : B — D satisfies ker ¢)’ = p(ker ), we say that ¢’ is the
push-forward of ¢ by ¢ and denote it by 9’ = [p].1).

Let A and B be principally polarized abelian varieties. If there exists an
isogeny between A and B, then the dimensions of A and B are the same. If A is
superspecial, then there exists an isogeny between A and B if and only if B is a
superspecial abelian variety of the same dimension as A.

Let A be a principally polarized abelian variety and ¢ a positive integer. An
L-isotropic subgroup of A is a subgroup of the ¢-torsion subgroup A[¢] of A on
which the ¢-Weil pairing is trivial. An f-isotropic subgroup G is mazimal if there
is no other f-isotropic subgroup containing G. A separable isogeny whose kernel
is a maximal f-isotropic subgroup is called an £-isogeny if the dimension of the
domain is one or an (¢, £)-isogeny if the dimension of the domain is two.

Let I be an elliptic curve defined over F,> and let n be an integer such that
the n-torsion subgroup E[n] is contained in E(F,2). Then we can compute a de-
terministic basis of E[n] by using deterministic algorithms such as [IT], Algorithm
3] and [1l Algorithm 2.2].

Computing Isogenies. Let A be a principally polarized abelian variety, £ a
positive integer, and G a maximal /-isotropic subgroup of A.

If the dimension of A is one, then we can compute an ¢-isogeny ¢ with kernel
G by Vélu’s formulas [30]. More precisely, given A, ¢, G, Vélu’s formulas give a
method to compute the codomain of ¢ in O(¢) operations on a field containing
the points in G. In addition, for additional input P € A, we can compute ¢ (P)
in O(¢) operations on a field containing the points in G and P.

If the dimension of A is two and ¢ = 2, then we can compute (2, 2)-isogeny
with kernel G by the recent formulas proposed by Dartois, Maino, Pope, and
Robert [13].

For an isogeny ¢ : A — B, we say that information Z, is an efficient rep-
resentation of ¢ when we can compute ¢(P) in polynomial time from a given
point P € A and the information Z,. For example, the tuple (A, ¢, G) described
above is an efficient representation of ¢-isogeny ¢ : A — B when £ is smooth. In
this paper, we assume that an isogeny is given by an efficient representation.

2.4 Quaternion Algebras and the Deuring Correspondence

Quaternion Algebras. A quaternion algebra over Q is a division algebra de-
fined by Q + Qi + Qj + Qk and i? = a,j? = b,ij = —ji = k for a,b € Q*. We
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denote it by H(a,b). We say H(a,b) is ramified at a place v of Q if H(a,b) ®qQ,
is not isomorphic to the algebra of the 2 x 2 matrices over Q,. There exists a
quaternion algebra ramified exactly at p and co. Such an algebra is unique up
to isomorphism. We denote it by B) .

Let « = 2 +yi+ 2zj+ tk € H(a,b) with z,y, z,t € Q. The conjugate of « is
x —yi— zj — tk and denoted by &. The reduced norm of « is a@ and denoted by
n(a).

An order O of H(a,b) is a subring of H(a,b) that is also a Z-lattice of rank
4. This means that O = Zay + Zas + Zag + Zay for a basis {aq, as, az, as} of
H(a,b). We denote such an order by Z{a1, as, ag, as). An order O is said to be
mazximal if there is no larger order that contains O.

For a maximal order O, an (integral) left O-ideal I is a Z-lattice of rank 4
satisfying I C O and O -1 C I. A right O-ideal is similarly defined. For an ideal
I, we denote its conjugate by I = {a | a € I'}. We denote by n(I) the reduced
norm of the ideal I, defined as (the unique positive generator of) the Z-module
generated by the reduced norms of the elements of I. A left O-ideal I of integer
norm can be written as I = Oa + On(I) for some a € I. We denote such I by
I = O{a,n(I)). The ideal equivalence denoted by I ~ J means that there exists
B € B, , such that I = J§.

Deuring Correspondence. Deuring [15] showed that the endomorphism ring
of a supersingular elliptic curve over I, is isomorphic to a maximal order of B},
and gave a correspondence (the Deuring correspondence) where a supersingular
elliptic E curve over Fp2 corresponds to a maximal order isomorphic to End(£).

Suppose p = 3 (mod 4). This is the setting we use in our scheme. Then we can
take By o = H(—1,—p) and an elliptic curve over Fp2> with j-invariant 1728 is
supersingular. Let Ey be the elliptic curve over [Fj» defined by y? = 23 +z. Then
J(Ep) = 1728, so Ey is supersingular. We define endomorphisms ¢ : (z,y) —
(—z,v/—1y) and 7 : (x,y) — (2P, yP) of Ey, where /—1 is a fixed square root of
—1in Fp2. The endomorphism ring of Ey is isomorphic to O := Z(1, 1, %, %)
This isomorphism is given by ¢ — i and 7 — j. From now on, we identify End(Ep)
with Qg by this isomorphism.

Some isogeny-based protocols, e.g., SQISign [14], need to compute the image
under an element in Oy represented by the coefficients with respect to the basis
(1,i,%,%). Let P € Ey(Fp2) and o = = + yi + z% + t% for x,y,z,t €
Z. Given P and z,y, z,t, one can compute a(P) in O(log max{|z|, |y|,|z|, |t|})
operations on 2 and O(logp) operations on 4. The latter operations in F
are necessary only for the case when the order of P is even. We need to compute
a(Py) and a(Qo) for a fixed basis Py, Qo of Ey[2?] for some integer a in our

. . . . itj
scheme. In this case, by pre-computing the images of Py and Qo under i, 5,

and %, we can compute a(Pp) and a(Qg) by scalar multiplications by x,y, z, ¢
and additions.

The Deuring correspondence also gives a correspondence between isogenies
and ideals. Let E; be a supersingular elliptic curve over F,. and let O; be a

maximal order of B, such that O; = End(E1). Let ¢ : By — E5 be an N-
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isogeny, then the isogeny ¢ can be associated to a left O;-ideal I4. This ideal
I4 is also a right Os-ideal for a maximal order O satisfying Oy = End(Ej,).
Such an ideal Iy is called a connecting ideal from O; to Oz. Moreover, two
isogenies ¢, : Fh4 — F5 that have the same domain and codomain correspond
to equivalent ideals Iy ~ Iy.

Let I be a connecting ideal from O = End(E;) to Oy = End(Es), and let
wr : By — E5 be the corresponding isogeny. Then, for a € I\ {0}, we have
a connecting ideal x;(«) from Op to Os defined by x;(«a) := I%. Then, the

n(a)

norm of xy(«) is gr(a) := o € Z. The corresponding isogeny ¢y, (q) : E1 — E2

satisfies Oy, (o) © 01 = .

2.5 Subroutines Related to Deuring Correspondence.

Here, we introduce some existing algorithms using quaternion algebras. As in

the above, we let O be the maximal order of B, o with basis (1,1, %, %)

StrongApproximation,,(N,C, D) : This algorithm was proposed in [21I27]. Tt
takes as input an integer M, a prime N, and (C' : D) € PY(Z/NZ) such that
(W) = (%) holds, and outputs an element o € Oy such that n(a) = M

and
a = u(Cj + Dk) + N po,

where u € Z and g € Oy. For the algorithm to succeed, the integer M must be

at least of size O(pN?3). Moreover, if the parity condition (&;D%) = (%)

does not hold, by replacing M with a divisor M’ | M such that (W) =

(%'), we can obtain a € Oy of norm M'. Therefore, this algorithm can output

an element o whose norm divides M, provided that M has sufficiently many
divisors, regardless of the parity condition. Note that this algorithm can be
extended to the case where NN is composite, provided that the factorization of
N is known.

Qlapoti([]): This is an algorithm to convert an ideal to its corresponding isogeny
proposed in [8]. It takes a left Op-ideal I as input and outputs an efficient
representation of an isogeny ¢ corresponding to I. More precisely, this algorithm
is designed for the case where p is of the form p = 2° - f — 1, and it returns the
evaluation of ¢ on Ey[2¢] as an efficient representation of ¢;. Moreover, the
algorithm internally performs a (2¢,2¢)-isogeny computation.

GeneralizedKLPT,, (1, I’): This algorithm is proposed as a subroutine of SQIsign-
v1.0 [I4]. It takes as input a left Op-ideal I of norm N, a left O (I)-ideal I’ of
norm N’ coprime to N, and an integer M. Then it outputs an equivalent ideal
J ~ I’ of norm dividing M. For this algorithm to succeed, M must be at least of
size O(p>N*(N’)?). In practice, the norm N’ of I’ is often of size O(,/p). In this
case, M must be at least of size O(p>N?). Furthermore, the algorithm tweaked
so that the output ideal has norm exactly M is referred to as SigningKLPT.
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A-KLPT);(I1, I5): This algorithm is a variant of GeneralizedKLPT proposed in
[25]. Tt takes as input two left Op-ideals I} and Iz of prime norm N and an
integer M. Then it outputs an equivalent ideal I ~ I;I> of norm dividing M.
The overview of this algorithm is as follows:

1. Computes ag = Copj + Dok such that [agl.p1 = @2, where 1,9 are the
isogenies corresponding to Iq, I5.
2. Computes a € Zag + NOq of norm dividing M as follows:

« + StrongApproximation,, (N, Cy, Do).
3. Outputs I = I; ! - Lo

Note that this algorithm is based on the following commutative diagram.

EOLEO

al |+

ElL)EQ

Since we use StrongApproximation, the integer M must be at least of size
O(pN?3).

2.6 SQIsignl.0

SQIsignl.0 is an isogeny-based signature scheme proposed by De Feo, Kohel,
Leroux, Petit, and Wesolowski in [14] and was one of the candidates in Round
1 of the NIST additional signature competition [I1]. SQIsign1.0 is obtained by
applying the Fiat—Shamir transform on the X-protocol based on the following
diagram.

$Pcom
Ecom

Psk \L l Pchl

Epk —5 > Een
The public parameter for SQIsign1.0 is as follows.

— A prime p such that p ~ 22},

— A smooth integer T such that T ~ p°/* and T|(p? — 1). We divide T as
T = D.-T', where T" ~ p. In addition, let D. = 27 - D!, so that D, ~ 2.

— An integer By such that By ~ p'/*.

— A supersingular elliptic curve Ey/F,2 : y? = 23 4 .

— Oy = Z(1,i, %, %% which is isomorphic to End(Ep).

The underlying X-protocol of SQIsignl.0 is as follows.
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— Key generation. The prover samples a random prime Ng < Bg and com-
putes a random Ng-isogeny @s : Fg — Epk with its corresponding ideal
L.

— Commitment. The prover computes a random T’-isogeny ¢com : Eo —
Ecom with its corresponding ideal Iom. Then it sends Eeom to the verifier.

— Challenge. The verifier sends a random D_-isogeny @ch) : Ecom — Fchi-

— Response. Let I, be the ideal corresponding to ¢y and let I’ = I -
Icom - Ichi. The signer executes Is, < SigningKLPToe (I,1") and sends its
corresponding isogeny rsp : Epk — Fchl to the verifier.

— Verify. The verifier computes ey and ¢, and checks that these isogeny
have the same codomain E,.

For SigningKLPTos (1, I’) in the response to succeed, the norm of Irs, must
be at least of size O(p3N3.) = O(p*>7®). Therefore, the degree of s, is also of
size O(p> 7).

2.7 Erebor

Erebor is an isogeny-based ring signature proposed by Borin, Lai, and Ler-
oux [I0]. Roughly speaking, Erebor is obtained by applying AOS framework on
the Y-protocol underlying the SQIsignl.0. However, to apply AOS framework,
they use the challenge e from Epy instead of Ecom. Therefore, the diagram for

Erebor is as follows.

LPCOI’H
EO > Ecom

‘Pski \L‘Prsp

- >
Eok — Eeni

By swapping Eyk and Ecom, we can easily construct a simulator S for a special
HVZK as follows.

— S(pk := Ep, chl := @chi) — (com, rsp):
1. Compute @ch @ Fok —+ Echr.
2. Compute a random 2°-isogeny ¢ : Echi — Ecom.
3. Return (com = Ecom, ISp = @rsp)-

Erebor has two variants: Erebor-full and Erebor-short. In Erebor-full, to
achieve full anonymity, the ideal I, corresponding to @com is randomized;
that is, one samples a random ideal equivalent to I, with sufficiently large
norm. This randomization ensures that the response isogeny ¢y, obtained via
SigningKLPT is sufficiently randomized. However, as a consequence of taking the
norm of I.,m to be large, the degree of ¢, becomes significantly larger than
O(p*>7™), which is the degree achieved in SQIsign1.0.

On the other hand, Erebor-short reduces the signature size at the cost of
full anonymity. In Erebor-short, the degree of pcom is chosen to be about p'/4,
similarly to o in SQIsignl.0, so that the degree of ¢y is reduced to about
O(p3'75).
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3 Our Construction

In this section, we introduce our new ring signature. Before constructing the
ring signature, we first give the underlying X-protocol in subsection Then
we construct our new ring signature in subsection 3.2

3.1 Construction of ¥-Protocol

In this subsection, we show our new X-protocol, based on which we construct
our ring signature. We first give parameters of our X-protocol against a security
parameter .

— A prime p = f-2° — 1, where e = 2\ and f is a positive integer as small as
possible.

— A supersingular elliptic curve Fy : y2 = 22 + x defined over Fpe.

— A prime Ny such that Ny ~ 2.

— A prime Ng, such that Ngy ~ 2* and Ngy|p? — 1. Note that the latter
constraint induces Eo[New] C Eo(Fpa).

Overview of our construction. Our X-protocol is based on the following
diagram, where Eyy is public key, @q is secret key, and E.om is commitment.

Ey

Pcom
@skl \

Epk TS’)’ Ecom
The diagram is the same as that of A-SQIsign; however, in A-SQIsign the chal-
lenge specifies the degree of ¢y, whereas in our protocol the challenge specifies
the image of a Nep-torsion point under ¢rs,. More precisely, the verifier choose a
random point Reom € Eeom[Nen] and send it to the prover as a challenge. Then
the prover finds an isogeny @rp : Eok — Feom satisfying @rsp(Pok) € (Rcom)s
where Py is a deterministic point in Ep[Nen].

To construct such an isogeny ¢s,, we follow an approach similar to that
of A-KLPT. We consider two Ncp-isogenies ¢, : Epx — E;k = Eu/{Ppk) and
Orom @ Ecom = Elomy = Ecom/{Rcom). Then, we compute an endomorphism « :

com
FEy — Ey of norm dividing M that makes the following diagram commute for an

isogeny ¢.
E() L> E()

‘PskJ{ J{‘Pcom

Epk Ecom

‘p;kl J{‘Péom

1 P 1
Epk Ecom
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We can compute such « in a similar way to A-KLPT by letting Iy = Iy - I}, and
Iy = Icom - Lo Then, the isogeny ¢rsp := [psk]+x satisfies

Prsp(ker ©ly) = prep(ker iom),

that i, @rsp(Ppk) € (Reom)-

The difference from A—KLPT is that the norm N of the input ideals I1, I is
not prime but N = Ng - Neom. In addition, we do not allow the degree of ¢, to
be non-smooth as in the other high-dimensional signatures such as SQIsign2.0.
Instead, we choose M = 2%¢ so that the degree of @rsp is & power of 2 like in
SQIlsign1.0.

In our setting, two issues arise about (i) the parity condition and (ii) the
handling of Ny -torsion points.

Parity condition: There are four possible combinations of the parity (i.e., whether
it is a quadratic residue or non-residue) of p(C? + D?) in Z/NgZ and Z/NeZ,
whereas the parity of a divisor M’ of M can take at most two values (namely, for
M’ = 2% or 2%¢=1). Therefore, it may not be possible to choose an M’ satisfying
the required parity condition. There are two possible approaches to address this
issue.

1. Include an additional prime factor in M, for example, taking M = 2%¢ . 3.
In this case, M’ can take four possible parities, namely 24¢ .3, 24¢=1.3 2%
and 2%¢~1 thereby matching all parity combinations.

2. Choose (@sk, Pcom) SO that the parity condition is satisfied. In this case, it
suffices to consider only the parity in Z/Nc Z.

In this paper, we prioritize keeping the degree of ¢, a power of 2, and thus adopt
the second approach. To do so, we assume that (le) =1 and (ﬁ) =—1in

advance.

Neni-torsion points: To compute oy = Cj+ Dk satisfying the above commutative
diagram given Ppk and Reom, we have to find (Cy : Do) such that

CO(Wcom Oj o @sk(Ppk)) + DO(‘Pcom oko @sk(Ppk)) S <Rcom>-

This means that we have to solve the BiDLP over Ny -torsion subgroup. How-
ever, we cannot solve the BiDLP since N, is a large prime. To address this
issue, we use

Peom 1= Pcom oj o (ﬁsk(Ppk))z Qcom ‘= Pcom © ko @sk(Ppk))

as a basis of Feom[Nchi], and take as the challenge the coefficients of Reom with
respect to this basis. In this way, a pair (Cy : Dy) satisfying the above condition
can be obtained immediately without solving the BiDLP. However, for secu-
rity reasons, Peom, @com cannot be made public, so we randomize them using a
random matrix A.

In the following, we give details of our construction.
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Key generation. In the key generation phase, we compute a random Ng-
isogeny @s and a basis of Fo[Nep].

1. Take a left Og-ideal Ig of norm Ng.

2. Compute a corresponding isogeny g : Fg — Epi of Iy via Qlapoti.

3. Let Py, Qo = j(Psk(Pok)), k(Psk(Pok)) for a deterministic point Ppy € Epk[Neni).
4. Let pk = By, sk = (I, sk Po, Qo).

Commitment(P;). In the commitment, we compute a random Ng-isogeny
Yeom : Fo — Ecom such that there exists an endomorphism of Ejy of the form

. . . 4e
7 = Cj+ Dk satisfying [y].psk = ©com and (582) = (3
a basis of Ecom|[Nchi]-

) = 1. Then we compute

Let (Cy: Dy) & {(c :d) € PY(Z/NWZ) | (MDD = 1}.

Let v = Cqj + Dskk € Op.

Let Icom = (Ogy N Ig )y~ 1, a left Op-ideal corresponding to [v].psk-
Compute a corresponding isogeny @eom : Fo — Ecom Of Icom via Qlapoti.
Let A & GLy(Z/NwZ).

Let (Pcom; Qcom) - (Socom(PO)» @com(QO))A'

Send com = (Ecom, Peom; @com) and store st = (Icom, Peom, (Csk : Dsk), A)
secretly.

oG A

Challenge. We use C := P}(Z/NgZ) as a challenge space.

1. Let (s:t) &e.
2. Send chl = (s : t) to the prover.

Against this challenge (s : t), we define Reom := $Peom + tQcom € Feom[Nchi]-
Note that the size of this challenge space is New + 1 ~ 2*.

Response(P2). For a deterministic point P € Epk[Neni] and the challenge
Reom € Ecom[Neni], our goal is to compute an isogeny ¢sp satisfying ¢psp(Pok) €
{Reom)- To do so, we give the following observation. Let (Cepl, Dent) T = A(s, 1) T.
Then we have

Reom = CchiPcom (PO) + Dchl@com(QO)
= Pcom © (Cchlj + Dchlk> o Sask(Ppk)~

In addition, we already know Cs, Dsx satisfying
[Cskj + Dskk}*@sk = Pcom-

Therefore, by taking ag € Og(Cehij + Dehik, Neh) N Oo(Cekj + Dskk, Nek), we
obtain an isogeny ¢ := [pe|+o from Epk t0 Ecom such that ¢(Pek) € (Reom)-
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We can take such «g by using the Chinese Remainder Theorem. We write such
Qo as Ooj + Dok.

EOL)EO

@skl l‘pcom

©
Epk I Ecom

The remaining job is to find a € Zag + OgNekNen of norm 2°. We can find
such a by executing StrongApproximationys.(C, D, Ne«Ncpi). Note here that
the target degree 24 must be of size O(p(NgNeni)?) for StrongApproximation
succeed. In our setting, we have N ~ Ney ~ 2* ~ p!/2 and 2¢ ~ p. Thus we
have 2%¢ = O(p*) = O(p(Nek Nen)?). In addition, since we already have

(p(03k+D52k)) _ ( 2 ) -1
Nk Nk 7

it is sufficient to take M’ € {2% 2%~11 5o that (%:f)?)) = (11\\,{;) holds.

Therefore, we can compute « of norm 2%¢ or 241,
In the light of the above, we can compute ¢, as follows.

. Let (Cchh l)cm)—r = A(S,t)T.

. Let C' = CRTNSk,NCh|(CSk7 Cchl) and D = CRTNSk,NCh|(Dsk7 Dchl)-

. Let o - StrongApproximationgs.(C, D, NexNeni).

Let J = I" - Icoma.

. Compute an eflicient representation of ¢, corresponding to J using Qlapoti
as in A-SQIsign. (Details will be provided later.)

6. Send ¢rsp to the verifier.

Degree of ¢wp: Now we discuss the degree of ¢y,. As described above, the
degree of the response isogeny (s, is 24¢ & p*. This degree is a bit larger than
SQIsign1.0 and Erebor-shor, where the degree of the response is in O(p>7).
However, in SQIsign1.0 and Erebor-short, the verifier has to compute not only
the response isogeny ¢y, but also the challenge isogeny ¢cni, whose degree is in
O(p°®). Therefore, the total degree of the isogenies that the verifier computes
is in O(p*2°). This means that the verifying cost of our protocol is smaller than
SQIsignl.0 and Erebor-short. Moreover, in generating a ring signature with N
users, the transcript simulator S is invoked N — 1 times, and thus the cost of
simulation dominates the overall signing cost. As in verification, the simulator
for Erebor computes both ¢, and ¢cpi, whereas our protocol only requires the
computation of ¢.s,. Consequently, the overall signing cost is also reduced.

How to compute sy from J: For simplicity, we consider the case where deg ¢rsp =
24¢. We can decompose the response isogeny Drsp S Prsp = P4 0 -+ 0 1, Where
deg 1 = --- = deg 4 = 2°. Thus, we can represent ¢, by the basis Ki,..., Ky
of ker ¢1, ..., ker p4. In the following, we show how to compute such K, ..., K,
from the ideal J.
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. Decompose the ideal J as J = Jy - Jy - J3 - J4, where Jq,...,Jy correspond

to @1 ..., @4, respectively.

Find an equivalent ideal L ~ I - J; - Jo of odd norm gq.

Compute the isogeny v : Ey — E5 corresponding to L via Qlapoti.
Compute a basis K{ of Ep[lJ1 + 2°Og] = ker(p; o psk) N Eg[2¢] and let
K1 = p (K1), a basis of ker ¢.

Compute a basis K} of Eqg[L.Jy + 2°Oq] = ker($; 01) N Eo[2¢] and let Ky =
Y(K}), a basis of ker @y.

Compute @y : By — E; = Eg/(f(2> and obtain a basis Ky of ker py =
P2(E2[29]).

Compute a basis K4 of Eyg[LJs + 2°Op] = ker(ps 0 1)) N Ep[2¢] and let K3 =
¥(K%), a basis of ker p3.

Compute a basis [A(jl of Eg[IcomJs + 2°Op) = ker($4 0 ¢eom) N Eo[2¢] and let
K4 = @eom(K}), a basis of ker 3y.

Compute @4 : Eeom — E3 = Ecom/<f{\'4> and obtain a basis K, of ker ¢, =
@4(Ecom [26])-
Psk EO $Pcom
P

©1 P2 3 Pa
Epk El EQ E3 Ecom

We show the detail of the response algorithm in Algorithm

Verify (V). The verification procedure is as follows.

L

Let Py be a deterministic point of Epk[Nehl].
For i = 1,...,4: compute an isogeny ; with the kernel (K).

Let @rsp = @4 0 3020 1.
If orsp(Pok) € (Reom), accept; otherwise, reject.

3.2 Construction of Our Ring Signature

Now we can construct our ring signature from the above X-protocol by using
the transformation described in subsection 2.2

To apply the transformation, we have to construct a transcript simulator &

of the X-protocol. We consider the following simulator.

(z := Epk, chl := (s,t)) — (com, rsp):

1. Let Py be a deterministic point of Epk[Neni].

2. Let b < {0,1}.

3. Compute a 24e_b-isogeny @rsp + Epk = Ecom uniformly at random among
all 24¢~"_isogenies from FEpy.

$
4. Let Peom < Ecom|[Neni]-
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Algorithm 1 Response

Require: A secret key sk = (Is, vsk, Po, Qo), a state st = (Icom, Ycom, (Csk = Dsk), A),
and a challenge chl = (s,t).

Ensure: Response rsp or L.

1: Let (CchI,Dcm)T = A(s,t)T.

2: Let C = CRTNskachl (Csk, Ccm) and D = CRTNsk»NchI (Dsk, Dch|)~

3: Let o < StrongApproximationyse (C, D, NekNen).

4: Let J = I' - Icomav.

5: Let J = Jy-Ja2- Js - Js, where n(J;) =2°fori=1,...,4.

6: Find an equivalent ideal L ~ Iy - Ji - J2 of odd norm gq.

7: Compute the isogeny 1 : Ey — E3 corresponding to L via Qlapoti.

8: Let K] be a basis of Eg[l«J1 + 2°Oo] and let K1 = pu(K7).

9: Let I?é be a basis of Eo[LJ2 + 2°0p] and let Ky = 1/1(?(5)
10: Compute @2 : B2 — E1 = E2/<[?2> and let K> be a basis of $2(F2[2°]).
11: Let K3 be a basis of Eo[LJs 4+ 2°Op] and let K3 = (K3).
12: Let I/(\'i be a basis of Eo[IcomJs + 2°0p] and let Ky = @com(l?i).
13: Compute @4 : Ecom — E3 = Ecom/(l?4> and let K4 be a basis of $4(Ecom[2°]).
14: return (K1, K2, K3, K4).

5. Let Qcom =t (uprsp(Pok) — $Peom) for u & (Z/NeZ)*.
6. Return (com := (Ecom, Peom, @com), ISP := @rsp)-

Now we can apply the transformation in subsection For the ring of NV users,
the signature o consists of:

— A challenge: chly := (s1 : t1),

— N commitments: {com; := (Eéé%,Pc(ér)m gé)m)}ie[N])

— N responses: {rsp; := (Kf),Kéi),Kéi),Kf))}iew].
However, we can omit Ec(ézn and represent Qgi,)m by w; € Z/NeZ for i € [N]
since we can recover them as follows:

— By computing the 2*¢-isogeny 90552) By — Ec(é)m represented by rsp,;, we
obtain its codomain EY.. (

- Le‘F pk;, = Er(i)’ chl; = (s; : t;), and let Ppi) be a deterministic point of

E;():() [Nen]. Since ¢5§3(P,fi)) = Ui(SiPc(cZ;r)n + tiQ((:i)m) for a scaler u; € Z/NenZ,

we can compute Q' as follows:
QW = (t) M (usp@(PY) — 5:P)).

Therefore, the signature is o consists of (s1 : t1) and {Pc(g,)n, Uj, (Kfi)7 Kéi), K:gi), Ky))}ie[N]-
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4 Security Analysis

In this section, we give a security analysis on our ring signature scheme. To
ensure that our scheme is secure, we prove that the underlying X-protocol is
knowledge-sound and honest-verifier zero-knowledge. Throughout the security
analysis, we denote our X-protocol by X.

4.1 Special-Soundness

We show that X' is special-sound with respect to the following relation:
Roneena = {(E, @) | E/F 2 : supersingular , o € End(E)\Z}.

Proof. Let (com,chl, rsp) and (com, chl’, rsp’) be two transcripts for the statement
Eyi with the same commitment com but different challenges chl # chl’. Then rsp
and rsp’ provide efficient representations of two isogenies Prsp> Prsp’ + Epk =+ Ecom
of degree 2%¢~? and 24e=t" for b € {0,1}. Thus, we obtain an endomorphism
o = Qrsp © Prep € End(Epk) of degree 28e=b=b" Tt suffices to show that « is
non-scalar.

Assume, for the sake of contradiction, that « is a scalar. Then the degree of «
should be square. Therefore, we have deg ¢rsp = deg ppg, =1 M’ and o = £[M’].
This implies that ¢rp = L@y . In that case, we have @rsp(Pok) = E@rspr (Ppk)
which contradicts chl # chl’. a

4.2 Honest-Verifier Zero-Knowledge

We have already constructed a simulator S for X' in subsection [3.2] Therefore,
under the hardness of the following problem, which means that the output dis-
tribution of S is computationally indistinguishable from that of real transcripts,
X satisfies HVZK.

Problem 1. Given a supersingular elliptic curve pk = Ep over Fp2> and a tran-
script m = (com, chl, rsp) sampled with probability 1/2 from either distribution:

- Dy = (pk,7), where (pk,sk) < KeyGen(1%), (com,st) < Pi(sk), chl &
PY(Z/NeZ), rsp < Pa(pk, sk, st, chl), = = (com, chl, rsp).

- Dy = (pk, ), where (pk, sk) < KeyGen(1%), chl & C, (com, rsp) + S(pk, chl),
m = (com, chl, rsp).

Determine from which distribution the transcript 7 is sampled.

4.3 Hardness Analysis

We analyze the hardness of Problem [I] Since the distribution of the challenge
chl is identical in Dy and Dy, it suffices to consider the distributions of com and
rsp. From now on, we denote the set of all supersingular elliptic curves over I,

by £.
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We first consider the commitment com. In Dy, the distribution of F.om is
uniform over exactly half of the set of codomains of Ng-isogenies from FEy; de-
note this subset by &’. The size of £’ is (Ng +1)/2 = O(2*). On the other hand,
in D1, Feom is obtained as the codomain of a random 2%¢-isogeny from Eg. By
the Ramanujan property of supersingular isogeny graphs [28], the distribution of
FEcom is statistically close to the uniform distribution over £. Therefore, distin-
guishing between Dy and D; reduces to deciding whether E.,, is sampled from
€ or from its subset £’. However, no efficient method for making this distinction
is known. The basis (Peom, Qcom) is generated uniformly among all the basis of
Ecom[Nen] in Dy since we randomize it by a matrix A € GLa(Z/NwZ). In Dy,
the basis (Peom, Qcom) is also considered to be uniform assuming that ¢rep(Pok)
is uniformly distributed over Ecom[Nechi] \ {O} for a uniformly chosen ¢ysp.

Next, we consider the response rsp. In Dy, the isogeny (s is generated by
the way similar to A-KLPT. In D;, the isogeny sy is uniformly chosen among
all isogenies from FEpk to Ecom of degree 21¢ or 2%¢~1  As mentioned in [25],
distinguishing these two distribution is similar to [14] Problem 2], whose hardness
is assumed to prove the zero-knowledge property of SQIsign-v1.0. Therefore,
similar to the discussion in [14], it seems that there is no strategy that is superior
to a direct key recovery, computing ¢g from the knowledge of Ey.

Finally, we consider the hardness of a direct key recovery attack to find ygx
between Ej and Epk. Since the degree N of g is a prime number, a meet-
in-the-middle attack is not more effective than an exhaustive search attack on
N-isogenies from Ey. Since the number of N-isogenies from Ey is O(N), the
exhaustive search requires a computational cost of O(N). In our setting, we
have N = O(2"). Therefore, the cost of the exhaustive search is O(2*).

5 Efficiency

In this section, we analyze the efficiency of our ring signature scheme. First, we
provide our concrete parameters. We recall that our parameters must satisfy the
following conditions:

— e 2\
— p is a prime of the form p = f - 2° — 1 for some small integer f.
Ny is a prime satisfying Ny ~ 2* and (N%k) =14 Ny =1,7 (mod 8).

— Ngy is a prime satisfying Ne, ~ 27, (1\th> = -1 < Ny = 3,5 (mod 8),
and Nchl ‘ (p — 1).

The concrete parameters corresponding to NIST security level I are as follows.
— Parameters for NIST security level I (A = 128):

e= 247, p= 79-2%7 — 1, Ny =21 — 111,
Nep = 168118140144706967996895604212334429.
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Table 1. Signature sizes (in bytes) comparison for the NIST security level I

Protocol (NIST I)| Signature
Erebor-full [10] |16 4+ N - 170
Erebor-short [I0] |16 + N - 130
Ours 16 + N - 207

5.1 Signature sizes

In this subsection, we analyze the signature sizes of our protocol. The signature
of our protocol consists of (s1 : t1) € PY(Z/NewZ), N points {Pc(ézn}ie[zv], N
integers {u; }ie[n], and 4N points {Kfi), ce Kg)}z‘e[N]-

Each 2°-torsion point Kj(i) € E](i) [2¢] for ¢ € [N],j € [4] can be represented
by a coefficient cg-i) € Z/2°Z such that <KJ@> = (Pj(i) + c§i)Q§-i)) or (Kj(-i)> =
(cg.i)Pj(i) + Q;i)> for a deterministic basis Pj(i), Qgi) of EJ@ [2¢] with additional 1-
bit indicating whether sgi) is the coefficient of Pj(i) or Qgi). On the other hand, we

cannot compress each Ny -torsion point Pc(;L S Ec(é)m [Nchi] since we cannot solve

BiDLP over Eéf,)m [Nechi] for a non-smooth integer N . Therefore, we represent
P§32n € Ec(é)m [Neni] by its a-coordinate, which is an element of 2.

Therefore, the signature requires [logy Neni] & A bits for (s; : t1), N[log, p?] ~
4N X bits for {Pc(é,)n}ie[]v], NTlogy Newi] = N bits for {u;};ciny, and 4N (e+1) =
8N\ bits for {K{i), cee Kii)}ie[zv], and . Totally, the signature size is (13N +1)A
bits. Table [1] shows the signature size in bytes for each security level. Unfortu-
nately, our signature size is about 1.6 times of that of Erebor-short.

5.2 Computational Cost

In this subsection, we analyze the computational costs of our protocol by count-
ing the number of isogeny computations of dimension 1 and 2.

KeyGen. Our key generation invokes Qlapoti once. Therefore our key generation
requires e computations of (2, 2)-isogenies.

Sign. Our signing procedure for a ring of N parties invokes one commitment
algorithm P;, one response algorithm P,, and N — 1 transcript simulators S. In
the commitment algorithm Py, Qlapoti is invoked once. In the response algorithm
P>, Qlapoti is invoked once. In addition, we compute a 2°-isogeny twice. Finally,
each transcript simulator S invokes a 2%¢-isogeny computation. In total, our
signing procedure requires 2e-times (2, 2)-isogeny computations and (2e+4e(N —
1))-times 2-isogeny computations.



22 K. Nakagawa and N. Kunihiro

Table 2. Number of isogeny computation of each degree for NIST security level 1.

KeyGen Sign Verify
2-isogeny 0 N - 988 — 494|N - 988
(2,2)-isogeny| 247 494 0

Verify. Our verification requires a 24¢-isogeny computation for each party. There-
fore, our verification for a ring of N parties requires 4eN-times 2-isogeny com-
putations.

We summarize the concrete number of isogeny computations of our protocol
for NIST security level I in Table 2] Focusing on the parts that depend on
N, our protocol requires, for both signing and verification, the computation
of 29%8_isogeny per user. In contrast, Erebor-short requires, for both signing
and verification, the computation of 21954 . 340 isogeny per user. Therefore, our
protocol is expected to have a lower computational cost.

6 Conclusion

In this paper, we constructed a new X-protocol that satisfies special HVZK. By
applying the AOS framework on our X-protocol, we obtain a new ring signature
scheme. Compared to the existing isogeny-based ring signature Erebor, our ring
signature achieves lower computational costs for both signing and verification.
On the other hand, our ring signature has about 1.6 times larger signature sizes.
Exploring methods to reduce the signature size and developing an optimized
implementation of our protocol remain important directions for future work.
Achieving full anonymity is also an interesting direction for future work.
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