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Abstract. This work introduces new generic attacks on FOX-style Lai-
Massey schemes that use multidimensional linear approximations. A mul-
tidimensional linear property is transformed into a distinguisher. Our re-
search primarily focuses on extending this distinguisher to message- and
key-recovery attacks on Lai-Massey schemes. Indeed, our results demon-
strate that a 3-round distinguisher can be extended to a 4-round message-
recovery attack (and, depending on key lengths, a key-recovery attack),
using roughly the same amount of data as a 3-round distinguisher. We
propose a generic key-recovery attack that combines the multidimen-
sional distinguisher with the Fast Fourier transform method. Notably,
our 5-round distinguisher can be extended to an 8-round key recovery
attack, the best generic attack on FOX-style Lai-Massey schemes to the
best of our knowledge. Finally, we apply our generic attack to the FOX64
and SPC block ciphers.

Keywords: Multidimensional linear cryptanalysis - x? test - Generic
attack - Lai-Massey structure - FOX - SPC.

1 Introduction

Generic attacks on symmetric cryptographic primitives do not rely on specific de-
sign details of a cipher. They typically reveal inherent security limitations based
on factors like key size, number of rounds, and overall architecture. Generic
attacks can be devised using linear cryptanalysis, which was introduced by Mat-
sui [24] in the early 1990s. A version of this technique, known as multiple linear
cryptanalysis, uses several linear approximations to improve distinguishing ad-
vantage. Kaliski and Robshaw [17] showed that employing multiple approxima-
tions can lower the data complexity of an attack. Building on this idea, Hermelin
et al. [11,12,13] introduced multidimensional linear cryptanalysis, a refinement
where the set of masks is a vector space.

In 1991, the IDEA (International Data Encryption Algorithm) [19] was de-
signed by Lai and Massey as a modified version of the PES (Proposed Encryption
Standard) block cipher [20]. At Asiacrypt’99 [32], Vaudenay introduced a con-
struction based on the IDEA block cipher, known as the Lai—Massey scheme. Nu-
merous ciphers, including the WIDEA [15], FOX [16], MESH [25], and FLY [18],
have been inspired by the Lai-Massey structure. FOX is a family of block ciphers



based on the Lai—-Massey scheme, supporting block sizes of 64 bits and 128 bits.
Its round function is a substitution-permutation network. More recently, the
SPC cipher [1] was introduced, based on the Lai-Massey structure like FOX,
but with a round function adapted from SipHash [2] that operates on 64-bit
instead of 32-bit words. This paper focuses on FOX-like Lai-Massey schemes,
as shown in Figure 1, which are based on XOR operations rather than modular
addition and subtraction as in IDEA.
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Fig. 1: 2-round FOX-like Lai-Massey scheme.

Although some research has addressed the (strong) pseudorandomness of the
Lai-Massey scheme, several questions remain regarding its resilience to generic
attacks. In [32], the pseudorandomness and strong pseudorandomness of 3- and
4-round Lai-Massey schemes were evaluated. Later, it was proven in [22] that
4 rounds are not only sufficient but also necessary for a Lai-Massey scheme to
achieve strong pseudorandomness for (’)(2”/ 2) queries, assuming the round func-
tion F; : Fy — FZ is ideal. In later research [23], Patarin’s works [27,28,29] on
Feistel networks are adopted by developing reduced-round attacks on Lai-Massey
schemes with bijective and non-bijective round functions. They concluded that
attacking 4- and 5-round Lai-Massey ciphers requires greater computational ef-
fort than attacking 4- and 5-round Feistel schemes. In the literature, there are
also works on multidimensional linear attacks against Feistel ciphers, such as
Beyne [6] and by Ozdemir et al. [26]. While Feistel and Lai-Massey structures
share certain similarities, their differences are significant from a cryptanalytic
perspective. In this paper, we analyze the security of Lai-Massey constructions
against multidimensional linear attacks. A key distinction from similar work by
[6] and [26] is that trails were constructed for Feistel ciphers with non-invertible
round functions, whereas in our setting, the round functions are permutations.



A further difference is that the analyses in [26] relied on key-independent trails,
which only exist for Feistel ciphers with key additions at the input of the round
functions. In our case, the round function is key-dependent. These structural
differences lead to fundamentally different multidimensional linear approxima-
tions.

Our Contribution: This work uses multidimensional linear approximations
to obtain generic attacks on FOX-style Lai-Massey schemes, where o is a lin-
ear operation given by o(z1,2z2) = (22,21 ® x2). The multidimensional linear
property is transformed into a distinguisher using the x? test. For r > 2 rounds,
the data complexity of the generic multidimensional distinguisher (in the KPA
model) is O(2"17/21="/2) where n is the input size of the round function. Prior
studies have analyzed the number of rounds required to achieve pseudorandom-
ness in Lai-Massey constructions. Unlike Luo et al. [22], we demonstrate that
the 3-round multidimensional distinguisher, with data complexity 2"/2, can be
extended to a 4-round message recovery attack with the same data complexity.
Using the same idea employed for message recovery, we obtain a key recovery
attack by fixing the input of the first-round function to a constant.

In Table 1, we summarize the cost of generic attacks and compare them with
existing distinguisher results. As seen in Table 1, we reduce the data complexity
of 3- and 5-round distinguishers compared to prior generic attacks. Furthermore,
we present a 6-round generic distinguishing attack in the CPA model, which, to
the best of our knowledge, is the best distinguishing attack. Additionally, our
method enables 6-round and 8-round key-recovery attacks for master-key lengths
2n and 4n, respectively, given a round-key size of n. To validate our generic at-
tacks, we apply the proposed method to FOX64 and SPC. The results for the
data complexity of the x? multidimensional distinguisher are given in Figure 8.
They align with our theoretical predictions. The data complexities of the FOX
cipher are slightly better than the generic estimates. Additionally, the experi-
mental findings for the message recovery attack on SPC, presented in Figure 10,
are compatible with theoretical findings. Finally, a comparison of our key re-
covery attack complexities of FOX64 with those derived from integral attacks,
summarized in Table 5, indicates improved time complexities in many cases.

2 Preliminaries

This section presents the concepts required for understanding our generic attacks
on FOX-style Lai-Massey schemes using multidimensional linear cryptanalysis.

2.1 Security model

A statistical hypothesis test aims to evaluate how observed data support a spe-
cific hypothesis. This involves proposing two hypotheses: the null hypothesis,
which claims that the data originate from the real primitive, and the alternative
hypothesis, which asserts that the data come from an ideal primitive. The accep-
tance region A is a range of test statistic values that support the null hypothesis.



Table 1: Summary of generic attacks on r-round FOX-like Lai-Massey cipher
with 2n-bit block, n-bit round key and k-bit master key sizes. All work efforts
and data complexities are given up to constant factors. Key recovery attacks

leverage a variant of the Fast Fourier Transform method.

Types k r Data Ref. Work effort
n/2 n/2
2 2n/2 § 5 2n/2
2 [23] 2
KP 5 on/2 §3 22
based gnt 23] 95n /4
distinguisher o3n/2 §3 o3n/2
4 25n/2 (23]  2%/2
23n/2 § 3 23n,/2
5 Tn/4 Tn/4
2 [23] 2™/
9 1 §3 1
1 [22] 1
2n/2 § 3 2n/2
CP 3 n/2t n/2
based 2 [23] 2
distinguisher 4 on/2 §3 on/?
ont 23] 22"
93n/2 §3 93n/2
5 3n/2 3n/2
2°n [23] 2°n
6 22n § 3 2271
n/2 n
on 4 2 §51 n2
6 2%n/2 §5.1 23/2
Key 4 on/2 §51 n2"
recovery 5 ogn/2 §51  n2®
an 6 on/? §5.1 n2%"
23n/2 § 5.1 23n/2
7 23n/2 §5.1 n22"
8 23n/2 §5.1 n2’"

T The results are given for bijective round functions.

If the test statistic tyca (when interacting with the real cipher) falls within this
range, then the null hypothesis is accepted; otherwise, the null hypothesis is re-
jected in favor of the alternative hypothesis. The success probability Ps is the
rate of correctly identified positive instances, while the false positive rate Pp is



the rate of negative cases incorrectly identified as positive. The data complexity
required for a distinguishing attack to achieve specific values of Ps and Pr de-
pends on the statistical test used. Adversaries aim to maximize the advantage
of the attack, which is defined as Adv = Ps — Pr where P > Pg.

A distinguisher can be extended into a message-recovery attack by following
the formalization of Bellare et al. [5]. In this model, an adversary queries the
encryption of multiple distinct message pairs associated with a secret message
and uses the resulting ciphertexts to infer information about that secret message.

2.2 Linear approximations

In linear cryptanalysis [24], one attempts to find linear approximations with high
absolute correlations. A vectorial Boolean function F': F3* — Fy maps a binary
vector of length m to a vector of length n. The correlation matrix of the function
F; is denoted by C¥i [9], which is a 2" x 2™ matrix with coordinates

vu = 5n
zelFy

F, 1 (_1)uTFi(w)+uTm

for each input mask u € F5* and output mask v € Fy.

A function F' : Fy — FZ is called iterative if there are r vectorial Boolean
functions such that ' = F,. o F,._; o--- 0o F}. To analyze the linear approxima-
tions of iterative functions, we can specify the input and output mask for each
function Fj: a tuple of r + 1 masks «; such that (a1, a9, -+ ,a,11), is called a
linear trail. Hence, the function F; has input mask «; and output mask o;41.
Then, the correlation of the trail is the product of the correlations of the indi-
vidual functions F;. The correlation of a linear approximation can be obtained
by summing the correlations of all linear trails that share the same input and
output masks as the approximation, as follows:

r
C£T+170¢1 = Z HOQJAJM : (1)

Qg0 i=1

A linear distinguisher operates by estimating the correlation of the approxima-
tion using ¢ pairs of known plaintexts and ciphertexts. The data complexity of
the distinguisher must be sufficiently large to ensure that the distributions of
treal and tigear exhibit a significant difference in their means. For a successful
attack, the data complexity must be sufficiently large to satisfy the inequal-
ity freal — Mideal > Oideal- However, the mean p and standard deviation o of
the corresponding distribution vary depending on the statistical test, leading to
different data complexities.

2.3 Multidimensional linear cryptanalysis

One extension of linear cryptanalysis is multidimensional linear cryptanalysis.
It is based on multiple linear approximations whose masks collectively form a



vector space A. The data capacity of the multidimensional linear approximation
A over the function F' : F' — FZ | defined as

Cap(A) = Z (CF)2
(u,v)€A\{(0,0)}

where C’E . denotes the correlation of the linear approximation (u, v).

The main theoretical result of multidimensional linear cryptanalysis is Theo-
rem 1, also known as the Poisson summation formula in Fourier analysis. In the
context of cryptanalysis, the underlying idea is originally from [3] and is further
discussed in [11]. However, the formulation given in Theorem 1 differs in that it
applies to an arbitrary vector space of masks. Consequently, using this version
requires a change of basis to express the problem in the general form needed for
multidimensional attacks.

Theorem 1 (Theorem 4.1. [6]). Let z be a random variable on F$, V C Fg
a vector space, and V- the orthogonal complement of the subspace V. For all
n € F¢ it holds that

p(n) = Pr(z=n mod V*) = ﬁ Z (—1)”T"C(UTZ)

veV
where C(vT'z) = 2Pr[vTz = 0] — 1 is the correlation of v'z.

For multidimensional linear cryptanalysis, Theorem 1 can be applied to the
vector space V = A and the random variable z = (x,F(x)), where x is uniform
random on F%. This gives the following result [7]:

1
Pr ((x, F(x)) = (t1,t2) mod A*) = i S (rpratteel L (2)
(u,w)eA

where A+ = {(x,F(x)) € F§ x Fy | u"x + v F(x) = 0 for all (u,v) € A}. In
other words, the correlations C’}i » With (u,v) € A completely determine the prob-
ability distribution of the linear projections of plaintext and ciphertext, which
is a linear map from F} x F} to F3 x F3 /A+. The quotient space (Fy x F3) /A~+
is a vector space of the same dimension as A. In light of Equation (2), instead of
estimating the correlations of linear approximations in A, one can estimate the
probability distribution of 741 (x, F/(x)) for uniform random x.

A multidimensional linear approximation A can be used to construct a dis-
tinguisher based on Pearson’s x? test. The use of this test in cryptanalysis goes
back to Vaudenay [31]. The corresponding data complexity is [13,7]

o VM

~ ool (3)

q

In this setting, the relevant capacity captured by the difference between the real
and ideal capacities Cap,q,(A) — Cap;qea(4)- In general, the ideal capacity is
negligible, so the overall capacity is reduced to the real capacity.



Further details on the asymptotic data complexities of the distinguishers are
provided in Section A. Equation (3) represents the expected data complexity, but
a more precise estimation can be obtained for a fixed false positive probability
Pr and a given success probability Py. The x? test statistic is calculated as the
sum of the squared differences between the observed frequencies T'[z] of values
z in F} and their expected frequencies (uniform distribution), divided by the
expected frequencies:

2
2 (T[Z] —q/ Qn)
=y (4)
z€Fy q/2"
By the central limit theorem, the xizdeal asymptotically approaches the normal
distribution A (v,2r) as 2" and ¢ approach infinity. The false-positive rate is
calculated by

2 _ _
Xideal 1/275 v :1—@t v ’
2v 2v 2v

—
Z ~ N(0,1)

Pp =Pr [\Pen > 1] = Pr

where @(x) is the cumulative distribution function. Hence, the threshold value ¢
ist=v++v20® (1 — Pr). Once t is set for a fixed Pr, the success probability
can be calculated by how often the Xlz'eal statistic (the x? statistic based on
samples from the real cipher) exceeds t for a given data complexity.

2.4 Lai-Massey Structure

The Lai-Massey framework employs addition and subtraction operations in a
finite Abelian group G and incorporates an orthomorphism permutation denoted
by ¢ : G — G. That is + — o(x) and * — o(x) — = are both permutations.
The FOX [16] algorithm uses addition and subtraction operations in the additive
group G = F7, and we have

O'((El,(EQ) = (.’EQ || I +£L’2) .

This study focuses on attacking the FOX-like Lai-Massey structure, as shown
in Figure 1. For clarity, we provide a summary of the targeted Lai—Massey ci-
phers. However, the details are not essential for this work.

FOX family of block cipher FOX is available in two versions, with a vari-
able number of rounds depending on the key size. The first version, denoted
as FOX64/k/r, operates on 64-bit blocks and supports key lengths that are
multiples of 8 bits, with a maximum length of 256 bits. The second version,
FOX128/k/r, uses a 128-bit block size and allows the same key lengths. The de-
signers recommend using 16 rounds for FOX64 with a 128-bit key and FOX128
with a 256-bit key.



Fig. 2: The round function of FOX64.

The round function of FOX64/k/r consists of three main components: a
substitution layer S, a diffusion layer mu4 based on matrix multiplication, and
a round key addition (see Figure 2). Formally, the function takes a 32-bit input
and a 64-bit round key RK(g4) = RKq(32)[|RKj (32, and produces a 32-bit output.
The round function of FOX128/k/r is structurally analogous. It takes a 64-bit
input and a 128-bit round key RK(125) = RKp(g4)||RK1(64), and returns a 64-bit
output.
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Fig. 3: The round function of SPC.

SPC block cipher SPC [1] is a tweakable block cipher that employs the FOX-
style Lai-Massey architecture with a 128-bit key and block size. The round
function is a variant of the SipHash-1-2 function [2]. It processes a 128-bit key
k = ko || k1, an 8-bit round counter i, a 56-bit tweak tw, 64-bit constant values
v; and a 64-bit input mtance as seen in Figure 3. SPC is a 4-round Lai-Massey
construction.



3 Generic multidimensional linear distinguisher

The analysis in this section is generic, i.e. we assume that the round functions
F1, Fs, ..., F. have been chosen independently and uniformly at random. Fig-
ure 4 represents a 2-round iterative trail, which extends to 3-round and 5-round
trails as shown in Figure 5a and Figure 5b, respectively. In FOX-style Lai-Massey
schemes, the map o is a linear operation. For a state x = (z1,22), the o is
defined as o(x1,22) = (22,21 ® 22). Equivalently, o can be expressed as the
matrix—vector product Az, where

/
A= 01 and z=|"'| = Az = :E,l .
11 To T4

Note that A% = I. Therefore, applying o three times returns to the original value,
i.e. o(x) =y, o(y) = z, and o(z) = x. Hence, the permutation ¢ has order 3.
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Fig. 4: Two-round iterative linear trail for a Lai-Massey scheme.

3.1 Linear trails

The relationship between masks u, v and w in Figure 4 can be determined as
follows:

w'rovTo@)=udA™) T2 =0 = v ATv =0,
for all z € F}. Since AT = A, we obtain v = A™'u, which implies v = o~ (u).
Similarly, we have w = ¢~1(v) and u = o~ (w) where w = u @ v. To compute
the correlation of the multidimensional linear trails, we use the following result
due to Daemen and Rijmen [10].
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with 3 active round func-
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Fig. 5: Multidimensional linear trails for a Lai-Massey scheme in the KPA model.

Theorem 2. Let ¢ be the correlation of a nontrivial linear approximation for a
uniform random function F : F} — F%. The random variable 2"~(c+1) follows
a binomial distribution with mean 2"~ ' and variance 2"~ 2. In particular, as n
approaches infinity, the distribution of 2™/%c converges to the standard normal
distribution N(0,1).

Let ¢; be the correlation of the linear approximation with an arbitrary input
and output mask over the uniformly random function F5;. By Theorem 2, c; is
a random variable with an asymptotically normal distribution centered around

10



zero and with standard deviation 27"/2. Then, the correlation of the linear trail,
based on an iterative trail of » > 2 rounds in Figure 5, is equal to

Lr/2]

c(w) = H Ci.

Here w is the input and output mask of the first active round function, and
u = o~ Y(w) and v = u ® w. Hence, w determines the trail and the masks u
and v uniquely. We therefore refer to c(w) as the correlation of the trail with
|r/2] active round functions. Note that, in the expression above, we round down
/2 since there is one active round function in every two rounds. This provides
a good approximation for the correlation of the corresponding r-round linear
approximation. Since the random variables c1, ¢, -+, ¢|,/2) are independent by
the strong assumption that the random functions Fi,..., F, are independent,
the variance of c(w) is equal to E(c?(w)) = 27[7/2In,

5-round trails. The correlation of the corresponding linear approximation can
be written as a sum over all linear trails, which have the same input and output

masks
c(w) =Y X, (5)

where each trail contribution X, is the product of correlations of the active
round functions. For r = 5, E(c?(w)) = 272", which is too low to obtain a valid
attack. However, there are extra trails with the same input and output masks for
5-round Lai-Massey ciphers. The linear trails are obtained by the choice of the
input mask for the fork operation; hence, different masks can be chosen as input
masks for middle-round functions, as shown in Figure 5c. Hence, 5-round Lai—
Massey construction with three active round functions, each trail contributes
X, = ¢y - c3 - ¢4, where ¢; denotes the correlation of the linear approximation
through round function F;. The squared correlation of the approximation satisfies

E (c(w)?) =E (Z XT> =Y E(X2)+ > E(X.X.). (6)

TH#T!

The approximation for the 5-round Lai-Massey scheme with the input mask
(u,u) and the output mask (w,w) receives contributions from one principal
trail shown in Figure 5b, and approximately 2™ additional trails, because of
2™ possible values for 6, described in Figure 5c. Since the trails in Figure 5b
and Figure 5c are dominant, the sum of the correlations of these trails is a good
estimate for the correlation of the corresponding approximation. While other
linear trails exist, their individual correlations are sufficiently small that their
aggregate contribution remains negligible relative to the dominant terms [6].
Therefore, the total contribution equals

S E(XZ) m27m 4 2m 27 =227 (7)
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For two distinct parameter choices, the corresponding trails differ in at least one
active-round mask pair (see Figure 5¢). The covariance between the correlations
of distinct trails is zero for independent uniform random functions [7], so that
the term E (X, X,) becomes 0. Hence, we have E (c*(w)) &~ 2-272". For r < 4,
contributions of these additional trails are negligible.

3.2 Distinguisher in the KPA model

The multidimensional linear distinguisher presented in this section is derived un-
der the known-plaintext attack model, i.e., attackers have access to g plaintexts
and their corresponding ciphertexts. A multidimensional linear distinguisher can
be constructed by simultaneously estimating the correlations for all choices of
mask w. Note that there is a unique u and a unique v for every w € FJ. Specif-
ically, the vector space of input-output mask pairs for three rounds is given by

A= {((u,u),(v,v)) | w EFS}

As discussed in Section 2.3, the data-complexity of multidimensional linear
distinguishers depends on the sum of the squared correlations of the approxi-
mations in A. The sum of the squared correlations is well approximated by the
sum of the squares of the trail correlations. Since the distribution of the sum of
squared correlations is strongly concentrated around its mean, the average is a
reasonable estimate

Ef Y Ew) :(2”—1)E(c2(w)> ~ gnnlr/2)

weFF\{0}

As demonstrated by the linear trail in Figure 4, the input mask of even-
indexed round functions is non-zero, leading to an unknown probability dis-
tribution. In such a scenario, as discussed in Section 2.3, the x? test provides
the appropriate method for constructing a multidimensional linear distinguisher.
Hence, by Equation (3), the data complexity of the multidimensional y? distin-
guisher is roughly

q= O(2ntr/2j—n/2) ,
for r < 4.

5-round distinguisher. For the 5-round scenario, it is already explained in Sec-
tion 3.1 that E(c?(w)) & 2(272"), which implies

Capreat(4) = Y c(w)*=2-27"|4]. (8)
weFF\{0}

It has already been mentioned in Section 2.3, the data complexity is inversely
proportional to Cap,e,(A) — Capiqea(4). For 7 < 4, the ideal capacity is neg-
ligible, i.e., Cap(A) = Cap,eq(4). On the other hand, the additional trails are

12



essential for the correctness of the 5-round attack, so the data complexity be-

comes
- V14|
q

- Capreal<A) - Capideal(A) ’

where Cap,o,(A) — Capigear(A4) = 2727|A| since Cap;yeqi(A) = 2727|A|. The re-
sulting data-complexity becomes ¢ = O(23"/2) since |A| = 2".

3.3 Distinguisher in the CPA model

The distinguishing strategy of Section 3.2 extends naturally to the chosen—plaintext
(CPA) setting. By selecting plaintexts such that two Lai-Massey branches sat-
isfy xg = x1 + ¢ for some constant ¢, the attacker can control the XOR for
an input of the first round and thereby skip the initial encryption layer for the
distinguisher, as illustrated in Figure 6. Hence, in total, the attacker can skip 2
rounds before the first active round function. Under this condition, the expected
capacity of the multidimensional approximation becomes

E Z A(w) | =27 l=D20| g x g l=1)/2) 9)
weFz\{0}

The data complexity of the distinguisher is
g= 0(274(“1)/2)%/2) _

This yields, in particular, a 4-round CPA distinguisher with the same data com-
plexity as the 3-round KPA distinguisher. However, the CPA setting restricts
the number of inputs to at most 2™, which requires additional considerations for
6-round attacks. Hence, we must repeat the attack for several values of c.

Although different choices of ¢ modify the value of F(c) entering the second
round, this modification is deterministic and affects both branches symmetri-
cally. For any fixed ¢, the input to the 5-round distinguisher is therefore just
shifted by a constant. Changing ¢ simply produces different constant shifts of
the same input. From the perspective of the multidimensional distinguisher, dif-
ferent choices of the constant correspond to using a larger set of approximations.
The corresponding capacities therefore add, so that both the real and ideal ca-
pacities scale linearly with the number of distinct constants c¢. This follows from
the same covariance argument used above: correlations associated with distinct
trail decompositions are modeled as uncorrelated for independent uniform ran-
dom functions [7], and hence the covariance between the correlations of distinct
trails is zero.

6-round distinguisher: From the perspective of the multidimensional x? dis-
tinguisher, using [ distinct constants can be viewed as enlarging the set of ob-
servations from |A| to [|A].

13
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Fig. 6: Multidimensional linear trails for the Lai-Massey scheme in the CPA
setting with one prepended encryption round; = and ¢ denote the plaintext and
the constant.

However, this interpretation implicitly assumes that the corresponding statis-
tics are independent. Hence, the data complexity is approximately

q= VIl (10)

" Cap(4)’

14



where Cap(A) = Cap,eq1(A) — Capigear(4). The key point is that, once the dif-
ference between two branches is fixed for the 6-round distinguisher, the squared
correlation of linear approximations in A is the same as the case of the 5-round
distinguisher. The first round can then be skipped without contributing to the
overall correlation, and there are additional linear trails for the remaining 5
rounds. In particular, due to the mapping = — (x,z + ¢) at the beginning of
the construction, any two masks on the left and right branch whose sum equals
the input mask on z yield a valid trail. Under this assumption, both the real
and ideal capacities scale by a factor [. As a result, the real and ideal capacities
satisfy
Capreal(A) ~ (2 : 2_27])”/1‘7 Capideal(A) = (Q_Qn)”/l'

based on Equation (8) and Equation (9), respectively. Hence, Cap(A) a2 272" A|.
Since at most 2" plaintexts are available per constant ¢ and the size of the vector
space is 2", Equation (10) becomes

A1 A

T 2-2m|Y| 2-n/2’

Thus, using [ ~ 2" different choices of ¢ results in a data complexity of ig ~ 22".
This estimate assumes that the additional trails contribute approximately 27"
to the capacity of each approximation.

Table 2: Theoretical data complexities of r-round distinguisher on Lai-Massey
ciphers. The results in this work are based on the x? test. All complexities are
given up to constant factors.

r KPA Ref. CPA Ref.
on/? §3 1 §3
2 on/2 [23] 1 [22]
on/2 §3 on/2 §3
3 2" [23] on/2 [23]
23n/2 §3 2n/2 §3
4 23n/2 [23] 2" [23]
3n/2 3n/2
5 27’ /4 §3 23’ f §3
27" [23] 23 [23]
6 o 22n § 3

3.4 Comparison with existing results

Despite some structural similarities, Lai—-Massey and Feistel ciphers differ in that
many classical attacks yield different results [23] or cannot be applied directly
to the Lai-Massey structure. Patarin’s attacks [27,28,29] on Feistel ciphers rely
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on collision-based techniques, which are conceptually similar to the approach
adopted in this work. Luo et al. [23] adopted Patarin’s works to Lai-Massey
ciphers, thereby making their work comparable to ours. In Table 2, we compare
our results with those of [23] for the case of the bijective round function. Our
contributions reduce the data complexity of the generic attacks. Specifically,
we enhance the data complexity of 3- and 5-round generic attacks in the KPA
model and the 4-round generic attack in the CPA model, as shown in Table 2.
Furthermore, we present a 6-round generic distinguishing attack in the CPA
model, which, to the best of our knowledge, covers most rounds.

3.5 Applications to SPC and FOX

We experimentally validate the asymptotic capacities using randomly generated
round functions over F36 to reflect the generic setting. Experimental results show
that capacities are approximately 1, 2'6, and 232 for 3-, 5-, and 7-round distin-
guishers, respectively. The results are consistent with the theoretical predictions.
This agreement supports the accuracy of our capacity estimates and the under-
lying assumptions used in the analysis.

We also apply x? distinguishing attacks to the SPC and FOX64 ciphers.
Recall that the data complexity of an r-round multidimensional distinguisher,
with random functions over F%, based on the x? test for Lai-Massey ciphers is
approximately 2"L7/21=7/2 a5 stated in Section 3.2.

Algorithm 1: Computing the capacity of a multidimensional linear
distinguisher for an r-round Lai-Massey cipher.

Input: input mask: (u || u)
output mask: (v || v)
1 Set n « 232 ;
2 for i =0 to n do
3 Po[F2(4)] < po[F2(i)] + 1;

4 p;j[F2; ()] <= p;[F2; ()] + 1 //i=r/2
5 end

6 for i =0 to j do

7 | pj+ FFT(p;);

8 end

9 fori=1ton do

o po + polilp1[i] . .. p;[il;

11 Cap + Cap + p2;

12 end

For the targeted ciphers, the number of approximations is |A| = 232, As-
suming ideal round functions, the expected data complexities are 2! for 2 and
3 rounds, and 2% for 4 and 5 rounds by Section 3.2. We follow the capacity
computation algorithm in Algorithm 1 to validate these values. Although Algo-
rithm 1 supports varying round functions per round, FOX uses the same round
function with different round keys, so we compute the distribution only once.
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Specifically, all 232 input values are encrypted, the output frequencies are stored
in vectors, and the FFT is applied to vectors. Then, the sum of squared corre-
lations is obtained by taking the pointwise product of the vectors. For a single
active round function, the distribution can be computed without FFT; however,
computing the pointwise product of Fourier transformations (equivalently, con-
volution of probability mass functions) becomes computationally more efficient
when multiple active round functions exist.

Additionally, we evaluate the impact of varying key values on the data com-
plexity by calculating the corresponding capacities for the reduced-round FOX
cipher. For the 3-round cipher, it must be 1. For the 5-round cipher, capacities
range from 6.98353 x 10710 to 6.98506 x 10~ '° as seen in Figure 7a, which are ap-
proximately 23041 corresponding to a data complexity of approximately 24641,
For the 7-round case, capacities range from 8.1289 x 107! to 8.13235 x 10719 as
seen in Figure 7b, which are approximately 260-9? indicating a data complexity

near 276:09,
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(b) 7-round FOX cipher.

Fig. 7: Frequency distribution of capacities for reduced-round FOX cipher eval-
uated across approximately 100 distinct keys.

A more precise estimate of the data complexity can be obtained using the
x? test when the data complexity is not too high. Let (2%, z%) and (y&,y%) be
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q plaintext and corresponding ciphertext samples, respectively, with the fixed
tweak. To compute x? test statistic of the distinguisher, first, we store the fre-
quencies of z; = z% @ x’é ®o (Yt @ y}%) in a vector T for all 232 possible values
of z & m%. Then, the x? test statistic can be computed using Equation (4). As
detailed in Section 2.3, to experimentally determine the success probability for
a given false-positive rate, we define the decision threshold as

)+ /2007 — !

After obtaining the threshold value ¢ using, we experimentally calculate the data-
complexity for a given success probability by comparing 2° x? test statistics with
the corresponding threshold ¢. Figure 8 provides a summary of the experimental
data complexities of 3-round multidimensional x? distinguishers applied to SPC
and FOX ciphers.

t= (23— (1— Pr).

Fig. 8: Advantage as a function of data-complexity for 3-round 2 distinguishers
where Pr = 0.1.

(a) SPC (b) FOX
1 T 1 T
°
. 0.8] ° .
o ° @ °
g 08 15 06| 8
g g
: o ® ]
S 0.6 I
< = R
) 0.2
04 | | | 0 | | |
31 32 33 11 12 13

Data complexity (log, q)

Data complexity (log, q)

4 Message recovery

The message recovery attack in this section is in the message-recovery model
proposed by Bellare et al. [5]. Briefly, it is assumed that the adversary can non-
adaptively query the encryption of distinct message pairs associated with a secret
message.

We extend a 3-round distinguisher into a 4-round message recovery attack
by prepending an additional round. The message recovery attack is initiated by
prepending a single round of constant-value encryption before the distinguisher,
ensuring that the 4-round attack maintains the same data complexity as the
original 3-round distinguisher. The underlying principle of the attack is that
changes in the plaintext affect the distribution of the ciphertext because it is not
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uniform. Thus, the objective is not full plaintext recovery, but distinguishing a
difference between plaintext halves.

4.1 Distinguishing constant values

The distinguisher is based on comparing the ciphertext distributions resulting
from two specific plaintexts, and the goal is to determine whether a; = as by
exploiting statistical differences in the ciphertext distributions where a; and as
are the differences between the two branches.

To extend the 3-round distinguisher to a 4-round message recovery attack
using the same amount of data, we prepend one round to the distinguisher,
fixing the input to the first round to a constant value, as illustrated in Figure 9.

Fig. 9: 4-round message recovery attack on FOX-style Lai-Massey schemes.
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Let (x1,xR) and (yr,yr) be plaintext and corresponding ciphertext samples.
Hence, a« = z;, ® zr and y = yr, ® yg, i.e., the XOR of two branches of the
plaintext and ciphertext, respectively. Following the approach in [6], we have
ca(u) & (=1)*" ¢y (u) where ¢1(u) and ¢o(u) denote the correlation of the linear
approximation. Then Theorem 1 implies that pa(y ® «) ~ p1(y). The attack
proceeds by estimating the probability distribution of the sum of the left and
right halves of the ciphertext in two scenarios when encrypting the modified
plaintext with the constant values a; and aso: z° || (2° @ 1), and 2 || (2% & ap)
where i € 1,2,...¢/2. The goal is to distinguish the constants c;. Let p; and po
denote the distributions of the sum of the left and right halves of the ciphertext

19



for the first and the second cases, respectively. Similarly, ¢1(u) and ¢ (u) denote
the correlation of the linear approximation corresponding to the mask v when
the plaintext is fixed to 2’ || z° & a;. The two considered functions are the same
up to the XOR of two halves.

If the distributions are sufficiently close, then it is likely that a3 = ag; con-
versely, if the distributions differ, then a; # «s. The data complexity of the
4-round message recovery attack on the Lai-Massey scheme is based on the data
complexity of the 3-round distinguisher.

Algorithm 2: Computing the test statistic for distinguishing constant
values in the 4-round algorithm.

Input: input : sample z* uniformly at random

for i = 0,5 =0 to q/2 do

filBr (', a' ® ar)] « fi[Ex(z’ 2’ @ )]+ 1; //yr ® yr + Ex(zr,zR)
f2[Br (2?27 ® az)] « fao[Br(a?, 27 ® az)] + 1;

end
for i =0 to ¢/2 do
(F1(z) = F2(2))%
‘ s 2 fl(zli)+f2(zzi) )

(SN S R VI

7 end

While classical cryptanalysis often uses the one-sample x? test to detect
biases relative to uniformity, the two-sample test provides an extension to com-
pare two empirical distributions directly. Hence, we consider the two-sample
X2 test [30] in our statistical evaluation. The x? divergence between the two
distributions is computed using element-wise differences. So, the test statistic
simplifies to

_ v iz) = f2(20)?
For = Z fi1(zi) + fa(z:) 7 1D

where a; = 5. Once the threshold t is set for a given false positive probability
Ppast= (2" —1)+ /2(27 — 1) ®~ (1 — Pp), the success probability can be
empirically evaluated for a given data complexity by comparing the test statistic
S, with this threshold.

In the case where o # «, one can follow the same strategy given in [6], where
it is shown that

Eso — Es, %qZE\cl(u)F.

If the data complexity satisfies ¢ > v/27/ 3" E|e; (u)|” then E s, —E 5, > /27,
In this case, the distribution of E s, converges asymptotically to the y? distri-
bution with 2 —1 degrees of freedom. To achieve a low false-positive probability,
the decision threshold ¢ must be chosen larger than the standard deviation of
the ideal distribution, i.e., ¢t > 2"/2. This shows that (’)(2”L7'/2J_”/2) data is
sufficient.
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4.2 Application to SPC

Note that the expected data complexity of the 3-round multidimensional distin-
guisher for the Lai-Massey scheme is 2"/2 over round functions F : F§ — F%.
Hence, the expected data complexity of the message recovery attack on the 4-
round Lai-Massey cipher, outlined in Algorithm 2, is 2/2. The algorithm initial-
izes two vectors f1 and fo, then encrypts ¢/2 plaintext samples of each case using
the 4-round Lai-Massey cipher, where a; = 1 + =g, and stores the frequencies
of the sum of two halves of ciphertexts in f; and f3, respectively.

To check whether a; = g, the test statistic s,/ is computed using Equa-
tion (11). For a chosen false positive probability, a threshold ¢ is determined
accordingly as discussed in Section 4.1. The success probability is then evalu-
ated empirically by comparing the computed test statistic s,/ to this threshold
t for a given data complexity. The experimental results on the data complexity
of SPC are shown in Figure 10.

1
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o0
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=] [ |
g 0.6
e
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31 32 33

Data complexity (log, q)

Fig.10: Advantage as a function of data-complexity of the message recovery
attack on SPC.

5 Key recovery

The distinguisher can be extended to a key recovery attack by adding one or
more rounds. Let r’ represent the number of additional rounds added to the
r-round distinguisher, resulting in a total of r + r’ rounds in the key recovery
process. The correlation for each key guess can be estimated by decrypting r’
rounds. A test statistic is then calculated for each guess, and it is assumed that
when a correct key is used, the test statistic can be distinguished. To increase
the number of guessed key bits (), it is essential to maintain a low false-positive
rate. The candidates can be reduced to one or a few keys by ensuring Py x2¢ ~ 1.
The total time complexity of the naive key-recovery method is O(q2%), where
q is the data complexity required to compute the statistic. Matsui’s technique
reduces the time complexity to O(g + 2%) by separating the computation into
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two parts—one dependent on the data and one on the round key. Indeed, the
estimated correlation for any key guess k can be expressed as

C =

1< T Ta-1 1 Ta—1 1 T
- (_1)u zitv G (kyi) — = (_1)1) G, (k,2) (_1)u zi527 -
where G, corresponds to the appended or prepended rounds. In multidimen-
sional linear cryptanalysis, the same computation must be performed for every
approximation. The notion of separability is therefore crucial, as without it the
entire expression must be recomputed for every pair of masks.

5.1 Generic key recovery attack

In the generic setting, round functions are modeled as independent uniformly
random permutations whose inputs depend on secret keys. We assume that each
round function is parameterized as F;(z) = F(x + k;), where k; denotes the
round subkey and F' is a uniformly random permutation. In particular, we focus
on recovering the value Fy(c) first and then the corresponding round key.

The generic multidimensional distinguisher in the KPA model, which is de-
scribed in Section 3, can be extended to obtain a generic multidimensional key
recovery attack. Although slightly higher data complexity may be expected in
practice, the results derived for the r-round distinguishers in Section 3 can be
used to estimate the data complexity of an r + ' rounds key recovery attack
similar to the strategy in [26] with improved time complexities compared to the
naive and Matsui’s approaches. Generic attacks are often analyzed in terms of
both data and time complexity. For example, Patarin’s generic attacks on Feistel
schemes [28], and similar considerations appear in works of Leurent et al. [21,4]

Recovering Fi(c): In this section, the aim is to recover Fj(c) by constructing
inputs where the right branch is set as the XOR of the left branch with the con-
stant c. Rewriting the expression into a matrix—vector product precisely enables
an efficient extension, which motivates defining a matrix M with coordinates
indexed by (Fi(c), k) where Fy(c) € F} and a vector w indexed by tested values
z so that the vector of estimated correlations is calculated as matrix-vector prod-
uct. In this formulation, the entries Mp, () . capture the key-dependent values,
while the vector w depends only on the observed data. A variant of the FFT
method [8] can be used to improve the time complexity. By adding an extra
round before the distinguisher as shown in Figure 9 and encrypting the values
x' || (x4 ¢), the x? statistic for the key-dependent constant F(c) is equal to
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where w is a vector containing the occurrences of observed values

z=o(@) oo (yp) @2’ Do (yk),

and M is a matrix with entries

Mp, (o). = X*(2 @ 0(Fi(c)) @ c @ Fi(c)).

We have (ul'o(x; @ Fi(c))) @ (uT (z; ® c® Fi(c))). Since v = 0~ (u), we have

vy @ vy = (o (yp) @ o7 (i) -

Table 3: Generic key recovery attack on (r +7’)-round Lai-Massey schemes with
2n-bit blocks, n-bit keys and a k-bit master key.

k r+r r Data Method Work effort
4 1 on/? naive 28n/2
1 on/2 FFT n2"
2n 6 1 93n/2 naive 951/2
1 28n/2 FFT 28n/2
4 1 on/? naive 28n/2
1 2n/2 FFT n2"
5 2 on/? naive 25m/2
2 2n/2 FFT n22"
4
" 3 on/2 naive 27n/2
6 3 2n/? FFT n2’"
1 23n/2 naive 25m/2
1 23n/2 FFT 23n/2
7 2 23n/2 naive 27n/2
2 23'n./2 FFT n22n
8 3 23n/2 FFT n2%m

Without any optimizations, the time complexity of computing the matrix
M is O(22"). However, we can leverage the circulant structure of M using the
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FFT method to reduce the complexity of the matrix-vector product. M is a
circulant matrix since the key k is XORed directly to the plaintext, so it suffices
to compute My .. We compute the test statistic by performing the matrix-vector
product through the pointwise multiplication of the FFT of the first row of M
and the FFT of w, followed by an inverse Fourier transform. This reduces the
complexity of calculating matrix M to O(n2™). Therefore, the total complexity
is O(n2™ + q), which simplifies to O(n2") if ¢ < n2™. Consequently, the overall
time complexity is strictly improved over both the naive method O(¢2™) and
Matsui’s approach O(q + 22") as seen in Table 3.

Recovering the round key of Fy: The attack can continue with recovering
the round key of F}. It is essential to maintain a low false-positive rate to reduce
the number of key candidates based on Pp2¢ where ¢ is the number of key bits in
the round function. Then, the time complexity becomes O(n2" + g + 2¢) where
Pp~1/2°

Key recovery attack with additional rounds: For a key-recovery attack
that extends the distinguisher with 7’ additional rounds, these operations must
be performed for each key guess. However, instead of guessing the key for each
candidate, a lookup table can be precomputed to map the round-function out-
puts to their corresponding subkey candidates. Then each candidate is resolved
by a single table lookup with 2¢ entries, each of size n bits, and time complexity
O(2%). The overall complexity is then dominated by three components: the re-
covery of key-dependent value F(c), the recovery of the round key of Fy, and the
recovery of the additional rounds’ keys. This yields O(n2"("' =D 4 ¢+2¢). In Sec-
tion 3.5, r can be either 3 or 5, corresponding to data complexities of (9(2”/2) and
O(23"/2), respectively. Substituting these values, the time complexity simplifies
to

O<n2n+(r/_1)£ 4 2/) , r = 37
T =
O(n2n+(rg1)z L9302 | 2@) r=5,

where Py &~ 1/2""¢. The term 2¢ accounts for the precomputation of the lookup
table. When fixing the guessed key size ¢, these expressions can be further simpli-
fied. For the (3+r’)-round key-recovery attack, the time complexity is O(n2"’"')
for £ = n, and O(n22""'~" 4 22") for £ = 2n. Similarly, for the (5 + /)-round
key-recovery attack, the time complexity is (’)(n2”7'/ + 237/2) for ¢ = n, and
O(n227' = 4921 for ¢ = 2.

The maximum feasible number of additional rounds, 7 .., depends on the
master key size, k, and the number of guessed key bits, £. Since the time com-
plexity is upper-bounded by exhaustive key search, i.e., T < 2*, the value of 1’
can be computed accordingly. The results for r/ . are provided in Table 4.

max
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Table 4: Maximum feasible 7/, and time complexities for key recovery attacks.

max

r Ak Tha T

n 2n 1 n2"
3or5 "~ 4n 3 n2%"

ondn 2 n2®"

5.2 Application to FOX64

We can apply our key recovery technique described in Section 5.1 to the FOX64
cipher. FOX64 operates on a 64-bit block and uses a round key structured as
RK64) = RKosz) || RKy(s2), as illustrated in Figure 2. Hence, { = 2n where
n = 32, resulting in time complexity of 25327 4 264 for 3 + ¢/ and 5 + ¢/
distinguishers. For a block cipher with k-bit key size, a practical key recovery
attack is expected to have a time complexity below 2¥, corresponding to 26 and
2128 for FOX64/64/16 and FOX64/128/16, respectively. Hence, valid values for
r are 3 and 5, with ' = 1 for FOX64/64/16 and ' € {1,2} for FOX64/128/16.
This yields key recovery attacks on 4- and 6-round FOX64/64/16 with expected
time complexity 264. Similarly, a 7-round key recovery attack is possible for
FOX64/128/16, with a time complexity of 2191, where r = 5. The data and time
complexities of these key recovery attacks on FOX64 are summarized in Table 5.
More details about the implementation of the FFT-based key recovery attack
are provided in Section B.

Table 5: Key recovery results of 7 + r’-round FOX64.

r 4 7’ Data Ref. Work effort
4 1 2158 §5.1 264
29 [33] 245.4
s 2 2161 §5.1 2101
29 [33] 2109.4
6 1 232t §5.1 264
15 [14] o124
. 2 2321 §5.1 2101
230.9 [14] 2124

T Asymptotic results.
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A Asymptotic data complexity

When the signs of correlations are unknown, precise probability distribution
estimation requires guessing, and Vaudenay [31] proposed using the x? test. For
a successful attack, the data complexity must be sufficiently large to guarantee
that fireal — Mideal > Tideal. The bound in Equation (3) follows from analyzing
the condition freal — flideal > CTideal. Using the multidimensional x? test, the
expected value of the test statistic under the real cipher is

Hreal = E I:Xl?ealjl ~ |A| -1+ q Z E [(CEU)Q} ’
(u,v)€A\(0,0)

The central limit theorem states that the sum of many independent and iden-
tically distributed random variables follows a normal distribution in the limit.
In particular, as the sample size grows, the distribution of the sample mean
approaches a normal distribution. For uniformly random data, the random vari-
able x?deal (the test statistic under uniform random samples) asymptotically
approaches the normal distribution N (freal; 2pireal). The x? distribution with
lreal degrees of freedom represents the distribution of the sum of squares of fiyeal
independent standard normal random variables, s0 fiyea1 = E[xZ..] = |4]—1 and
Ui2deal = 2Hreal = 2(|A| - 1)7 which implies E [Xfeal] -E [XiZdeal] > 2(|A‘ - 1)
Consequently, a successful x? distinguisher requires qCap(A) > \/W, which

Vil

yields the data-complexity bound ¢ =~ Cap(A) -
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B Pseudo-code

Algorithm 3: FFT-based key recovery attack using r-round multidi-
mensional distinguisher.

input mask: (u || u)

output mask: (v || v)

Set N < 2™ where n represents the input size of the round function;
Set master key <+ k;

for i =0 to N do

input : x || x + ¢;

output :yy, || Yri _ v

2= o(a') + o (yh) + 2t + o (yh);

© B N O CAWN R

end
for i =0 to N do
+ + polfs(d)]; //f; are active round functions whr j € {0,...,£}

o
= O

12 + + pe[fae41 ()]s //e= 15

13 end

14 for i =0 to N do

15 | pold] « polilpi[d] ... pelil;

16 end

17 for i =0 to N do

18 ‘ Mi] < (po[l]q;#; //Mli] is the entry of Mg, (c),-
19 end

20 M « FFT(M);

21 for ¢ =0 to q do

22 | ++wlz); //w is a vector of the occurrences of z;
23 end

24 for i =0 to N do

25 | wli] < wli]/N;

26 end

27 w <+ FFT(w);

28 for ¢ =0 to N do

20 | wli] < wli] * M[i];

30 end

31 Xiﬂl(c) «— FFT(w); //x? statistic for constant Fj(c)
32 Computing success probability of the attack for a given false-positive rate:
33 Sort Xiﬂl(c) in descending order with indices s[i);

34 ¢y «+ fi(k1,c0); //ki subkey of it" -round function
35 ng < # of attempts;

36 for i =0 to N do

37 if cp, = s[i] & £ ={#i | s[i] > Pr * N} then
38 Ps + 7=

39 The data complexity <+ ng * N;

40 end

41 end
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