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Abstract. A lattice-based adaptively secure compact IBE scheme can
be constructed in the random oracle model. However, not only is it chal-
lenging to construct a lattice-based compact IBE in the standard model,
but the compact construction from truncation collision-resistant hash
functions (TCRHF) introduced by Jager and Kurek (ASTACRYPT 2018)
still fails to construct a compact IBE.

To fill this gap, we construct an adaptively secure, compact IBE scheme
from the lattice assumption and the TCRHF. Compared with the pre-
vious IBE scheme of Jager et al. (PKC 2021) from a variant TCRHF,
in which the master public key includes w(log())) matrices (or ring vec-
tors if considering in the ring setting), our scheme only needs a constant
number of ring vectors in the master public key. To achieve this compact
IBE, we first design a compact partition function based on the TCRHF
and an equality-testing function. We believe our newly designed parti-
tion function can be applied to the design of other compact cryptographic
schemes based on TCRHF.
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1 Introduction

Identity-Based Encryption (IBE) extends the concept of public-key encryption
by allowing a user’s public key to be derived directly from a unique identifier,
such as an email address or a unique name. Encrypted messages can be sent
to a user using only their identity as the public key, while the corresponding
decryption key is obtained from a trusted authority known as the Private Key
Generator (PKG). The primary advantage of IBE is the elimination of tradi-
tional public key infrastructure (PKI), which streamlines key management and
distribution. An IBE scheme is called adaptively secure if, even when an attacker
can request private keys for arbitrary identities (except the target) and adapt
their choices based on information learned during the attack, they still cannot
distinguish between encryptions under the target identity. This is a stronger
notion than selective security, where the adversary must declare the target iden-
tity before seeing the system’s public parameters. Many influential adaptively



secure IBE constructions [5,23,24] are based on classical number-theoretic as-
sumptions; however, these assumptions are vulnerable to quantum attacks [22].
This motivates the study of post-quantum IBE, and lattice-based cryptography
is among the most compelling candidates due to its worst-case hardness and
its rich toolkit for advanced primitives. Therefore, this paper focuses on the
constructions of adaptively secure lattice-based IBE schemes.

The first lattice-based IBE scheme presented in [8] uses the pre-image sam-
pling technique, but it is only proven in the random-oracle model. The works
of [3,7] construct the first lattice-based IBE in the standard model, but their
master public key (mpk) consists of O(¢) random matrices. Therefore, the con-
struction is not compact®.

On one hand, a series of works [1,2,4,9,13-16, 25-27] have applied par-
titioning techniques to reduce the public parameter size of lattice-based IBE
schemes. However, none of these constructions achieves truly compact IBE.
Among them, the asymptotically most compact scheme is presented in [2], where
the IBE scheme still requires at least w(1) ring vectors in the master public key,
which remains superconstant. We refer to the IBE scheme of [2] as achieving
almost compactness.On the other hand, [12] constructs a compact IBE from the
LWE assumption and a variant of the truncation collision-resistant hash func-
tion (TCRHF)? introduced in [11]. However, their construction needs w(log(\))
matrices in the mpk. This result performs less favorably compared to the con-
struction in [2]. Therefore, a natural question that comes to mind is:

Can we construct a compact adaptively secure IBE scheme from standard
lattice assumptions and TCRHF 7

The works [6,17] focus on constructing (almost) tightly secure IBE from lattices.
However, their schemes are no more compact than the first adaptively secure IBE
schemes in [3,7]. We therefore aim to construct an adaptively secure, short, and
compact lattice-based IBE scheme.

! We call an adaptively secure IBE scheme (almost) compact if its mpk size is (w(1))

constant times the size of that of a selectively secure IBE scheme. In the lattice
setting, it is folklore to call an adaptively secure IBE scheme compact if it contains
a constant number of matrices in Z7*™ (or ring vectors in Zg[z]/(z™ + 1)) for a
scheme modulus ¢ of polynomial size in the security parameter A, and n = O(\), m =
2n-log(q). Therefore, the asymptotic number of matrix (or ring vectors) can directly
show the asymptotic bit size of the mpk.
A TCRHF hashes an input and uses only a truncated output. The truncation col-
lision resistance property requires that no algorithm can find collisions significantly
faster than the standard birthday collision algorithm, even when only short prefixes
of hash values are considered [11]. The work of [12] requires the hash function to
satisfy the weak n’-near-collision resistance, in which the adversary’s goal is to find
the collisions at n’ positions that were claimed by the adversary at the beginning
of the security game [12]. If these positions are selected at the first n’ places, weak
n/-near-collision resistance can be reduced to the truncation collision resistance.



1.1 Owur Contributions

We answer the above question positively by constructing a lattice-based, partition-
based IBE scheme with short master public keys using TCRHF. Following the
research line of partition-based constructions, we obtain an adaptively secure
compact IBE scheme from ring learning with errors (RLWE, see Definition 2.11)
problems and TCRHF. Namely, the mpk in our IBE scheme only includes a con-
stant number of ring vectors, which is comparable with the selectively secure
IBE construction of [3]. Furthermore, our IBE scheme shares relatively small
parameters (asymptotically) than the previous almost compact IBE construc-
tion of [2]. To achieve this compact IBE scheme, we combine the more compact
homomorphic equality test function given by Abla et al. [2] and the TCRHF
introduced by [11]. The detailed construction ideal will be presented in the next
section.

In Table 1, we summarize our results and compare them with the previous
partition-based typical constructions. To be fair, we considered the ring variant
of the IBE schemes based on the plain LWE problem. Due to the cost of large
public key sizes (need for super-polynomially large modulus and a large number
of matrices in the master public keys), we didn’t list those (almost) tight con-
structions of lattice-based IBEs in the standard model [6,17]. Note that the IBE
scheme of Zhang et al. [27] is Q-bounded; thus, we didn’t list it in the table.

Table 1. Comparison with Lattice Based IBE Schemes in the Ring Setting.

Scheme ring#i:cftors ring#i/(:)cftors R-LWE Param
in mpk in ct/skig 3
(3] o) o(1) B o)
[16] O()\l/u)’r O(l) O(n0'5+2“)
[26] I + [15] w(log?(N\)) o(1) O(n?)
(26] 11 w(log())) o) poly(n)"
(12] O(log())) o) B(n®)
(1] w(log(n)/ loglog(n)) o(1) O(n®7)
2] A w(log(A)) 0(1) O(n4~5+%)ﬁ
[2] B w(l) o(1) O~(n7'5+%)
Ours ‘ O(1) | O(1) O(n®3)*

Notations: mpk, ct, skig denote the master public key, ciphertext, and secret key of identity
id. @, A and n denotes R-DLWE parameter, security parameter and the ring dimension.

(1) This value can be reduced to O(n*°) if we consider ours IBE scheme in the crs

model as in [2] A.

* poly(n) denotes some fixed but large polynomial. It is hard to determine an explicit
bound for comparison due to the implicit construction of the work.

t p € N is a constant that can be chosen arbitrarily. Since the reduction cost is
exponential in p, this value is typically set very small (e.g., p = 2 or 3).

1
it & > 1 can be any constant that satisfies nx > 3+ Kk, e.g., 2 or 4, depending on how

we set parameters of the underlying error correcting code.



1.2 Overview of Our Techniques

In this section, we provide an overview of our high-level construction ideas.

Previous design idea. Recall that, in the adaptive security game of the IBE
scheme, the adversary is allowed to make key extraction requests to KeyGen for
any non-challenge identity id at any stage of the security game, so the simulating
algorithm should be able to respond with a corresponding legal secret key skiq.
Meanwhile, to reduce the security of the IBE scheme to the associated RLWE
problem, the simulating algorithm must embed the RLWE challenges into the
challenge ciphertexts of the IBE scheme. In general, the identity space is divided
into two parts: for one part, the simulation algorithm can generate secret keys;
for the other, it can generate challenge-ciphertexts. If a keyed function Fk (-) can
split the identity space as desired, then the simulating algorithm can use this
function to do the reduction. We call the function Fik(-) a partition function.
More compact (requiring fewer inputs) partition functions result in more com-
pact IBE schemes. Partition-based IBE schemes, as their name suggests, make
use of the above intuitive observation. Therefore, the most challenging part of
this approach is to design a more compact partition function.

While Considering the above intuition in lattice settings as in [3], the simu-
lating algorithm can generate the secret key skig via the efficient trapdoor of [19]
if the function value Fi (id) = 1, and can embed the RLWE challenges into the
challenge ciphertext of id" if F(id*) = 0. The work of [26] generalized the above
property of Fg(id) as follows:

Fy (id(l)) — 1A AFg (idQ)) — 1A Fy (id*) =0,

where id™ - - - id@ are identities that the adversary asked for key extraction, and
id* is the challenge identity. As shown in [26], a lattice-based IBE scheme can
be constructed by (1) designing a partition function with the above property?,
and (2) designing efficient homomorphic evaluation algorithms for the partition
function. Following this idea, the follow-up work [2] showed that pairwise in-
dependent hash functions suffice for partitioning, and constructed a partition
function from error correcting code (ECC) by repeating the basic hash function
H, 5(id) := ECC(id)[a] + B € Z, for t = w(1) times® .Then, we considered
the whole design in the ring setting and presented an efficient homomorphic
evaluation of the hash function. Note that the hash function above includes a
partitioning key in its definition. Below, we show our compact partition-function
design with keyless TCRHF.

Our Techniques. We observe that the function value F(id) = 1 for a non-
challenge identity id is unnecessary for a lattice-based IBE. Instead, we need

3 We further need the partition probability to be noticeable, and can be covered in a
sufficiently small interval.

4 The error correcting code is defined as ECC : {0, 1}[ — le_v for some prime p and
integer L, ECC(id)[a] denotes the a-th element of the vector ECC(id) for id € {0, 1},



Fi (id) to be invertible in the corresponding ring R,. Yet the value F (id*) =0
is required. In addition, we observe that the partition function can be seen as the
composition of a pairwise independent key-less hash function and another keyed
function (e.g., Fx(id) := fx (Hash(id))), where Hash is a key-less public function.
Using this important observation, we can combine the TCRHF from [12] with
the equality test function from [2] as follows: Firstly, for a key K = (t*,i*) €
{0,1}4 x [d] for some d > w(log(n)), we define the function fr : {0,1}¢ — R, as

fre(y) = y<i- () = 12 (2),

where y<;-(x) and tZ,.(z) are the ring elements with the coefficients from the
corresponding i*-prefixes of the strings y and ¢*. Then, for a key K = (t*,:*) €
{0,1}% x [d], our final partition function, F/(-), is defined as

Fi(id) := fx(Hash(id)) = Hash(id) <~ (z) — tZ;. () € Ry,

where Hash : {0,1}* — {0,1}% is a truncation collision-resistant hash function
° and t%,. (x), Hash(id)<;~ (z) are the binary coefficient ring elements, whose
entries are from the corresponding bits of the bit strings Hash(id) and ¢*. Note
that the function Fk (id) is trinary polynomial, and thus for some special quotient
ring ©, it is invertible if it is non-zero (see Lemma 2.8). Namely, Fi (id) is a zero
polynomial if it is non-invertible. Furthermore, the partitioning property can
be shown from the truncation collision resistance property of the hash function
Hash and the design structure of the function Fk (). Another desired property
of the partition function is efficient homomorphic evaluation with polynomial
modulus. Below, we show this property of the above function Fg(-).
To homomorphic evaluate the function Fy , we rewrite it as follows:

d
Fg(id) = Z Eqtest; (i*) - Hash(id)<i — £,
=1

where Eqtest,;(i*) is the equality test function that outputs 1 if i = ¢*, and
outputs 0 otherwise. Therefore, given the GSW-type encodings, as in [2], of i*
and t%,., then the homomorphic evaluation of F can be accomplished by the
linear combination of the homomorphic evaluation of the equality test function
Eqtest, (-) for ¢ € [d]. Thus, the above evaluation process is compact and efficient
if the underlying equality test function is efficient and compact. Fortunately, the
work of [2] presented an efficient and compact homomorphic evaluation of the
equality test function Eqtest; for the index i € [n]. From the previous discussion,
the partition property holds for d > w(log(n)). Therefore, the homomorphic
evaluation process presented above is compact and efficient.

Furthermore, due to the compactness of our partition function, our IBE
scheme using the partition technique is also compact. We also believe that our
newly designed partition function may find applications in designing other com-
pact lattice-based cryptographic schemes, such as signatures, ABE, and others.

® More details can be found in the following sections or the work [12].
5 Let R, = Z[z]/(x™ +1) for n a power of 2, and q be a prime such that ¢ = 3 mod 8,
then the polynomial a € R, with ||Coeffs(a)|| < \/q is invertible in R,



2 Preliminaries

Notations. We use [k] to denote the index set {1,2,--- , k}. We use lower-case
bold letters to denote the vectors (e.g., a), and use upper-case bold letters to
denote the matrices (e.g., A). For a probability distribution y, we use z + x to

denote that = is sampled from the distribution x. For a set S, x & S denotes
that z is uniformly sampled from the set S. The 2-norm of a vector a is denoted
by ||al|. For a square matrix T, we use ||T|lgs to denote the longest column
of Gram-Schmidt orthogonalization of T and use s1(T) to denote the largest
spectral norm of T. The function negl(-) denotes the negligible function, that is
for any constant c, there is an A such that for all A > Ao we have negl(\) < +=.
We define the statistical distance between two random variables X and ) over
the support 2 as A(X,Y) := > ., |[Pr[X = s] —Pr[Y = s]|. For two probability
distributions P and Q, we say P is statistically close to Q if A(P, Q) < negl(\).

2.1 Identity Based Encryption

Definition 2.1 An IBE scheme consists of algorithm tuples (Setup, KeyGen, Enc, Dec)
as follows:

Setup(\) — (mpk, msk) : on input the security parameter X, it outputs the master
public key mpk and master secret key msk.

KeyGen(msk, mpk, id) — skig : on input the master key pair (mpk,msk) and an
identity id, it outputs the secret key skig for the corresponding identity id.

Enc(mpk,id, 1) — ct : on input the master public key mpk, an identity id and a
message [, it outputs the ciphertext ct of the message p under the identity id.

Dec(mpk, ct,skig) — /L : on input the master public key mpk, ciphertext ct and
the secret key skig of identity id, it outputs a message p if ct is the encryption of
w under the identity id, and outputs L otherwise.

Correctness. We say an IBE scheme Ijgg is d-correct if for the security pa-
rameter ), identity id € ID and any message p, the following holds

(mpk, msk) + Setup(\);
skid +— KeyGen(msk, mpk, id);
ct + Enc(mpk,id, u);

/

I <+ Dec(mpk, ct, skiq)

Pr|u # <4,

where the probability is taken over the randomness of the algorithms Setup, KeyGen
and the encryption algorithm Enc. If the value of § is negligible in the security
parameter A, then we simply call the IBE scheme correct.

Adaptive Security. The adaptive security of an IBE scheme is described by
the following experiment EXPT'E:WCPA (M) between a challenger and an adversary

A as follows:

EXPTRSE (A) — {0,1}



Setup: At the beginning of the game, the challenger runs Setup(\) to obtain
master key pair (mpk, msk), and then it sends public master key mpk to the
adversary A.

Phase 1: The adversary may adaptively make secret key queries for the identities
in ID. Receiving an identity id € ID as a key query from the adversary, the
challenger runs KeyGen(msk, mpk, id) to get a secret key skiq for the identity
id, and sends it to the adversary.

Chall: After finishing Phase 1, the adversary sends out two equal-length messages
1o, 41 and an identity id* € ID, which is never made a secret key query in
previous Phase 1, to the challenger as its challenge. The challenger chooses
a random bit b € {0, 1}, and obtains challenge ciphertext ct* by encrypting
1y under the challenge identity id*, and then sends ct* to the adversary.

Phase 2: After the challenge query, the adversary A continues to make an adap-
tive secret key query for any identity id # id*. The challenger responds as in
Phase 1.

Guess: After all, the adversary outputs an guess b’ of b. The experiment outputs
1if b="¥, and 0 otherwise.

Definition 2.2 We say an IBE scheme achieves adaptive security under a cho-
sen message security attack (simply, adaptive security) if for any probabilistic
polynomial time (PPT) adversary A and the experiment EXPTR‘,EEA (M) defined
above, the following holds:

1
‘Pr {EXPT'R;QEA () = 1} - 5‘ < negl(M\),

where negl(\) is the negligible function in security parameter \.

2.2 Truncation Collision-Resistant Hash Function

TCRH. In this paper, We use the truncation collision-resistant hash function
from [12] in our construction of a compact IBE scheme. Here, we define the
truncation collision-resistant hash function. For an integer n, let H : {0,1}* —
{0,1}" be a hash function, then, for an index i € [n], we identify the i-th
truncation of the hash functions H, denoted H;, as a function which outputs
the prefix of the output of the hash function H of length ¢. In particular, the
n-th truncated hash function H,, is identical to H. Note that a hash function
family can be constructed from a hash function by introducing an evaluation
key. Namely, we can construct a hash function family H from a hash function
H as follows:

H 1= {Hex, ek < {0, 1}*|Hex(z) := H(z|ek) for any x € {0,1}*}

We formally define a hash function’s Truncation Collision Resistance (TCR)
security as follows.



Definition 2.3 We say a hash function family H is i-th truncation collision
resistant if for any adversary A modeled as a Turing machine, the following
probability holds:

Pr (1‘1,.’132,--~,$Q)<—A(H) < ti\
Hen |3,k € [Q), s.t.Hi(x;) = Hi(xg) Nxj # x| = 21417

where H; is the i-th truncation of H, @ is the number of elements that the
algorithm A able to output, and t 4 is the running time of the algorithm A.

Obviously, for a small constant index ¢ € [n], the i-th truncation collision
resistance of any hash function can be trivially broken. This is the case since
the algorithm A can output more than 2! elements for any constant integer i,
and a collision exists in the first ¢ bits. Hence, to make use of the truncation
collision property of a hash function, we need to set the index to a super-constant
number. A more detailed discussion about the rationality of the above definition
can be found in [11].

Partition function, also known as a balanced admissible hash function [10],
is vital to the security proof of partition-based IBE schemes. The following def-
inition generalizes the partition function in [26]. Instead of outputting a binary
value, the invertibility of the partition function’s output in R, suffices for the
security proof of ring lattice-based IBE schemes. Thus, we rewrite the partition
function definition from [26] as follows.

Definition 2.4 (Partition Function[ [26]) Let F = {F) : Iy X X\ — Ra} be
an ensemble of function family, we say that F is a partition function, if there ex-
ists an efficient algorithm PrtSmp(1*), which takes as input polynomial bounded
Q = Q(X) € N and noticeable € = ¢(\) € (0,1/2] and outputs K such that :

— There exists \g € N such that Pr [K €Ky K& PrtSmp(l’\,Q()\),e()\))} =

1 for all A > Xg, where A\g may depend on Q(X) and e()\).
— For A > Ay, there exists Ymax(A\) and Ymin(A) that depends on Q(N) and e()\)
such that for all XM ... X@) X* ¢ Xy with X* ¢ {X(l)7 e ,X(Q)}

Tnax NP Fie (XO)e Ry, -+ Fie (XQ)€ Ry A Fie (X7) = 0] 27min (V)

holds and the function 7(\) defined as 7(\) = Ymin - €(A) — M is
noticeable. The probability is taken over the random choice of the function

key K <& PrtSmp(1%, Q()), €(V)).
We call K the partition key and 7(\) the quality of the partition function.
The proof of the following lemma can be found in the paper of [3,16]

Lemma 2.5 (Lemma 8 in [16]) Let us consider an IBE scheme and an ad-
versary A that breaks the adaptively anonymous security (resp. pseudo-randomness)



with advantage \. Let the identity space (resp. input space) be X and consider a
map 7y that maps a sequence of elements in X to a value in [0,1]. We consider the
following experiment. We first execute the security game for A. Let X* be the
challenge identity (resp. challenge input) and X1,--- , Xq be the identities (resp.
inputs) for which key extraction queries (resp. evaluation queries) were made.
We denote X = (X*, Xq,--- ,Xq). At the end of the game, we set coin’ € {0,1}
as b = b with probability v(X) and b < {0,1} with probability 1 — ~(X). Then,
the following holds

7 1 max ~— /min
Pr[b::b} —5 Z’Ymin'G— %

where Ymax and Ymin are the maximum and the minimum of v(X) taken over all
possible X, respectively.

2.3 Gaussians, Rings, and Ring LWE

Lattices. For a full rank matrix B = [by,--- ,b,] € Z™*", the lattice generated
by B is the set A = L(B) :={B-c=>" ¢ bjlc=(c1, -+ ,¢,) € Z™}. This
paper focuses on a particular family of so-called g-ary integer lattices for some
integer ¢. For the positive integers n,m, ¢, a matrix A € Zy*™ defines two types
of following full-rank m-dimensional g-ary lattices as follows:

A+ (A) :={e]A-e=0 mod g},
A(A) :={e[Fz € Zy st,AT-z=e mod ¢}

For any vector u € ZI", the ”shifted” lattice Ay (A) is defined as A} (A) :=
{e|]AT e =u mod ¢}.

Gaussians. For a real s > 0, the n-dimensional gaussian function with pa-

2
rameter s is defined as ps(z) := exp(—w‘lzg ). For any n-dimensional vector c,

\|x—c\|2)
52

. The discrete gaus-
ps(x)

Ps (A+u) :

For any positive real ¢, > 0, the smoothing parameter of a lattice A, denoted

Ne, (A), is the smallest real s > 0 such that p;/, (A" \ {0}) < e. For the Gaussian

distribution over a lattice, we have the following tail bound.

define the shifted gaussian function by ps ¢ := exp(—mn

sian distribution over a lattice coset A + u is defined as Djyy s(x) =

Lemma 2.6 ( [8,19]) Let A C R™ be a lattice and s > n (A) for some €5 €
(0,1/2). For any c € span(A), we have

n 16

Pr[||DA+C7S|| Z S\/’E] S 2 v ﬁ

Furthermore, if c = 0, the bound holds for any r > 0 with e; = 0.

Lemma 2.7 (Noise Rerandomization [16]) Let q,¢,m be positive integers
and r a positive real satisfying r > max{n. (Z™),n..(Z°)}. Let b € Zy* be ar-
bitrary and x chosen from Dzm .. Then for any V € Z™** and positive real



o > s1(V), there exists a PPT algorithm ReRand(V,b + x,r,0) that outputs
b =b'V+x' € Zg where the statistical distance of the discrete Gaussian

Dy 9o and the distribution of X is within 8e.

Rings. We use R to denote the quotient ring Z[z]/®,,(z) for m-cyclotomic
polynomial @(z), and use R, to denote R/qR for some modulus ¢. In this paper,
we set m = 2n for some n a power of 2, then the cyclotomic polynomial @,,(x) =
2™ + 1. The following lemmas show the invertibility of the ring elements with
small degree and trinary or relatively small coefficients.

Lemma 2.8 ( [16]) Let q be a prime such that ¢ = 3 mod 8 and n be a power of
2. Let Ry = Zy[x]/P2n(x). Then, all non-zero u € R, satisfying || Coeffs(u)||2 <
\V/q are invertible, i.e., u € Ry.

We identify a ring element as a vector in Z™ by the natural coefficient em-
bedding Coeffs : R — Z" that maps a ring element a = Z?:_Ol a; - £ to the
integer vector Coeffs(a) := (ag, - ,an—1) = a. Note that benefited from the
special setting above, the ring homomorphism rot : R — Z"*™ maps an ele-
ment in R to an anti-cyclic matrix in Z™*™. Namely, for a ring element a € R,
rot(a) := [Coeffs(a)|Coeffs(a - ' mod &(x))|---|Coeffs(a - 2”1 mod &(z))]".
Furthermore, we define the map rot over ring vectors or matrices naturally by
applying it entry-wise. In this paper, we use the notion a + D%‘fgs to denote

the coefficients of the ring vector a € RF is sampled from the Gaussian distribu-
tion Dy, s. For the sake of simplicity, we may omit the subscript and simply use
a < DR)C’S.

We identify the norms of a ring element or ring vectors by the norm of corre-
sponding coefficient embeddings. For a matrix R, we define the largest singular
value, denoted s1(R), by s1(R) = max, =1 [|R - x]|.

For a set S € Z, we use Sg (or Rg) to denote the set of ring elements in
which the coefficients are in the set S. The notion z < Rg means that z is
uniformly sampled from the set Rg. In particular, for an integer p > 0, we can

bound the singular value of a random matrix chosen from [—p, p]3*" as follows.

Lemma 2.9 ( [16] Lemma 2) For a positive integer p and a matriz R uni-
formly chosen from [—p, p|%*", there exists a constant C ( C ~ 1/27) such that
for any positive number w, we have

Pr [sl(R) > Cpyv/n (\/E +ViE+ w)} =2e7™",

The following lemma from [16] plays an important role in the security proof
of our IBE scheme. The proof can be found in Appendix B.3 of [16].

Lemma 2.10 (Lemma 4 of [16]) Let n be a power of two, ¢ > 4n be a prime
such that ¢ = 3 mod 8. Let £, k', p, k be positive integers that £, k' > 1 k > 2

and p < $+/q/n. Then for A & R’;/Xk and X & [—p, p}’}ixz, we have
, qk, n/2
A((AAX), (A UREN)) < - [ ——— | .
((AAX). (A 0B ) < 5 ((mm)

10



Ring LWE. The ring Learning With Errors (RLWE) problem, introduced in
[18], is the ring version of the LWE problem [21]. Let R, be the ring defined

above, x be a distribution over R, and s & R, then the R-LWE,, , , distribution
is the distribution of the pair (a,b) € R, x R,, where a is uniformly sampled from
R, and b = a-s+e for some e + x. Through this R-LWE,, , , distribution, given
the bounded number of samples, the decision version of the RLWE problem,
denoted R-DLWE,, ¢ 4.y, is defined as follows.

Definition 2.11 Given ¢ independent samples (a;i,b;)icig € (Ry X R,)", the
R-DLWE,, 4 4, problem asks to decide if the samples are from the R-LWE, ,
distribution or from the uniform distribution over (R, x Ry)".

Although there are several works [18,20] on the hardness of RLWE problems
for special kinds of distributions y, yet in this paper, we consider the case in
which x is Gaussian distribution. In this paper, we use the R-DLWE hardness
result from [16], and the re-randomization lemma from [16] follows:

Lemma 2.12 (Theorem 1 of [16]) Let « be the positive real, m be a power
of 2, £ be an integer, ®(x) = z™ + 1 be the m-th cyclotomic polynomial where
m = 2n, and R = Z[z]/(P(x)). Let ¢ = 3 mod 8 be a prime such that there
is another prime p = 1 mod m satisfying p < q < 2p. Let or-piwe = aq >
n3/20Y4(1og? 4 (n)). Then, there is a PPTquantum reduction from O(n/a)-
approzimate SIVP ( or SVP) to R-DLWE,, ¢ 4, with x = D%ﬁfﬁ;_DLWE.
Trapdoors for Rings. For positive integers b and k > k' > [log(q) |, let g =
[1]62]...|b*'|0] € RF be the gadget matrix. As stated in the work of [19], this
gadget matrix has a public trapdoor Tg, with small norm, i.e., || Tg,| < vb2 + 1.
Next, we present several useful sampling algorithms from the work of [16,19].

Lemma 2.13 ( [16]) Let n be a power of 2, q be prime larger than 4n such that
g =3 mod 8, b, p be positive integers satisfying p < %\/q/n, and €5 € (0,1) be
a small real regarding the smoothing parameter. Furthermore, define log,(:) :=
logy(+). There are efficient algorithms such that:

— TrapGen(n, k,p,q) — (a,Ta) ( [19], Lemma 5.3): A randomized algorithm
that, when k > 2logp(q), outputs a ring vector a € R* and a matriz T, €
R¥>k - where rot(al) € Z"*" s full-rank matriz and rot(T,) € Z"kxnk
is a basis for A*(rot(a")) such that a is statistically close to uniform and
Irot(Ta)lles < O (bpy/nlog, (a))-

— SampleLeft(a, b, Ta,u,0) — e ( [7]): A randomized algorithm that, on in-
put the vectors a,b € RF, where rot(a”),rot(b") € Z"*"* are full-rank,
an element u € Ry, a matriz T, such that rot(T,) € Z"F*"k s q basis for
At (rot(a")) and Gaussian parameter o> ||rot(T,)||cs-v/log(2n(1+ 1/e5))/m,
outputs a vector e € R* sampled from a distribution which is statistically

close to D & (ot T IT]) i.e., [aT|b"] - e = u, and Coeffs(e) is dis-

tributed according to D

Aietis() ('ot([aT |bT]) o
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— SampleRight(a, R, u,y, 8, Tg,,0) — € where b = aR +y - gy ( [3]): 4 ran-
domized algorithm that, on input the ring vectors a,g, € RF such that
rot(a'),rot(g) ) € Z"*"* are full-rank, elements y € R*,u € R, a ma-
triz R € R**k a matriz Ty, € R¥* such that rot(Tg,) is a basis for the
lattice A*(rot(gy)), and a Gaussian parameter o > s1(R) - ||[rot(Tg,)llcs -
Viog(2n(1 + 1/es)) /7, outputs a vector e € R** sampled from a distribution
which is statistically close to D ie., [aT|b"]-e =u, and

Aé)effs(z;,) (’Ot([aT |bT]) 0’

Coeff: s distributed ding to D .
oeffs(e) is distributed according to A (o7 157]) 0

— ([19]) Let k > [logy(q)]. There is a publicly known matriz Ty, such that
rot(Tg,) is a basis for the lattice At (rot(g])) and |[rot(Tg,)|les < Vb2 + 1.
Furthermore, there exists a deterministic polynomial time algorithm g, !
which takes input u € RE, and outputs R = g, '(uT) such that R € [—b,b] grx,
gl ‘R=u", and 51(R) < nkb. Similarly, there exists a randomized polynomial
time algorithm g, " which takes input u € R’;, and outputs R < g, '(uT)
such that g;)r -R = u'. Each coefficient in any entry of R follows a sub-
Gaussian centered 0 with parameter O(1), implying s1(R) < O(bv/nk) with
an overwhelming probability.

2.4 Homomorphic Computations

We defined the encoding of a ring element o as Encode(a) :=a' -R+a - g},
where the ring vector a is uniform over R’; and R € R’;Xk is a small norm ring
matrix. It is easy to see the homomorphic additivity and multiplicativity of this
encoding. For a function f : R — R, the above encoding enables us to obtain
an encoding of the function value f(a) for a € R*. To evaluate the quality of
homomorphic evaluation of partition functions, we use the notion of §-expanding
from the previous works [2,4, 26].

Definition 2.14 For the function fx : X* — Y € Z and a function family F
defined as F := {fx : K € K}, we say that the two deterministic algorithms
(PubEval, TrapEval) are d-expanding with respect to the function fr(-) € F if
they have following properties:

e PubEval (a € Ry, f) — by € RE : on input an encoding vector a € RE and a
function f, it outputs a vector by € Z’;

b < PubEval(a, f)

e TrapEval (a € R’;,{Ri € R’;Xk}ie[t],x S X,f) — Ry € R’;Xk : on input a en-

coding vector a € R’;, trapdoor information R; € R’;Xk, an element x € X,

and the function f, this trapdoor evaluation algorithm outputs a matriz
Rf e ZZ’“X’“ such that

PubEval({a' - R; +x; - g }iep, f) =2 -Rp+ f(x) gy,

and |[Ry|| < & - max{|[Rq|}.

12



Furthermore, the equality test function defined below plays an important role
in our design of the partition function and its homomorphic evaluations.

Definition 2.15 (Equality Test Function) Define function Equalg(-) param-
eterized by B € [2n] as follows: on input x® € R for some « € [n], the function
outputs 1 if « = mod m and 0 otherwise.

The following theorem from [2] shows the existence and quality of the homo-
morphic evaluation algorithms for the above equality test function.

Lemma 2.16 ( [2]) There are algorithms (PubEval, TrapEval) for the function
Jamily {Equalg} gepn) such that they are mn(kb)?- expanding in the plain model
and m\/nkb?k- expanding in the CRS model with respect to the function family
{Equalﬁ(')}ﬁe[m]'

3 Partitioning via TCRH Functions

In this section, we show our construction of the partitioning function. The key
space of our partition function is K := Z¢ x [d] for some integer d > 0. In other
words, any key K := (¢,4) is a tuple consists of a A-bit string (an element in
Zs[X]) in {0,1}% and an index in [\]. We continue to identify the bit strings as
elements of the binary coefficient ring. For example, for a integer d, a bit string
t = (to,t1, - ,ta—1) € {0,1}¢ can be identified as a ring element in R, e.g.,
t(z) := Z;l;é t; - 7. We use t<; to denote the prefix of ¢ of length i € [d] and
t<i(z) == Zj;%) tj -l

Definition 3.1 Let n be a power of 2, and ¢ > n be a prime such that ¢ =
3 mod 8. Let Ry = Zy[x]/P2n(x) and Hash : {0,1}* — {0,1}4 be a hash function
for a positive integer n > d > w(log(\)) and Ky := {0,1}? x [d], then for a key
K = (t*,i*) € Ky, we define the keyed function Fx : {0,1}* — R, as follows:

Fr(X) := F (K, X) = Hash(X) <~ (z) — tZ;. ().
The function family F is defined naturally as F := {F(K,X)|K € K,}.
The following theorem shows the partition property of the above function.

Theorem 3.2 The function defined in Definition 3.1 is a partition function if
Hash is a truncation collision-resistant hash function.

Proof. To show the theorem, we first define a PrtSmp and then need to show that

the PrtSmp satisfies two properties of the partition function in Definition 2.4.
Our definition of PrtSmp as follows:

13



PrtSmp(1*,t.4,€) : let i* € [d] be the integer such that

1 < € 1
7 S S

then it selects a random ¢* < {0,1}4, and outputs K = (t*,4*).

We now show that PrtSmp satisfies the first property in Definition 2.4. When
d = w(log(A)), €(A) is noticeable, and ¢ 4(\) is polynomially bounded, then we
have 2% > 2t% /e(\) for sufficiently large A, and thus there exists an integer

= [log (ff%) J <= d such that

2 2

ol — 2{1°g<%%>J < 21°g(f‘<t%) _ <2tit> < 2L1°g(%)J“ _ oi"+l

e(A)

Therefore, we have that K = (t*,i*) € {0,1}¢ x [d] = K for sufficiently large
parameter .

Next, we show that PrtSmp satisfies the second property in Definition 2.4. Let
v = 7(){(1)7)((2),... ,X(Q),X*) = |?<r [/\?leK (X(i)) € R; NFg (X*) = 0],
we first show (1) Ymax = 2% is an upper bound of (XM, X® ... X(@) x*)

and (2) Ymin = (1 - ;%)2% is an lower bound of v(X™M), X ... X(@) x*),
To show (1), we have that

= Pl‘(r [Hash(X) < (x) — tZ,. (x) = 0]
= I?(r [Hash(X) < = t%,.]
1

2‘*7

[\

where the last equality is from the randomness of t* € {0, 1}.
To show (2), we have the following:

V(X(1)7X(2)7 7X(Q)3X*)

r

I
Y

Q
N Fx (X(i)) € Ry|Fr (X7) = 0] -Pr{F (X7) = 0]

i=1

=R [Ej €[Q],s.t., Fi (X(j)> # RglFi (X7) = O] .

1
2

1

= (1=Pr[3 € [Ql st Fic (XV) ¢ By |Fic (x7) = 0] ) - 5=

Note that the coefficients of Fi (X(j))7 for any j € [Q], are in {—1,0,1},
and thus the 2-norm of Fjy (X(j)) is smaller than /n < /4. Therefore, from
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Lemma 2.8, the polynomial Fp (X(j)) is invertible if it is non-zero. Namely, if
Fg (X (j)) is not invertible, it is a zero polynomial. Therefore, we have

V(X(l)a X@ ... x@ ,X*)

_ (1 Pr [3] € [Ql, s.t., Fre (X(j)) — 0|Fk (X*) = OD : 21
> (1 FI’(r [3] € [Q],s.t., Fi (X(j)) = Fyg (X*)D . 21*

> (1 l?(r [3] € [Q], s.t., Hash;- (X(j)> = Hash;- (X*)D . 21*
> (1 _ ) L

> i 41 ) g

where the last inequality is from the TCR property of Hash.
Next we show that 7(\) = yyin - € — Z=exTmin s noticeable. From the above
results, we have that

4 1 1 t% 1) 1
T_(l_gi*-&-l)'y*'e_<2¢*_(l 22-&-1)'21'*)'2

_ (4 t% 1 11
= 9i*+1 ) T 9ir €T 91 941 g

1 € 1 e
=90i" 9 2" 4
€ € 62
202, 4 8t

where the inequalities are from the setting of ¢*, and the fact that ti‘ / 211 <
€/2 < 1/2. Since € is noticeable and ¢4 is polynomially bounded, thus 7(\) is
noticeable. This completes the proof. a

3.1 Homomorphic Evaluation of Partition Function

As stated in the introduction, we use the homomorphic equality test function
from the work of [2] to do the homomorphic evaluation of our partition function.
For a bit string Hash(id), we use Hash(id)<;(z) to denote the ring element of
which coefficients are from the first ¢ bits of the string Hash(id). Then the public
evaluation algorithms for our partition functions are described as follows.

Construction 3.3 Let Hash : {0,1}* — {0,1}? be a function, and for i € [d],
PubEval[" : R¥ — Rk, TrapEval]" : RF*# x R — RF** be the homomorphic
evaluation algorithms, then the public evaluation algorithms PubEval : (R’;)2
R, — RY, and TrapEval : (R})? x Ry — R, with respect to the function F (X)
for K = (t*,i*) € {0,1}? x [d], are as follows:

PubEval (bss, bjx, X) — bx :

15



1 Computes the hash value t := Hash(X).
2 Computes b’ := Zle PubEvalZ? (b;.) - t<i(x).
3 Let bx := b’ — by, and outputs bx.

TrapEval (Ry+, R+, X) — Rx :

1 Computes the hash value t := Hash(X).

2 Computes R := Z?Zl TrapEval" (R ) - t<i(z)
2 Computes Ry :== R’ — Ry+, and outputs Ry.

The following theorem shows the homomorphic functionality of the above
public evaluation algorithms.

Theorem 3.4 Let (PubEvaIET, TrapEvaIET) be the homomorphic evaluation al-
gorithms for the equality test function Eqtest,(-) for i € [d] and d < n, b, by~
are GSW-type encodings of t<;-, and x¥, that is by- = a - Ry + 12 ;+8b, and
bj+ = a- Ry + x' gy, then the outputs of the algorithms (PubEval, TrapEval)
presented in the Construction 3.3 satisfies :

bx =a-Rx + F-+)(X) - g

Proof. From the step 2 of PubEval, we know that

d
b’ = PubEval/" (b;-) - t<i(x)
i=1

d
= Z (a - TrapEval”T(Ry+) + (i L i) - gb) t<i(x)
i=1

d d
=a (Z TrapEvalZ” (R;.) 't<i($)> + (Z(z L) ~t<i(a:)> g

i=1 i=1

=R’

where the second equality is from the homomorphic evaluation property of
the homomorphic equality test functions PubEvalfJT and TrapEvaIfT; the third
equality is from step 2 of the algorithm TrapEval. Furthermore, from the last
step of PubEval, we have

d
bx =b"—b; =a- (R = Ry-) + (Z(Z L") tei() - t%z(@) 8b

—
Rx !

=F((t*,i*),X)
=a-Rx+ F((t",7),X) - g,
where the second equaity is from the above discussion; the last equality is from

the step 3 of algorithm TrapEval and the Definition 3.1. This completes the proof
of the theorem. O
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The truncation collision resistance of a hash function essentially assumes
that no collision attack significantly outperforms the generic birthday algorithm.
Truncation collision resistance extends this assumption to prefixes of the hash
function output. Therefore, in the real-world application, extendable-output-
functions (XOFs) are a plausible candidate to instantiate TCRHFs. The follow-
ing theorem shows the quality of the above homomorphic evaluation algorithms.

Theorem 3.5 For the partition function f € F defined in Definition 3.1, there
exists deterministic public evaluation algorithms (PubEval, TrapEval) (presented
in Construction 3.3), which are O (mn(kb)2 : dz)—ewpanding in the plain model,

and O (mb2k\/ nk - d2> -expanding in the crs model.

Proof. Assume the public evaluation algorithms (PubEvaIZET, TrapEvaIzET) a
icld
for the function family {Equal,} ¢, are d-expanding, then from the second step

of TrapEval, we have that

d d
IRl = > TrapEval{" (R;+) - t<i(x)|| < Y d- || TrapEval” (R;.)|
i=1 i=1
<d? 6 ||R

where the first inequality is from the fact that the coefficients of t<;(z) is in
{0,1}; the second inequality is from the above assumption. Therefore, from the
last step of TrapEval, we have that

IRx [ < IR'll + IRe- || < @ - & - max{[|Ri- [, [|Re- }.

Therefore, from the Lemma 2.16, we have that

IRx[] < O(mn - (kb)* - d*) - max{||Ry-||, [|Re- }
in the plain model, and
IRx|[| < O(m~/nk - kb* - d?) - max{||R;- ||, [|R¢+ }
in the CRS model. This completes the proof of the theorem. a

4 Our IBE Scheme

In this section, we first present our construction of a ring-based IBE scheme.
Thereafter, we show the correctness and the security of our scheme. In this
section, we work on a prime ring modulus ¢ such that ¢ = 3 mod 8.

4.1 The Construction

Here we present our construction of an IBE scheme. Let ID be the identity
space of the scheme, and Hash be a hash function, the deterministic algorithms
(PubEvaligg, TrapEvaligg) are the public evaluation algorithm for the partition
function, then the IBE scheme is described as follows.
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Construction 4.1
Setup(1*) — (msk, mpk) : On input the security parameter \, it first sets the pa-
rameters n, k, q, p, 0o, 01,0 as in next Section 4.2, and then runs as follows:

— It runs TrapGen(n, k, p, q) to get (a € R’;,Ta € R’;Xk).

— Chooses random vectors by, by from R’q“, and a random ring element u & R,.

— It outputs the master secrete key msk = (T,) and the master public key
mpk = (a, bg, b1, u).

KeyGen(msk, mpk,id) — (skiq) : On input the master key pair (msk, mpk) and an
identity id € 1D, it runs as follows:

— Computes big = PubEval (bg, by, id).
— Runs SampleLeft (a, big, Ta,u,0) to get a ring vector e € ng such that
[a"|b)] - e=u.
— QOutputs the skiq = e as a secret key for the identity id.
Enc(mpk,id, 1) — ct = (co,c1) : On input the master public key mpk, an identity
id € ID and a message p € Ro, it runs as follows:

— Computes bjg = PubEval (bg, by, id).

. $ .
— Samples ring elements s < Rg,eq + D%‘j{egﬁ, and ring vectors ej,eq <—
DCoest
RQk o1 :
2k,

B 1 D |
id 2

Outputs the ciphertext ct = (¢, c1).

Dec(skig,ct) — v : On input the secret key skiy = e and the ciphertext ct =

(co,c1) € Ry x R2%, it runs as follows:

— Computes ' = {%Coeffs (co —el. cl) J mod 2, where the rounding function

[*]| applies coefficient-wise.
— Outputs the p' as the decrypted message.

4.2 Parameter Settings

To ensure our IBE in Construction 4.1 reaches the correctness and the adaptive
security, the parameters should meet the corresponding requirements as follows:

— For the requirements of TrapGen algorithm and gadget vector gy, the param-

eters should holds p < $1/q/n, k> 2[log,(q)], k> [log,(q)].
— To ensure the existence of such ¢* in the definition of PrtSmp in Theorem

3.1, we need to set d such that 2¢ > 2—?, where t4 is the running time of
the adversary, and A is the advantage of the adversary.

— To ensure the hardness of R-DLWE problem, we need o satisfies the condi-
tion of the reduction in Lemma 2.12, that is oo > n3/2(k+1)4w(log”*(n)).
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— To meet the requirement of ReRand algorithm, the parameters should satisfy:
o0 > w ( log(n)> and o1 > 200 - /587 (Rig*) + 1.

— To meet the requirement of SamplelLeft algorithm in Lemma 2.13, we need
o > ||rot(Ta) s - w ( log(n)) , where [[rot(T,)[les < O (bp, /nlogp(q)).

— To meet the requirement of SampleRight algorithm in Lemma 2.13, we need
o > s1(Ria) - |[rot(Tg, )|lGs - w ( log(n)> , where s1(R;) satisfies following in
the plain model s;(R¢) < O (d? - (nkb)?) - ||R||, or satisfies the following in
the CRS model 51 (R;) < O (d%\/mﬁ : k) IR

Additionally, |R|| < Cpy/n (2\/% + w) with probability 2¢~™, and we have
[[rot(Tg,)lles < Vb + 1.

— For the correctness of our IBE scheme, we need the modulus ¢ satisfy ¢ >

0 (w(log(n)) 009+ oo1 - w(log(n)) - v 2nk) To achieve overwhelming correct-
ness.

Satisfying the above constraints, We set b = 2, p =1 and n = O(\) m =
O(nlog(n)), and set other scheme parameters as follows:

k = O(log(n)) d =w(log(n)) oo=0(n'?)
o1 =0(n?) oc=0n*) ¢=0(n")

Below, we present the correctness and security of our IBE scheme under the
above parameter setting.
4.3 Analysis of the IBE Scheme

Correctness. The correctness of the above IBE scheme is similar to the cor-
rectness of the Dual Regev encryption scheme, yet the security is more complex.
The following theorems show the correctness and the adaptive security of our
IBE scheme.

Theorem 4.2 For the ring modulus q, and Gaussian parameters o,0q, 01 such
that ¢ > O (w(log(n)) -0 + ooy - w(log(n)) - v an), the IBE scheme presented
in Construction 4.1 is correct.

Proof. From the description of the encryption algorithm, we know that

—u- Tl —eT (2.5 |®
cp—e-C1 =u s—&—eo—i-h-‘ nw—e (|:bid] S [e2]>

(4] ey et [
RHRAO
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Note that ey is sampled from the Gaussian distribution D%jgf), thus from

the Gaussian tail bound (Lemma 2.6), we have that Pr[||eg||cc < w(log(n)) o] <
negl(A). Furthermore, we have the following:
Coeffs(e™) - rot ([e1]>
€9 .
J o0

el - [el] CoefFS(eT) - rot <{e1} ) H = max
€2 €2 w JE€[n]

e ([2]))

<V2nko - w(log(n)) - o1,

‘ o0 ‘

< max || Coeffs(e")]| -
j€ln]

where the last inequality holds except with negligible probability by Lemma 2.6.
Thus from the above results, we have that

Pr[ €o —el. [2]

Thus, from the description of the decryption algorithm, it decrypts correctly
except with negligible probability, and thus, the IBE scheme is correct.

< V/nog + ooy - w(log(n)) - an] < negl(\).

‘ o0

O

Theorem 4.3 The IBE scheme described in Construction 4.1 achieves adaptive
security if the hash function Hash has TCR property and the underlying problem
R-DLWE,, 41,4,0, 5 hard.

Proof. To show the theorem, we prove that if there is an adversary A who
breaks the IBE scheme in the Construction 4.1 with noticeable probability e in
a polynomial running time of ¢4, then there is an algorithm Simpg-pwe which
invokes A to solve the R-DLWE,, j41.4,0, Problem with noticeable probability
in polynomial time as well. This contradicts the theorem assumption, and thus,
the theorem follows. Before presenting the concrete description of Simg_pLwe, we
first define and analyse hybrid games, from which the design idea of Simg-piwe
can be easily seen. The hybrid games are defined as follows.

Gameg : This is the original adaptive IBE security game between the adversary
A and the challenger Chall.

Game; : In this game, we change the Gameg so that the challenger Chall proce-
dure has a conditional abort at the end of the game. Namely, this game is
identical to the Gamey except that, at the end of the game, the challenger
runs PrtSmp(1*,t4,¢) — K = (t*,i*) and abort the game if the following
condition holds;

Q
N\ (F (K,id') € R;) /\ F (K, id") =0,

where @ is the upper bound of the number of identities that the adversary
asked for key extraction queries, and id',-- - | id¥ are the identities for which
A has made key extraction queries, and id* is the challenge identity.
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Games : In this game, we change the way that the ring vectors by, b; are gener-
ated. Here, instead of sampling by, by uniformly over R’;, the challenger first
kxk

samples Ry, Ry < R[ »

o and sets
bO = aT : RO + t*S’L* (.T) * 8b, bl = aT N Rl + xi* - 8b,

Gameg : This game is the same as Gamey except that we change way of gen-
erating public ring vector a and the key extraction procedure. Here, the

challenger samples a & R’; uniformly instead of generating it with a trap-
door by running the trapdoor generating algorithm TrapGen. To extract a
secret key for an identity id, the challenger first computes

Rig = TrapEval (Rg, Ry, id) .
Then sample a ring vector ejq € ng by running SampleRight as
€iq = SampIeRight (a, Rid7 u, Ed(t*, ’i*), gb, Tgbv O') .

Finally, the challenger outputs €4 as a corresponding key for the identity id.
Gamey : In this game, we change the way that the challenge ciphertext ct® =

(c§,ci) is generated. Here, the challenger first selects s & R, and x <«

D%‘,’fiﬁ), and compute v = a-s+x. Then the challenger samples ey <+ D%g‘:s,

and generates the challenge ciphertext as follows:

g =u-s+e+ {%1 -, , ¢} = ReRand ([IkRid*}T7v7oo7;;O> ,

where [}, is the identity matrix.

Games : In this game, we change the way that the challenge ciphertext ct® =
(c§,ct) is generated. Here, instead of masking the message with LWE sam-
ples, the challenger masks the message with uniformly random samples. For-
mally, the challenger first samples ug < Rq, v/ < R’; and x < D%?:gi , then
set v =V’ + x and compute the challenge ciphertext as follows:

CS = Up + [g-l 22 CT = ReRand ([Ik|Rid*]T,V,O'07 20-0) ,

For i € {0,1,2,3,4,5}, let E; be the event that the adversary A wins in
Game;, and let abort be the event that challenger aborts in Game;. From the as-
sumption, we have that Pr[Ey] = e. Additionally, from the description of Games,
it is easy to see that cg is independent of ¢;. From the uniformity of ug, the
advantage of any adversary in Games is exactly 0, that is Pr[E5] = 1/2. Further-
more, we have the following results.

Lemma 4.4 |Pr[E;] — 1/2| is noticeable if € is noticeable.
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Proof. Since the A’s advantage ¢ is noticeable and the running time T4 is poly-
nomially bounded, the Lemma 2.5 and the second property of the partition
function implies that

62

1
|PI’[E1] - 1/2| Z Ymin € — 3 ('Ymax - ’Vmin) Z >
8t

2
, and the probability is noticeable. This completes the proof of Lemma4.4 a
Lemma 4.5 |Pr[Es] — Pr[E1]| < negl(X)

Proof. Recall that the difference between Game; and Game, is the way of gen-
erating the public ring vectors by and b;. Namely, the two games generate the
public ring vectors as follows:

Game1 : (bo — R];, b1 — RS)

Gamey : (bo =a' -Rg+ tep () - gy, b1 = al “Ry+a" -gb)

where Ry, Ry + R’?;f“p. Thus, Lemma 2.10 shows that the difference between
the above two games is negligible. This completes the proof of Lemma 4.5. 0O

Lemma 4.6 |Pr[E3] — Pr[Es]| < negl())

Proof. Note that, in Games, the challenger changed the way of generating the
public ring vector a and the key extraction procedure. So, to show this lemma,
it suffices to show that (1) the difference between the generating procedure of
a is negligible, and (2) the difference between the key extraction procedure is
negligible. Thus, applying the probability union bound, we complete the proof
of this lemma.

Now we show the statement (1): Note that public ring vector a is sampled
uniformly from the ring R,’; in Gameg instead of by running TrapGen as in Game,.
From the first property of Lemma 2.13, the difference between the two cases is
negligible in security parameter .

Next we show the statement (2):Note that in Games, the challenger uses the
trapdoor information of a to extract the identity key by running SampleLeft algo-
rithm of Lemma 2.13. However, in Games, the challenger has no trapdoor infor-
mation about the ring vector a. Yet, it can use Rjq to generate the corresponding
secret identity key by running the SampleRight algorithm of Lemma 2.13. The
second and third property of Lemma 2.13 shows that the outputs of the above
two sampling algorithms are statistically close to Dj,rp1) , .- Thus, the differ-
ence between the above two procedures of generating identity keys is negligible.

O

Lemma 4.7 |Pr[E4] — Pr[E3]| < negl())

Proof. Note that the only difference between the Games and Gamey is the way
the challenger generates the challenge ciphertext ct = (cg,c1. In Games, the
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challenge ciphertext is generated by the encryption algorithm, while in gamey, cg
is generated by the same way as in Games, yet c; = ReRand ([Ik|R;d* LV, 00, ﬁ] .
From Lemma 2.7, we have that the difference between the above two games is
negligible.

O

Lemma 4.8 |Pr[E5] — Pr[E4]| < negl()\) if the R-DLWE, ,, 50 k.k+1 problem is
hard.

Proof. To show this lemma, we construct a simulation algorithm Sim g-pwe
(which is desired in the Theorem 4.3) which tries to solve the R-DLWE problem
by invoking an algorithm B who tries to distinguish Gamey and Game; . The
description of Simg-p we is as follows:
SimR_DLWE ((aT|u), (bT, bo)) — {0, 1} :

On input the (k+1) R-DLWE,, 4 1, o, challenge samples ([aT|u],[b", b)), algo-
rithm Simg_p we simulates the Gamey for B except the challenge ciphertext
respond. It first lets a as the part of the public key and generates the two
ring vectors bg,b; as in Gamey, and let mpk = (a, bg, by, u) as the master
public key of the IBE scheme. The identity key extraction procedure is the
same as in Gamey, yet it generates the challenge ciphertext as follows:

¢y =bo+ [1] -, ¢ = ReRand ([Ik|Rid*] b, 00, ") .
2 20‘0
If the algorithm B outputs 1, meaning that the simulated game is Gamey,
then the algorithm Simg-pwe outputs 1 implies the challenge samples are
from Simg-piwe distribution. If B outputs 0, meaning that the simulated
game is Games, then the algorithm Simg-pwe outputs 0, implies the chal-
lenge samples are from a uniform distribution.

It is not hard to see that if the given challenge samples ([aT|u], bT,bo) are
from R-DLWE distribution, then the algorithm Simgz-pwe exactly simulates the
Gamey; if the given challenge samples are from uniform distribution, then the
algorithm Simpg-powe exactly simulates the Games. Thus the advantage of the
simulation algorithm Simpg-pwe is exactly the advantage of the distinguishing
advantage of B. From the hardness assumption of the R-DLWE problem, the
advantage of Simg-p we is negligible, and thus, the distinguishing advantage of
any algorithm B is negligible. This completes the proof of Lemma 4.8 a

Put all together: Combining the above results, we have Pr[E5] = 1/2 and

4
PriEs] —1/2| = | Z (Pr[Eiy1] — Pr[E;]) + Pr[Ey] — 1/2]
4
> Pr[Ey] —1/2] — Z |Pr[Ei1] — Pr[E;]|
> @ - negl()\)7

23



This contradicts the assumption that e is noticeable and T4 is polynomially
bounded. This completes the proof of Theorem 4.3. a

Remark 4.9 We use the Waters’ artificial abort technique in the security proof
of our IBE scheme, and thus, we come up with a quadratic reduction loss on €.
Note that the recent work of [9] applied Bonferroni’s inequality to the estimation
of the failure probability in the reduction used in Waters’ original proof related
to the artificial abort stage, and reduced the term €2 in the reduction loss to €' .
We remark that the same technique can be used in our proof (in Lemma 4.4) to
improve the reduction loss.

Note that the ratio 1/a = ¢/o directly reflects the hardness of R-DLWE
problems. Thus, from the parameter setting in the previous section, we have the
following result for the IBE scheme in Construction 4.1.

Corollary 4.10 If there exists a polynomial time adversary A who breaks the
IBE scheme in Construction 4.1 under our recommended parameters with notice-
able probability, then there is a polynomial time algorithm Simp_pywe who breaks
the R-DLIWE,, 41,0, problem for L = 0] (n®9).

5 Conclusion

In this paper, we presented a compact lattice-based IBE scheme based on the ring
LWE assumption and truncation-collision-resistant hash functions (TCRHF).
Recall that the master public key of the previous IBE construction of Jager
et al. (PKC 2021) from the TCRHFs contains w(log(n)) matrices (ring vectors
in the ring setting). Our IBE is compact and thus significantly improves the
previous work. However, we also note that our IBE construction relies on the
TCRHF as the [11]. Therefore, constructing an adaptively secure compact IBE
in the standard model from standard lattice problems is still an interesting open
problem.

Acknowledgment: We want to thank the anonymous reviewers of SAC 2026
for their insightful comments.
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