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Abstract. Secure key leasing (SKL) is a quantum cryptographic primi-
tive that enables the leasing of decryption keys to delegated users with
the guarantee that, once revoked, the lessees irreversibly lose decryption
capability. A key feature that makes SKL practically relevant is classical
revocation: the ability to revoke keys at any time and from anywhere,
without relying on a quantum channel.

In this work, we revisit SKL schemes for public-key encryption (PKE) and
identity-based encryption (IBE), and present a new approach for concrete
efficiency under the standard Learning With Errors (LWE) assumption.
First, we refine the security analysis of the Dual-Regev SKL-PKE scheme
with classical revocation from [Ananth, Poremba, and Vaikuntanathan,
TCC 2023; Ananth, Hu, and Huang, TCC 2024], establishing security
under the polynomial hardness of LWE with polynomial modulus. To-
gether with the resource efficiency of the Dual-Regev-based construction,
our analysis shows that this approach yields the most quantum-efficient
known SKL-PKE scheme. Second, we present a simple and efficient con-
struction of selectively secure SKL-IBE with classical revocation from
standard LWE. Our approach directly extends the Dual-Regev SKL-PKE
within the IBE framework of [Agrawal, Boneh, and Boyen, Eurocrypt
2010], avoiding garbled circuits and obfuscation-based assumptions and
achieving improved concrete efficiency over prior generic approaches.

Keywords: Secure key leasing - Identity-based encryption - Learning with errors
- Dual-Regev encryption

1 Introduction

Secure Key Leasing (SKL), introduced in [KN22, AKNT23, APV23], is a
quantum cryptographic primitive that leverages the no-cloning theorem [WZ82]
to enable the leasing and revocation of secret keys. In such a scheme, a lessor
(Alice) leases a decryption key to a lessee (Bob), who may use it until Alice
requests revocation. Upon revocation, Bob must return a verifiable certificate;
SKL security requires that once this certificate is accepted, Bob irreversibly loses
the ability to decrypt. This primitive is highly desirable for scenarios where



temporary access to sensitive information is needed, such as granting employees
access during contract terms or providing subscription-based access to digital
content. Crucially, SKL provides an effective solution for verifiable revocation of
decryption rights without requiring re-encryption or key updates.

Identity-Based Encryption (IBE) was proposed [Sha84] as an advanced
public-key encryption primitive, where users’ public keys can be derived from
arbitrary strings, such as email addresses or usernames. In this setting, the
ability to efficiently revoke malicious users is desirable and has motivated the
study of revocable IBE (RIBE) [BGKO08]. However, RIBE schemes by definition
require key updates and can only protect ciphertexts encrypted with the updated
keys. By contrast, SKL-IBE leverages quantum information to support verifiable
revocation of decryption capabilities without such restrictions.

Classical revocation. Revocation in SKL can be classical or quantum, de-
pending on whether the returned certificate is a classical string or a quantum
state. As argued in prior works on unclonable cryptography [Shm22, CHV23],
even in a world where quantum computers are widely accessible, classical com-
munication channels remain far more practical and cost-effective than quantum
communications. As in our motivating scenarios, while key distribution can occur
when parties are physically close, forcing them to be present at specific loca-
tions with quantum computers during revocation seems highly impractical (e.g.,
when the lessor is traveling and has no access to quantum resources). Classical
certificates are compatible with efficient and simultaneous (potentially public)
verification, whereas quantum certificates typically require sequential verification
and dedicated quantum-channel verifiers, incurring considerable overhead. For
these reasons, achieving classical revocation is both practically desirable and
theoretically important.

Dual-Regev Encryption with SKL. The [APV23] introduces the notion of
key-revocable PKE (equivalent to SKL-PKE) and gives a simple construction
based on the Dual-Regev PKE. Their proof relies on LWE with subexponential
hardness and subexponential modulus with additional conjectures; the [AHH24)
removes the conjectures and improves the analysis to polynomial hardness, but
still requires subexponential modulus.

On the other hand, a key advantage of the Dual-Regev SKL-PKE is that
verifying the revocation for a Gaussian coset state does not require parallel
repetition to amplify soundness. By contrast, other known approaches to achieve
SKL-PKE rely on this soundness amplification technique to achieve comparable
security guarantees, including constructions based on BB84 states [AKNT23,
KMY25] and on the noisy trapdoor claw-free functions (NTCF) [PWYZ24,
CGJL25], which force the lessee to maintain at least A quantum keys® where \
is the security parameter. Since leased keys must often be obtained and stored

3 In [KMY?25], instantiation with A-qubit BB84 states is necessary for 2*-level security.



long before use, the required long-term quantum memory is therefore a central
concrete metric.

Existing approaches for SKL-IBE. Prior work gives generic SKL construc-
tions for ABE/FE [AKNT23, BGK™24, KNP25b], which imply IBE, but these
routes often trade concrete efficiency or rely on stronger assumptions. In particu-
lar, the [AKNT23] obtains SKL-ABE (and hence SKL-IBE) by combining any
SKL-PKE with a classical ABE/IBE scheme via garbling: ciphertexts include
a garbled SKL-PKE encryption circuit whose labels are encrypted under IBE.
As a result, the scheme requires 2¢ parallel IBE instances, where £ = |pk| is the
bit-length of the SKL-PKE public key. While ¢ is asymptotically polynomial in
the security parameter, the value of £ can range from thousands to hundreds of
thousands when instantiated with post-quantum assumptions. Another generic
approach in [KNP25b] uses MI-ABE and compute-and-compare obfuscation to
obtain classical revocation and collusion resistance, but the required MI-ABE
variant is only known from indistinguishability obfuscation.

Our results. In light of the above limitations, our contributions are as follows.

1. We refine the security analysis of the Dual-Regev SKL-PKE scheme with
classical revocation from [APV23, AHH24|, establishing security under the
polynomial hardness of LWE with polynomial modulus. Specifically, we employ
a gentle noise-smudging analysis, inspired by [BD20, PWYZ24], to handle
LWE errors. Together with the resource efficiency of the Dual-Regev-based
construction, our analysis shows that this approach yields the most efficient
known SKL-PKE scheme in terms of quantum resources (Table 1).

2. We present a simple and efficient construction of selectively secure SKL-IBE*
with classical revocation under the standard LWE assumption, achieving
improved concrete efficiency over prior generic approaches. Compared with
the generic construction of [AKN™23], our approach avoids garbling entirely,
thereby eliminating both the 2¢-fold IBE overhead and the O(s) garbling
cost, where s denotes the size of the SKL-PKE encryption circuit.

For comparison, our SKL-PKE scheme preserves the O(log? \)-qubit com-
plexity of the Dual-Regev-based scheme while targeting the same 2*-level security
as [AKNT23, KMY25, CGJL25, PWYZ24]. By contrast, obtaining this qubit
complexity from the analyses of [APV23, AHH24| requires a quasi-polynomial
modulus, which results in a weaker concrete security guarantee.

4 As in [AKNT23], our SKL-IBE security experiment considers a single key query for
the challenge identity. See Remark 1 for details.

5 Although [CGJL25, PWYZ24] achieve zero quantum communication complexity,
they require substantially more quantum memory than ours. In some architectures
(e.g., linear optics), quantum memory is effectively implemented via communication
channels and can be even more costly in practice.



Table 1: Comparison of SKL-PKE. Quantum resources account for both the
quantum communication complexity and the quantum memory required to store

the quantum keys.”

. —. . . . t R
Construction Key Distribution Revocation Assumption Quantum Resources

(qubits)
[AKNT23] Quantum Quantum PKE (M%)
[KMY25] Quantum Classical PKE 2(2?)
[APV23, AHH24] Quantum Classical LWE w(Alog? \)!
[CGJL25, PWYZ24] Classical Classical LWE O(M\?log \)
Ours Quantum Classical LWE O(Mlog? \)

(M) This bound requires an aggressive parameter choice with a quasi-polynomial modulus.
1.1 Technical Overview

Starting point. We begin by recalling the Dual-Regev SKL-PKE construction
of [APV23], henceforth APV, given by efficient algorithms (XG, Enc, Dec, Del , Verif).
The quantum %G algorithm generates a classical Dual-Regev public key (A,y)
and a quantum secret key - a Pauli-Z-twirled Gaussian coset state:

) =ZE  a = T w1,

er;” Ax=y

where p, (x) = exp(—7r||:z:\|2/02) is the Gaussian measure for o > 0, v <3 {0, 1}™

is a random m-bit string, and Z, is the g-ary Pauli-Z operator. In particular, we
prepare a Gaussian superposition over x € Zq', compute Ax into an auxiliary
register and measure it to collapse onto a random coset {x € Lyt Ax = v}
Encryption follows Dual-Regev [GPV08], while decryption is performed coherently
using |1/)X’y> (the Z, twist affects only the phase and does not change correctness).
Revocation applies a Fourier transform on the quantum key and measures the
state, resulting in a shifted LWE sample wT = §TA 4 &T + {%J -vT. The trapdoor
T A enables efficient recovery of v from w for verification.

Dual-Regev SKL-PKE with polynomial modulus. We now explain where
the subexponential modulus requirement enters the APV analysis. The main
source is the noise smudging technique used to argue statistical indistinguishability
between (sTA+el,sTAx+¢') and (sTA +eJ,sTAx+elx+¢). Their argument
sets the bound of ¢’ to exceed that of elx by a superpolynomial factor, resulting
in a subexponential modulus. Our main observation is that the smudging noise ¢’
need not be sampled independently of x. Then, inspired by [BD20], we decompose
¢’ into efx + €”, where the norm bound of €” is only polynomially larger than
that of eJx. This idea was also used by [PWYZ24] to obtain polynomial modulus
for SKL in a related setting, but our technical context differs from both works.
A second source is the collapsing analysis underlying the Gaussian coset state’s
uncertainty principle: while earlier proofs assumed LWE with subexponential
modulus [LZ19, Por23], we rely on [LMZ23] to obtain the same guarantee under
polynomial modulus.



SKL-IBE from LWE. We next consider a SKL-IBE scheme with classical
revocation given by efficient algorithms (Setup, XG, Enc, Dec, Del, Verif). In par-
ticular, Setup outputs (mpk, msk), Enc(mpk, id, 1) encrypts to an identity id, and
KG(msk, id) outputs a quantum decryption key piq used by Dec. Revocation is
captured by a deletion algorithm Def (piq), which outputs a classical certificate
cert, and a classical verification algorithm Verif(msk, id, cert) that checks its va-
lidity. We further require stateless verification, meaning that Verif maintains no
evolving private state across key generations.

From APV, we follow the standard lattice-based IBE template [ABBI10,
CHKP10)]. For each identity id, we define Ajy = [A | A+H(id)B], where A, A, B €
Zy*™ and H(-) maps identities to matrices in Zy*". We set mpk = (A,A,B,y)
and encrypt as (sTAijqg +eT[I | R] + [0 | p]) for some random R € {—1,1}™*™.
A natural approach would be generating a coset state |¢Xid)y> as in APV for the
decryption key. However, in IBE the syndrome y must be fixed before key queries,
so generating such states requires a quantum analogue of Gaussian preimage
sampling using a trapdoor for A;q. We use the preimage-sampling procedure of
APV as a subroutine and then measure the second half of the resulting state,

resulting in a Gaussian coset state ’w A y> for A together with a classical outcome

u. We then apply a g-ary Pauli-Z twist and define the identity key as
pia = (|¥R5) ¥, 1), where ¥ + (A +H(id)B)u =y. (1)

We will justify this form in the security proof discussion. For revocation, we
follow APV, except that we sample v < F(k,id||y), where F is a pseudorandom
function and k is the secret seed included in msk, yielding stateless verification.

Security proof. We prove selective security under the standard LWE assumption.
In this setting, the adversary commits to a target identity id* before seeing mpk
and may query quantum decryption keys for any identity, including id*. When
the challenger requests revocation, the adversary must return a certificate for
id* and can only receive the challenge ciphertext under id* if the certificate is
accepted. Afterwards, the adversary may continue to request keys for any identity
except id™. Security requires that no QPT adversary distinguishes a real challenge
ciphertext from random with non-negligible advantage over 1/2.

Following APV, we prove security by reducing the IND-SKL adversary to
the uncertainty principle for Gaussian coset states: given |1/)X7y> for uniformly
random A with hidden phase v, no adversaries (B, B;) satisfy (i) QPT algorithm
By extracts a short x : Ax =y and (ii) computationally unbounded algorithm B;
recovers v from the internal state of By. Our reduction must therefore simulate
key queries without access to the trapdoor T 4. Since id* is fixed, we program
A = AR* — H(id*)B for some random R* € {—1,1}™*™. For any id # id*,
Aig =[A | AR" + (H(id) — H(id"))B] and a trapdoor Ta,, can be extended from
a trapdoor T whenever H(id) — H(id*) is full rank. This programming technique,
inspired by [ABB10], requires additional care for SKL. First, A, = [A | AR"]

1
is not uniformly random from the reduction’s view since it needs R* for the



challenge ciphertext. As the uncertainty principle holds only for uniform A, we
need to formulate the leased key using coset states with respect to A as in
Equation (1). Second, unlike classical IBE, we allow A to request the decryption
key for id*. However, since we program Ay~ = [A | AR*] to embed LWE
pseudorandomness in the challenge ciphertext, our reduction has no trapdoor to
answer this query! To handle this issue, we prepare pijg« beforehand by generating
)¢X,y> and u + Dzm’g/\@, then programming y = y + AR*u in mpk. This
allows us to sidestep the challenge of answering query for decrypting key, with
the caveat that the proof handles only a single key query for id*, while there is
no limit on the number of key queries for id # id*. We note that a new technique
to handle the programming of y could address the multiple key queries challenge
and may also be useful toward adaptive security without relying on complexity
leveraging. We leave this as an interesting direction for future work.

We are now ready to complete the reduction. Given the challenge state ‘¢X7y>,

By programs mpk and simulates the view of A until it receives a valid certificate
w for pig+, then runs a QPT extractor £ on the residual state of A to extract
a short x : Ax = y. By can then inefficiently recover v from the certificate
wig+, thus contradicting the uncertainty principle. At a high level, this £ treats
A as a decision oracle distinguishing the real and random challenge ciphertext
distributions (sTA + e[, (sTA +ef)R*,sTy +¢) and (c,c],c}), where y =y +
AR*u. An astute reader might notice that, if we can argue the indistinguishability
between (sTA + e, (sTA + e])R,sTy +¢') and (cJ,c],cix + cJu + ¢') with
o <§ Zy', extracting x from such distinguisher resembles the search-to-decision
reduction for LWE introduced by Regev [Reg05] via coordinate-wise guessing.
This technique was first used for SKL in [CGJL25] and underlies the extractor
of [AHH24]. Our setting requires a separate analysis because the distinguisher
operates on different distributions (see Section 4.3).

1.2 Related Work

Collusion Resistance (CR). In [AKNT23], the security against bounded CR
of decrypting keys was considered and their transformation from 1-bounded to
Q@-bounded CR translates to our SKL-IBE. However, [KNP25b] is the first to
address the stronger notion of unbounded CR. Recently, [KNP25a] targets the
same notion but for primitives other than encryption. Achieving unbounded CR
SKL-IBE with classical revocation from standard assumptions remains open.

Classical Communication. The line of work on SKL with completely classical
communication [PWYZ24, CGJL25, KLYY25] relies on the adaptive hardcore
bit property of the LWE-based NTCF to dequantize both key generation and
revocation. This approach, originating from [BCM™18, Mah18], is the only known
route to give completely classical communication for SKL to date.

SKL from ideal/module lattices. Similar to classical IBE, moving to ideal or
module lattices may yield more compact and efficient schemes. However, to the



best of our knowledge, no SKL scheme from structured lattices has been proposed
yet, despite existing results on NTCF from Ring-LWE [BKVV20, LG22].

2 Preliminaries

Notation. Let A denote the security parameter. We write negl()) for any f with
f) = A=W and poly(A) for any f with f(\) = O(\°) for some ¢ > 0. For
a,b e Ryn e N, let [a,b] ={z €Z|a<xz<b}and [n] = [1,n]. We write a <5 U
for uniform sampling from set U and a + A for sampling from a probabilistic
algorithm A. By PPT (resp., QPT), we mean a polynomial-time non-uniform
family of probabilistic (resp., quantum) circuits. We use bold font for (column)
vectors and matrices, sans serif font for classical algorithms and variables, and
script font for quantum algorithms. For two random variables X and Y, X ~, Y
and X =~. Y denote statistical and computational indistinguishability.

2.1 Secure Key Leasing (SKL)

Definition 1 (SKL-IBE with Classical Revocation). A secure key leasing
identity-based encryption scheme with classical revocation is a tuple of algorithms
Y = (Setup, XG, Enc, Dec, Del , Verif), defined as follows with {0,1}* being the
identity space:

Setup(1*) — (mpk, msk): On input the security parameter \, output a master

public key mpk and a master secret key msk.

— KG(msk,id) — pia: On input the master secret key msk and an identity id,
output a quantum state piq.

— Enc(mpk,id, u € {0,1}) — ct: On input the master public key mpk, an identity
id, and a message u, output a ciphertext ct.

— Dec(pig,ct) — {1/, L}: On input a quantum state pg and a ciphertext ct,
output a message i’ if decryption is successful, otherwise output L.

— De[(pid) — certiy: On input a quantum state pyq, output a certificate certy.

— Verif (msk, certig) — {T, L}: On input the master secret key msk and a cer-

tificate certyq, output a bit indicating whether the certificate is valid or not.

Decryption Correctness. For any id € {0,1}* and p € {0,1}, the following holds:

(mpk, msk) < Setup(1?),
Pr | ot < Dec(pig,ct) :  pig < KG(msk, id), > 1— negl()).
ct < Enc(mpk, id, u)

Verification Correctness. For any id € {0,1}*, the following holds:

(mpk, msk) < Setup(1*),
Pr | T « Verif(msk, cert) :  pig < KG(msk,id), >1—negl()).
cert < Del (pid),



Definition 2 (Selective IND-SKL security of SKL-IBE). We define the

Jollowing security experiment ExptVSLlKL_IBE(l/\7 b):

~

A sends a challenge identity id* to Ch.

. Ch runs (mpk, msk) < Setup(1*), sends mpk to A.

3. A makes key generation queries to Oxg with at most 1 query for id = id™.
Ogg(id): returns pig < KG(msk, id).

4. Ch sends REVOKE to A, then A sends a classical certificate certiq= and the
plaintext p to Ch.

5. Ch runs Verif on the certificate and continues if Verif(msk, certig=) — T,
otherwise outputs L and aborts.

6. Ch computes ctg < Enc(mpk,id*, u) and samples ct; +s$C (C is the ciphertext
space), then sends ctp to A.

7. A can continue to make queries to Oxg, except for id = id”.

8. A outputs a guess b’ and Ch outputs b’ as the output of the experiment.

IS

A SKL-IBE scheme is selectively IND-SKL secure if for every QPT adversary
A, the following holds:

‘Pr [1 — Expt>f=BE (1A, 0)} —Pr [1 — ExptHBE(1A 1)” < negl(A).

Remark 1. Our security experiment only allows a single key query for the chal-
lenge identity id*, which is equivalent to the security notions considered in
[AKNT23]. Allowing polynomial-bounded number of key queries for id* could be
achieved using the same transformation as in [AKN 23], but we do not consider
it here for simplicity.

2.2 Quantum Background

We assume familiarity with quantum information and computation, and refer
to [NC11] for the definition of basic concepts. We recall the following lemma
which will be used in our security proof.

Lemma 1 (Quantum Union Bound, [Gaol5]). Let p € D(H) be a state and
let ITq, ..., II,, > 0 be a sequence of (orthogonal) projections acting on H. Suppose
that, for every i € [n], it holds that Tr[II; p] = 1 —¢;, for e; € [0,1]. Then, if we
sequentially measure p with projective measurements {II;,I — II1},... {11, I —
I1,}, the probability that all n measurements succeed is at least

Te[IT, - My pIly - I, > 1 — 4 &
i=1

2.3 Gaussian Coset States

A Gaussian coset state corresponding to a matrix A is defined as:

Way )= Y. pe(x)]x),

xEZ;”:Ax:y



where y € Zj is statistically close to uniform whenever m > 2nlogq and
o > w(y/logm). We note that given as input a matrix A and o > 0, there
exists an efficient quantum algorithm GenGauss(A, o) that generates |¢a y) and
an efficient quantum algorithm SampGauss(A, Ta,y, o) that generates a state
within negligible trace distance from |14 ) [APV23, Por23]. Details on technical
lemmas on Gaussian coset states are given in Appendix A.4.

3 Dual-Regev SKL-PKE with Polynomial Modulus

In this section, we revisit the Dual-Regev SKL-PKE scheme and refine the
security analysis to obtain security under LWE with polynomial modulus. For
completeness, we include the construction of [APV23].

Construction 1 (Dual-Regev SKL-PKE [APV23]). Let ¢ > 2 be a prime,
let n,m,v € N and o, x, x’ > 0 be parameters. The construction for Dual-Regev
SKL-PKE scheme SKL-PKE = (XG, Enc, Dec, Del , Verif) is defined as follows:

— %G(1*) — (pk, msk, psk): Sample (A, Ta) < GenTrap(1?,1™,q),v s {0, 1}™,
and (|1/)A7y> ,¥) < GenGauss(A, o). Output pk = (A,y), msk = (Ta,v), and

(x| Lv)

q
Psk = ‘wX,y> = Z‘EVJ v ’wA7y> = Z Po (%) wq x) .
X€ELy Ax=y

— Enc(pk,p € {0,1}) — ct: Sample s «+$ Z; and e < Dzm y, €' < Dz .
Output ct = (sTA +eT,sTy +¢ + - |q/2]) € ZH.

— Dec(pek, ct) — {0,1}: Apply the unitary U : |x) |0) — |x) |ct- (—x,1)). Mea-
sure the second register in the computational basis. Output 0 if the measure-
ment outcome is closer to 0 than to |g/2], otherwise output 1.

— Del(p) — cert: Apply the m-qudit g-ary Fourier transform to the state p,
then measure in the computational basis to obtain w € Zg'. Output cert = w.

— Verif(msk, cert) — {T, L}:

Parse msk = (Ta € Z7"*™,v € {0,1}"") and cert = w.

Compute ¢ =wT-Tp (mod ¢) and dT =cT- Txl, where Tgl e Rmxm,

For i € [m], let v} =0, if d; € [—q/0,¢q/0], and let v; = 1, otherwise.

Output T, if v/ = v, and output L otherwise.

Parameters. Let A € N be the security parameter. Let n,m € N, ¢ be a prime
modulus with m = [6nlogq] and v8m < o < ¢/v/8m, and v = 64m?, each
parameterized by A. Let x, X’ > 2y/n such that x'/x > ov2m.

Correctness. Decryption and verification correctness of the construction follow
immediately from [APV23].

Theorem 1. Assuming the quantum hardness of LWE with polynomial modulus,
the scheme SKL-PKE = (XG, Enc, Dec, Del , Verif) in Construction 1 with specified
parameters is IND-SKL secure.



Since the proof of Theorem 1 is essentially the same as the proof of [AHH24,
Theorem 5], we only provide details on new analysis for polynomial modulus and
refer the reader to the original paper for the full proof.

First of all, we prove the security of the construction by showing that from a
successful adversary for our SKL-PKE construction, we can win the uncertainty
principle experiment in Theorem 2 (adapted from [APV23]).

Theorem 2 (Uncertainty principle for Gaussian coset states). Letn € N
and q be a prime modulus with m > 2nlogq, each parameterized by the security
parameter A € N. Let /8m < o < ¢/v/8m and v > 0. Assuming the quantum
hardness of LWE with polynomial modulus, for any adversary A = (Ag, A1)
consisting of a QPT algorithm Ay and an unbounded algorithm A;, we have:

Pr[UncertaintyExptA(lA) = 1] < negl()),
where UncertaintyExpt 4(1*) is defined as follows:

1. Ch samples a random A <+$ Z"X’”, a random v s {0,1}™, generates

L)

’wA y> ) < GenGauss(A, o), prepares ‘¢Ay> = 24" |1/)A7y>, and sends

(A,y, |1/}A,y> ) to Ag.

2. .Ao generates a vector Xo € Zy' and a polynomial-sized quantum state paux-
Then, Ay sends xo to Ch and forwards (A,y, paux) to Aj.

3. Ay generates a vector v/ € {0,1}™ on input (A,y, paux) and sends it to Ch.

4. Ch checks if v/ = v and whether xq satisfies A - xo =y and ||xo]| < oy/m/2.
If true, Ch outputs 1, otherwise 0, as the outcome of the experiment.

Proof. The proof is the same as [APV23, Theorem 7.7], except that we invoke
Theorem 7, which relies on the quantum hardness of LWE with polynomial
modulus, instead of the results relying on LWE with subexponential modulus. O

The proof of [AHH24, Theorem 5] continues to construct a QPT extractor that,
conditioned on the adversary being a good distinguisher between real ciphertext
and random distributions, can extract a short preimage x such that Ax =y
with overwhelming probability. This high probability extraction is crucial for
their probabilistic argument to break the above uncertainty principle. Our main
contribution to prove Theorem 1 is to show that, even with polynomial modulus,
we can still argue the high success probability of their extractor. We first recall
the distributions considered in [AHH24, Theorem 6]:

DAY — (A,y,sTA +eT,sTy + e') where s <8 Zy, <~ Dzm , €' < Dz s,

Iwe

— Dpx = (A, Ax,cl,c[x+¢") where ¢] =sTA + e, ¢’ <+ D, Noob
_ DA * = (A, Ax,c],clx + ") where cg zy

A7
— DY = (A,y,cl,c1) where ¢1 5 Z,.

The goal is to argue the indistinguishability between (DA’y DA ) and between

lwe 2 lwe

(DA DQ’X)7 thereby obtaining a good distinguisher on (D4, D2

lwe gl unlf) then use

10



this distinguisher to guess each element of x one by one via a search-to-decision
reduction. To obtain the first step, they set X = x'2 with x’/x = oy/m -2°(™ and
invoke the noise smudging lemma, which results in the need for subexponential
modulus. We achieve the same statistical indistinguishability with polynomial
modulus by instead setting X = x'2 — X2HXH2 with x’/x > ov/2m, and we prove
the following technical lemma.

Lemma 2. Dlaéy and D@:‘ have statistical distance at most negligible for any
x € B™(0,0+/m/2) and X = x'* — 2||x||* with x'/x > o/2m.

Proof. Given (A,x), such that y = Ax, we define intermediate distributions

(Do, ...,Dy4). These distributions have identically distributed first three compo-
A Ax
i,Cl

nents and differ only in their fourth component ¢;. Below, D denotes the

fourth component of D;:

AA
- D?ié}xx =sTAx + ¢/, where ¢/ < Dz,
_ Ax o7 File : &
Dyy " =sTAx+é+e where e N, sand e« Dy ;. 5,
AA . _ L - .
- Dy * = sTAx + €px + &, + €, where &g « Nm,xx/@ €1 Nl,\/? with

2
5 = /2= 2,
— D37 =sTAx + (e + €))x + €1 + €, where € < Ny, , € < Ny,

3,61
D2 = (sTA +eg)x + ¢, where ¢” « D, = with ¥ = X" — ?[x||*.

4,c1
By definition, we have Dy = D@;y and Dy = D,ﬁéx. We show that the statistical
distance between D and D, is negligible by proving that the statistical distance
between D; ., and D, ., is negligible for Vi € {0, 1, 2, 3}.
Dq ¢, ~s D1, follows from Lemma 19 with any x’ > V21.(Z) and € = 2-00)
then the statistical distance between the two distributions is at most 4¢ = negl(\).
Dy ., =5 Da ., follows from Lemma 21 with any x > 0 and x’ > 2. x - [|x],
then the two distributions are identical.
Dy ¢, =4 D3, follows from Lemma 19 with any x > V21.(Z),and ¢ = 2=,
then the statistical distance between the two distributions is at most 4e = negl(\).
D3 ., =5 Dy, follows from Lemma 20 with the maximal eigenvalue of
Vv, NS 2 n:(Z™) and ¢ = 279 then the statistical distance between e’
and é(x + €1 + €, hence between the two distributions, is at most 8¢ = negl(}).
Combining these bounds, we have Dy ., ~5 D4, with statistical distance at
most 16e = negl(\), which concludes the proof. O

As Theorem 2 and Lemma 2 remove remaining subexponential modulus
dependencies in [AHH24|, we obtain the same result under polynomial modulus.

4 Identity-Based Encryption with SKL from LWE

In this section, we present a simple and efficient construction of selectively secure
SKL-IBE with classical revocation from standard LWE, without relying on heavy
machinery such as garbled circuits or obfuscation-based assumptions.

For our construction, we use the identity encoding scheme with full-rank
differences (FRD) from [ABB10).
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Definition 3 ([ABB10, Definition 20]). Let g be a prime and n € N. We
say that Hy : Zi — Zy*™ is an encoding with full-rank differences (FRD) if:

1. For all distinct u,v € Zy, the matriz Hy(u) — Hi(v) € Zy*™ is full rank; and
2. Hy is computable in polynomial time (O(nlogq)).

Let Hy : {0,1}* — Zq be a collision-resistant hash function. Defining H =
HyoHy : 0,1 — Zy*™ extends the identity encoding to arbitrary-length identities.

4.1 Construction

Construction 2. Let A be the security parameter. Let ¢ > 2 be a prime, let
n,m,v € N and o, ¥, x’, Bo > 0 be parameters. Our construction for a SKL-IBE
with classical revocation scheme SKL-IBE = (Setup, XG, Enc, Dec, Del, Verif) uses
the following building blocks:

— A post-quantum secure pseudorandom function F : {0,1}* x Zg" — {0,1}™.
— An FRD identity encoding scheme H : {0, 1}* — Zp*™ by combining H; and
Hs as in Definition 3.
The construction is defined as follows:
— Setup(1*) — (mpk, msk):
e Sample (A, Ta) < GenTrap(17,1™,q), A, B < Zg*™, and y < Zy.
e Generate PRF key k < {0,1}*.
e Output mpk = (A, A,B,y) and msk = (Ta, k).
— KG(msk,id) — piq:
e For Ajy = [A|A+H(id)B], compute T s, + ExtendRight(A, A+H(id)B, Tx).
o Generate a Gaussian coset state |Ya,,.y) < SampGauss(Aig, Ta,,y,0)

pP= |1/)Aid7y> = Z pU(X) |}2> .

ieZi’":Aidi:y
e Measure the last m coordinates of p in the computational basis to obtain

P=lag) @)= > po(x)x) @),
X€Z, Ax=y
where u € Z7" is the measurement outcome and some y € Zg.

1.
e Compute v < F(k,Hz(id)||y) and the state 1/11‘;79> = ZEUJ [VAy) -

e Qutput pg = (‘¢ny> ,y,u).
— Enc(mpk,id € {0,1}*,pn € {0,1}) — ct,: Sample a secret s s Z; and
errors €y < Dzm y, €' < Dz, +. Sample a random R s {—1,1}"*™. For
Ay = [A | A +H(id)B], output:

Ctigu = (sTAia + [ef | e]R].sTy +¢' +p- [§]) € Zg" .
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— Dec(pig,ct) — {0,1}: Apply the unitary U : |x)|0) — |x)|ct- (=%, —u,1))
on input |1y o |0). Measure the last register in the computational basis.

Output 0 if the outcome is closer to 0 than to |g/2], and 1 otherwise.

— Del (pig) — cert: Apply the m-qudit g-ary quantum Fourier transform to the
state pig, then measure in the computational basis to obtain an outcome
w € Zy'. Output cert := (w,y,id).

— Verif(msk, cert) — {T, L}:

Parse msk = (Ta € Z**™ k), cert = (w,y,id).

Compute v < F(k,Ha(id)||y).

Compute ¢ = wT-Ta (mod ¢) and dT = cT-T,", where T,' € R™*™,

For i € [m], let v} =0, if d; € [—q/0, q/0], and let v} = 1, otherwise.

Output T, if v/ = v, and output L otherwise.

Parameters. Let A € N be the security parameter. Let n,m € N, ¢ be a prime
modulus with m = [6nlogq] and vV8m < o < ¢/v/8m, and v = 64m?, each
parameterized by A. Let x,x’ > 24/n such that x'/x > O(om). Let 5y =
O(xom?®/? + X)X be the noise bound for decryption correctness.

Correctness. For id € {0,1}* and X7 := [xT | uT] € Z2™, we have Ajyx =
Ax+ (A + H(id)B)u. Therefore, for (mpk, msk) < Setup(1?*), ( ‘1/)1‘;7y> .Y, u) —
%G (msk, id), we have y + (A + H(id)B)u = y. For p € {0,1} and id € {0,1}*,
we have:
et - (—x, —u, 1)) = | sT [A | A+ H(id)B] + [eg | e(T)R],sTy +e +pu- L%J) - (=%, —u, 1)>
|-sTAx — elx — sT(A + H(id)B)u — eJRu+sTy + e + - [£])
=|s"(~Ax — (A +H(id)B)u+y) —elx —eJRu+e +p-[1])
|-elx —eJRu+¢e +p-[4])
| w (mod q)).
With overwhelming probability, we have ||x|| < oy/m and |Ju| < oy/m, thus:

| —elx—efRu+e¢| < O(xom®? +x") < Bo.

As long as (3 is bounded by ¢/4, decryption correctness follows with overwhelming
probability. Reusability then follows immediately from the gentle measurement
lemma [Win99], while verification correctness follows immediately from [APV23].

4.2 Security Proof

Theorem 3. Assuming the quantum hardness of LWE with polynomial modulus,
the scheme SKL-IBE = (Setup, XG, Enc, Dec, Del, Verif) in Construction 2 with
specified parameters is secure according to Definition 2.

Proof. We first assume the existence of an adversary 4 that breaks the IND-SKL
security (Figure 1) of our SKL-IBE construction given public parameters and a
master public key (A, A,B,y). Then, we construct two reduction adversaries
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(Ro,R1) with non-negligible advantage in the uncertainty principle experiment
Vig*

in Theorem 2 w.r.t challenge ( ‘wA Gan

> 7yid*), where id* is the challenge identity
in the IND-SKL game. We first consider the following sequence of security games:

ExptSf P8 (1%, b):

1. A sends a challenge identity id* to Ch.

ck samples (mpk, msk) < Setup(1*). Then, ¢k sends mpk to A.

3. A sends queries to the key generation oracle Osg; to receive pi; :

( w;:'j;idv > ,¥id;, Wig; ) with at most one query with id; = id*.

4. Cch sendls REVOKE to A, then A returns classical certificates certig =
(Wig=, Yid=, id™).

5. Ch continues if Verif(msk, certigx) — T, otherwise returns L and aborts.

6. A sends the plaintext bit p to Ch.

7. If b =0, ¢k sends ct + Enc(mpk,id*, u) to A. Otherwise, if b =1, ¢C#
sends ct <3 C, where C is the ciphertext space.

8. A outputs a guess b’, Ch outputs b’ as the output of the experiment.

N

Fig. 1: Security experiment Expti‘KL'lBE(lA, b).

: This is the original game Expti\KL"BE(l)‘, b) as defined in Figure 1.

A)
A): We replace the pseudorandom function F with a random function G.
A): We sample R* used for encryption at setup and set A := AR* — H(id")B.

G3(A): We sample (“/’Xy> ,y) — GenGauss(A,o0) for v < {0,1}™, u <«
’DZ,,,,’U/\@., and set y =y + (A + H(id*)B)u when generating mpk. For the
key query with id*, the key generation oracle returns pig- := ( ‘U}Xy> .y, u).

Ga(A): We sample A «s Zy*™ and (B, Tg) < GenTrap(1",1™, q) at setup.
— For the verification procedure, replace the efficient algorithm Verif(-) with
an inefficient algorithm IneffVrfy(-) that given A, computes a trapdoor
'y in exponential time and runs Verif(-) with T/, .
— For the key generation procedure, we compute T, < ExtendLeft(A,
(H(id) — H(id")) B, T, R*) and the rest are the same as in XG.

Lemma 3. Gy and Gy are computationally indistinguishable.
Proof. Indistinguishability follows directly from the pseudorandomness of F. [
Lemma 4. G; and Go are statistically indistinguishable.

Proof. This follows from Lemma 18, as the distribution (A, AR*,efR*) is sta-
tistically close to the distribution (A, A’,eJR*), where A’ s Z}*"™. O

Lemma 5. Gy and Gs are statistically indistinguishable.

Proof. This follows from the definition of the Gaussian coset state ’z/; A,y>> where

the distribution of y is statistically close to the uniform distribution over Zy. U
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Lemma 6. Gz and Gy are statistically indistinguishable.

Proof. We equip the inefficient verification oracle with an inefficient algorithm
IneffVrfy that is allowed to run in exponential time. Since the original trapdoor
T A is no longer necessary, the switch is statistically indistinguishable (Lemma 22).
For key generation queries, since we can answer id = id* without any trapdoor
as in Gz, thus we only need to analyze the case for id # id* where we have
Ay =[A ]| AR" + (H(id) — H(id*))B]. By definition of the FRD encoding scheme
(Definition 3), the matrix H(id) — H(id*) is full rank. Then by Lemma 22 and any
R € {—1,1}™*™, the trapdoor T4, < ExtendLeft(A, (H(id) — H(id*))B, Tg,R)
also allows us to invert the LWE problem for the matrix A4, which can be used
to answer key generation queries for id # id* as in Gs. O

Lemma 7. Assuming the quantum hardness of LWE, we have Advy(A, D) <
negl(A).

Proof. We assume that there exists a QPT adversary A that breaks the security
game G4 with some non-negligible, in particular inverse polynomial, advantage

Pr [1 - ExptjﬁD(P,o)] —Pr [1 — Expt§ip (1%, 1)” () >

Advi(A, D) = = poly(\)’

Expt§ip (14, b):

Generate id* + A(1*).

Sample (mpk, msk) < Setup(1*).

Generate p ® Ty Aow(mpk), T is any polynomial-sized advice state.
Generate |certig« )(certigs | @ paux + A(mpk, p @ 7).

Continue if IneffVrfy(msk, certig«) — T, otherwise abort with output L.
Sample ct « Dy, where Do ~ (¢ + Enc(mpk,id*,0)) and D, ~ (c +sC).
Generate b’ < D% (mpk, cty,, pau)-

Output b’ as the output of the experiment.

PN T W=

Expthy'D’,y(l’\):

Generate id* + A(1%).

Sample (mpk, msk) < Setup(1*).

Generate p ® s « A% (mpk), 7 is any polynomial-sized advice state.
Generate |certig» }(certigx | ® paux < A(mpk, p ® 7).

Continue if IneffVrfy(msk, certig=) — T, otherwise abort with output L.

Output b + ATIS? (paux) Where § = 279X
Pp,(Do,D1), 5+7 2 ’

S TUk W

Fig. 2: Implement distinguisher in ExptG4 with ATI.

We assume that the adversary submits g = 0 w.Lo.g. In Figure 2, we simplify
the security experiment of G4 and define a separated distinguisher D that takes
as input the residual state p,.x after revocation. Given a quantum extractor £
that, on input (D, paux), outputs a vector x € Zq', we define the following events:
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— VrfySuc: the verification algorithm IneffVrfy outputs T.
— GoodDec: the distinguisher D outputs b’ = b.
— ExtSuc: the extractor £ outputs a short x : Ax = yiy=, with yq+ from certjg=.

If A wins G4 with advantage £(\), then Pr[VrfySuc A GoodDec] > 1/poly(}).
The proof proceeds in two main steps:

1. We construct an extractor £ satisfying Pr[ExtSuc | GoodDec] > 1 — negl()).
From probabilistic Claim B.1, we have Pr[VrfySuc A ExtSuc] > 1/poly(}).

2. From such adversary and extractor, we construct a reduction to break the
uncertainty principle of Gaussian coset states (Theorem 2).

To estimate the success probability of the quantum distinguisher D, we apply
an Approximate Threshold Implementation (ATT) (Lemma 23) to efficiently
test the goodness of D while only negligibly disturbing the residual state. For
distributions Dy and Dy, let (Do, D1) denote the distribution of (b, ct) obtained
by sampling

b+s{0,1} and ct « Dy.

The corresponding ATI procedure tests whether the distinguisher, given its
auxiliary state, can predict b from ct with probability at least 1/2 + ~.

Lemma 8. For adversary (A, D) such that Advy(A, D) = u(N), it satisfies

A
Pr|l«+ ExthA4T"DW(1)‘) > % —negl(A)

for v = 3% where ExptﬁT'DN(l)‘) is shown in Figure 2.
Proof. The proof of Lemma 8 is identical to the proof of [AHH24, Lemma 13}, so
we refer readers to the original proof for details. O

For coherence, we postpone the analysis of the extractor to Section 4.3 and
only state the following result.

Lemma 9. Assuming the quantum hardness of LWE with suitable parameters,
there exists a QPT extractor £ that takes as input the distinguisher D and the
residual state pl,,, satisfies

id" <« A(1Y),
(mpk, msk) < Setup(1?),
p @7y + A% (mpk),
© |certigs Xcertige | ® paux — AP (mpk, p @ 7y), | 2 1—negl(}),

28
2 L ATIS Do D1, 24y (Pa)s

X + E(D, phux)

Pr N

where § = 279

We proceed to show how to construct our reduction adversaries (Rg,R1) to
win the uncertainty principle experiment UncertaintyExpt(1*) from Theorem 2.
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- RO(A7Y7 |¢X,y>):

1. Run the algorithm A to generate a challenge identity id*.

2. Sample A, B, R and simulate the key generation oracle Oxg as in Gy,
then run the algorithm A to generate p ® 7y + A% (mpk).
Continue running A to get |certig-){certigs | @ paux < A% (mpk, p @ 7).

215 . .
Run ATl;;D,(Do,Dl),%Jrv(pa“X) and abort if the output is 0.

Continue to run the extractor £ to obtain x < E(D, pl.)-

Send x to ¢ and initialize Ry with (A, wig«).

1(A, wig~): Run the inefficient verification algorithm IneffVrfy to compute
a trapdoor T’ , then use it to recover v’/ and send to ¢h.

oo ow

With the results of Lemmas 8 and 9 and Claim B.1, we argue that the (Rg, R1)
described above win the uncertainty principle experiment UncertaintyExpt(1*)
with inverse polynomial probability, thus we complete the proof. O

Combining Lemmas 3 to 7, we conclude the proof of Theorem 3. O

4.3 Quantum Extractor

In this section, we revisit the black-box quantum extractor from Lemma 9 and
show that Pr[ExtSuc | GoodDec] > 1 — negl(X). Thus we may drop the inefficient
verification procedure IneffVrfy in Figure 2 and assume the adversary is a good
quantum distinguisher for the challenge distributions, i.e., AT| outputs 1. Then,
we construct a quantum extractor that succeeds with probability 1 — negl()\) by
adapting the quantum search-to-decision extractor of [AHH24] with additional
key query oracle for the SKL-IBE adversary. Moreover, our distinguisher operates
on different distributions:
- D&R,yvy = (A,AR,y,u,sTA + e[, (sTA + e[ )R,sTy + ¢) where s <5 Z7,
ey < Dzm y, € < Dz, withy = ARu+y,
— DRRXM — (A AR, Ax,u,c], IR, c](x + Ru) + ¢) where ¢ = sTA+e],
e" + Dy 57 with " = x'2 — *|x + Ru]”,
— D&R> = (A, AR, Ax,u,c[, cR,cf(x + Ru) +¢”) where co <5 Z",
- DvﬁéR’X’“ = (A,AR,Ax,u,cl,c[R, ) where cg Ly, ca <8 Lg,

AA'yy _
Dt =

(A,A’,y,u,c],c],cz) where c; ¢ Zyr withy = A'u+y.
For each of these distributions, the modification D(, g;) is defined as
D(i,gi) = (Ao, A1,vo, V1, CotC- i,cite 1, cote: (9: + (Ru);)),

where ¢ <$ Z, i is the standard unit vector, i.e., the entry at the index i-th is 1
and all other entries are 0, r; is the i-th row of the matrix R and (Ru); is the
i-th entry of the vector Ru. We proceed to prove some useful lemmas.

Lemma 10. D,QéR’y’y and D,ﬁéR’x’“ have statistical distance at most negligible

for any x,u € B™(0,0/m/2), R € {=1,1}™*" and x'/x > O(om).
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Proof. The proof for this lemma is the same as the proof of Lemma 2, except that
instead of A, x and y = Ax, we consider A, f where f =x+Ruandy = Af. 0O

Lemma 11. The following holds for any integer i € [m]:
ARxur; oy _ DARxu r .
D¢, (4,9:) = Dgg if 9i = xi, (2)
ARxuc; oy DARX, T )
ch u(Zﬂgt) - Dwg " Zf 9i 7é Li- (3)

Proof. By definition, D(i, g;) only modifies the three values ¢, ¢1, and ¢y, thus
we omit the other values in the distributions for simplicity and we have:

DEF*M(i,9:) = (] +c-1T,c]R + ¢ ri,cf(x + Ru) + ¢’ +c- (g; + (Ru),))
=(cJ+c-i",(c]+c-iDNR,(c] +c-iN(x+Ru)+e’ +c- (g —xi)).

We can see that the distribution is preserved if g; = x;, thus we have Equation (2).
And if g; # x;, ¢ is uniform over Z, since ¢ <-$ Z, and ¢ is prime, thus we have
Equation (3). O

Lemma 12. Dv‘t‘g’R’x’“ and Df;’if‘/’y’y have statistical distance at most negligible
for any R € {—1,1}m*™.

Proof. This follows from the generalized leftover hash lemma (Lemma 18) for

the uniform matrix [3] so that we have the distribution of (A, {g} R) is
0 0
!/
statistically close to the distribution of (A, {?T] ). O
1

We now state Theorem 4, which gives a more explicit formulation of Lemma 9.
To align the statement with the hybrid argument below, we formulate the
experiment in its complementary form, where output 1 denotes extraction failure.

Theorem 4. Let SKL-IBE be the scheme from Construction 2 with security
parameter A and parameters (q,n,m,v,o,x,X'). Let A be any non-uniform QPT
adversary with polynomial-size advice state Ty independent of (A, A, B,y), and
let D be any QPT distinguisher defined in Figure 2. Assuming the quantum
polynomial hardness of LWE with polynomial modulus, the QPT extractor £
defined in Figure 3 with v = 1/poly(\), 6 = 279X satisfies

Pr [1 — ExtractExpt%gf?i(l’\) < negl(A),

where ExtractExpt%H?i(l’\) is defined in Figure .

Now, we proceed to construct our QPT extractor £ on input (A, R, ¥, u, D, pl..)
as in Figure 3. By construction, this extractor runs in time poly(X, o,1/7).

Proof. We consider the following sequence of hybrids:

Ho(A): This is the experiment defined in Figure 4.
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5(A'7 R, y, u7 D7 p;LIX):

1. Set x=0,e =v/6,7 =~v—3c =~/2.
2. Foreachi=1,2,...,m:

For each g; € [—o/m/2,...,0/m/2|:

(a) Let aux store the current state of the quantum distinguisher.

e
(b) Run ATIPD,<D.‘v§gR=-‘7‘y<i,gi),D;“ni;A/=-‘7*y),é+v/
ister aux along with enough fresh ancillas initialized to |0).
(¢) Set x; = g; if output is 1. Then, move on to the next guess.

3. Output x.

on the residual state in reg-

Fig.3: The quantum extractor £(A, R, y,u, D, pl.)-

Extract Expti{f 'B'Ef (1*):

1. Generate id* < A(1%).
2. Sample A s Z3*™, (B, Ts) < GenTrap(1",1™,q), R <5 {—1,1}™*™, and
u <« Dym /.5 Generate ( |7/)X,y> ,¥) « GenGauss(A, o) for v < {0,1}™. Set
A = AR - H(id*)B and y == ARu+3y.
3. Simulate Oy as follows:
— For id; = id™, return pig= == (’¢X,y> ,y,u).
— For id; # id*, run %G(-) with trapdoor Ty and return pi; .

Generate |[W)W| ® paux AiﬁiAVB’y(®ie[Q] pia; ® Tx) for any @ = poly(}).

25 .
Run b + AT'ED,(D&R,S,J’ Dﬁi’fAlyy,y%%J’_’y(paux)y abort and output L if b = 0.
ComPUte X E(Aa Ra ya u, D7 p;ux)'
Output 1 if x & AY(A) N B™(0,0+/m/2), else output 0.

N ov e

Fig.4: The experiment ExtractExpti‘fg"sE(l’\).

Hi(A): For step 2, we sample x < D, »/y3 and let y = Ax, then we replace
m,

7/’X.9><7/)X.y with |[x)(x].
Ho(A): For step 5 and inside the extractor algorithm, we replace the distribution

D ¥ with DARx,
Hs(\): For step 5, we replace the distribution DﬁéR.,y«,y with D%R,x.u.

Hi(\): For the extractor algorithm, we replace the distribution DmR’y‘y (i, 9i)

with DAR*U (i, g,).

Lemma 13. Assuming the quantum hardness of LWE, Hy and Hy are computa-
tionally indistinguishable. In other words,

Pr [1 — Expt:‘?D(l/\)} ~. Pr [1 — Expt';‘l’p(l’\)].

Proof. This follows directly from the Gaussian-collapsing property (Lemma 26),
assuming the quantum hardness of LWE with the stated parameters:

(A s Z2™, [hag), ¥ELY) ~e (A Z2™, X)), A-x' €Z]),
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where (|Yay),¥) < GenGauss(A, o) and where x’ + Dy, 2 and the fact that
the Pauli-Z operator Zﬁj'v has no effect on the collapsed state. O

Lemma 14. H; and Hy are statistically indistinguishable. In other words,
Pr [1 « Exptjlp(lk)} ~ Pr{1 “ Expt[jgp(ﬂ)]
Proof. The statistical indistinguishability follows directly from Lemma 12. [

Lemma 15. Assuming the quantum hardness of LWE, Hy and Hs are computa-
tionally indistinguishable. In other words,

‘Pr{1 - Exptjfp(ﬂ)] —Pr [1 “ ExptjﬁD(ﬂ)” < negl(\).

Proof. Assuming there exists a QPT adversary that can distinguish the two
hybrids with non-negligible advantage % for some polynomial p(A), we construct

m with non-

a reduction & to break the quantum hardness of decisional LWE,, .,
negligible advantage. By standard averaging argument, for at least i fraction of
samples (A, x’), our adversary can distinguish the two hybrids with advantage
at least i For such samples, by Lemma 24, there exists a quantum circuit C of
size poly(A, 1/e,log(1/6)) such that C(A,x’,-) succeed in distinguishing samples
from (DQ;R’S"y, Dy Rxv) and (D&R>u, DIRXY) with advantage at least

which is also inverse polynomial and can be written as ﬁ

1
8u3poly(A,1/¢,log(1/4))’

From Lemma 10, we have that D,QéR’y’y Reg DaéR’x’“. Combined with the

fact that Dﬁg’R’x’“ can be sampled independently of DlévéR’x’" and D(‘%’R’x*“
given (R,u), C(A,x/,-) can distinguish samples from (D@éR’x’u, DjRxm) and
(D&R>u, DARXY) with advantage at least i — negl(A\). By definition, the

. ~“AR . L.
only difference between D, ;™" and D%’R’x’“ is from the vector cg, which is

either an LWE sample or a uniformly random vector in Zg". Thus, the reduction
R can simulate the view of our adversary and distinguish the LWE challenge

with advantage at least i — negl(A). This contradicts the quantum hardness of
decisional LWE’]J%X, thus the proof is complete. O

Lemma 16. Assuming the quantum hardness of LWE, Hs and Hy are computa-
tionally indistinguishable. In other words,

‘Pr{l — Expt:fb(l)‘)} —Pr [1 — Expt:‘fp(l)‘)] ’ < negl(A).

Proof. We define intermediate hybrids Hs  for 0 < k < ov2m3 — 1 as follows:

1-5. Same as Hs.
6.1. Set x=0,e=7v/6,7 =v— 3¢ =+/2, cnt = 0.
6.2. For each i € [m] :

For each ¢; € [—o\/m/2,...,0+/m/2]:

(a) Let aux store the current state of D and set cnt := cnt + 1.
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(b) If ent < k, run ﬁ;i_(DQR,X,U(ivgi)’DwAg,R.x‘U)_l/Qﬂ,, on the residual

state in register aux along with enough fresh ancillas initialized to

. el .
|0), otherwise run ATl;D’(D‘,QQ,R,y,y(i’gi),Dv?g,R,x,u)’l/2+,y, as in Hs.
(¢) Set x; = g; if output is 1. Then, move on to the next guess.
6.3. Output x.

7. Same as Hs.

We observe that Hs o is identical to H3 and H, oIS is identical to Hy. Therefore,
it suffices to prove that for 0 < k < ov2m3 — 1:

‘Pr [1 — Expt:fg(l’\)} — Pr[l — Expt:fg“(l/\)” < negl(\)/o. (4)

The proof for Equation (4) is almost the same as the proof of Lemma 14, except
that we apply Lemma 25 for ATl instead of Lemma 24 for ATI, the parameter
is set as 1/poly(\, o) instead of 1/poly()). O

Lemma 17. Hy outputs 1 with negligible probability. In other words,
Pr [1 — Expt:‘fD(l)‘) < negl(\).

Proof. First, we make a modification to Hy, where it will output 1 if the
extracted x # x’, which is implied by Hy outputs 1 (that is, when x ¢
AY(A) N B™(0,01/m/2) holds). To prove Lemma 17, it suffices to prove the
experiment in Figure 5 outputs 1 with negligible probability.

At its core, the extractor algorithm applies a sequence of projective measure-
ments ATl on system aux. With the Quantum Union Bound lemma, we can argue
the probability of this experiment, or this sequence of measurements, outputs 1 by
examining the outcome probability of each measurement. To this end, we define
a sub-experiment in Figure 6, which concerns a single projective measurement.

By Lemma 1, we have the following:

m oy/m/2
Pr[l « ExtractorExptAD(lA)} < 42 Z Pr(l « ExtSubExptAD(l)‘,i,gi,x’)].

Now, if we can show the probability of the sub-experiment is always at most
negligible for any input (i, g;,x’), then our proof is complete. This can be done
by considering two cases: whether the guess g; is correct or not.

Correct guess (g; = z}): Let pl,, be the residual state in register aux after

. ﬁeﬁ he initial d .
running Pp,(DARxu DARxuy 14, on the initial state p,ux and getting output
. AeEd ’ .
b = 1. From Lemma 23, running ATIPD(DQ,R,X,‘J) DARxu) 14, 30 O Pouy will

output 1 with probability at least 1 — 34. As our sub-experiment will output 1
only when the corresponding ATI outputs 0, we have the following:

Pr[l « ExtSubExptA,D(l)‘, i,9i,x")] < 36.
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ExtractorExptA’D(lk):

1. Generate id* < A(1%).
2. Sample A <=5 Z3*™, (B, T) < GenTrap(1",1™,q), R s {—1,1}™*™, and
u < Dym /5. Generate ([Yhy).¥) « GenGauss(A, o) for v < {0,1}™. Set
A = AR - H(id*)B and y .= ARu +73y.
3. Simulate Oy4; as follows:
— For id; = id*, return pg+ = (|¢X,y> 7jr,u).
— For id; # id*, run XG(-) with Tg and return piq,.
4. Generate |[WXW| ® paux Ai),KAg,A,B,y(®iE[Q] pid; @ Ta) for any @ = poly()).
i
5. Run b « AT|;§(D&RM
abort and output L.
6. Set x=0,e=/6,v =v—3c=r/2.
7. For each i € [m] :
For each g; € [—o/m/2,...,0/m/2|:

(a) Let aux store the current state of the quantum distinguisher.
e T . .
(b) Run ATI;,D (DARxu(; o) AR | /4 O the residual state in reg-
N cg 194 ) Pwg )

. Continue if b = 1, otherwise
,Dv‘j‘gva’““),%ﬂ(pa“X) )

ister aux along with enough fresh ancillas initialized to |0).
(c) Set x; = g; if output is 1. Then, move on to the next guess.
8. Output 1 if x # x’, otherwise output 0.

Fig. 5: Experiment of ExtractorExpt 4 p(1%).

ExtSubExptAD(lA, i,gi,Xx):

1-6. Same as in ExtractorExptA’D(l*).
€,0 + - e 3 Q "
7. Run ATIP,D‘(DCAg_R,x.u(,’-”g[))D@.R,x.u%%+W// on the residual state in register aux

along with enough fresh ancillas initialized to [0).
8. Output 1if (g; # x;s A1 < ATI) or (g; = z; A 0 < ATI), otherwise output 0.

Fig. 6: Experiment of ExtSubExptA’D(lk,z’,gi,x’).

Incorrect guess (g; # «}): From Lemma 11, we have D%R*X’“(i, gi) = va“,‘g*R’x’“,
thus we have

)
Pr[1 < ExtSubExpt 4 p(1*,7, i, x')] = Tr [ATl;D’(D&,RTX,u’ AR, 1 P
As P(%A’vayu DA R only has eigenvalue § < 3+7'—¢ (any distinguisher cannot
wg ? wg

. . N~ =20
do better than guessing a random bit), running ATIEPD7(D@,R,x,u7 DARu) 1
on any state will output 1 with probability at most 4,

Pr [1 — ExtSubExptAVD(l)‘,i,gi,X’)} <.
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Combining the two cases with ¢ defined to be exponentially small § < negl(\)/o,
we have bounded the experiment in Figure 5 to output 1 with negl(\)/o:

Pr(l « ExtSubExptAD(l’\,i,gi,x’)] < negl(\)/o. O
With Lemmas 13 to 17, the proof for Theorem 4 is complete. O
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A Preliminaries

A.1 Lattices Background

A m-dimensional lattice A C R™ is a discrete subgroup of R™. Given positive
integers n,m,q € N and a matrix A € Zy*™, let A;- (A) denote a g-ary lattice
generated by A: {x € Z™ : Ax =0 (mod ¢)}. For y € Z, we denote the coset
A¥(A) given by {x € Z™ : Ax =y (mod ¢)}. For a lattice A and positive real
e > 0, the smoothing parameter ne(A) of A is defined to be the smallest positive
s such that py /(A" \ {0}) < e, where A* is the dual lattice of A.

Discrete Gaussians. Let X € R™*™ be a full-rank, symmetric, and positive
definite, let ¢ € R™. The Gaussian function with center ¢ and covariance matrix
VX is defined by the probability distribution function p JE [(x) = exp(—w :
(x —¢)" X! (x —¢)), for any x € R™. In the spherical case X' = oI, Gaussian
function can be simplified as p,(x) = exp(—7 - [|x — c||2/02). When ¢ = 0, we
omit it from the subscript.

Definition 4 (Discrete Gaussian Distribution). For a full-rank, symmetric,
positive definite m X m matrix X, we define the m-dimension discrete Gaussian
distribution over the lattice 2™, D,,, VEe with center ¢ € R™ and standard

deviation parameter matriz /X by
VX E D™ Dy 55 oX) = Py a0/ Py 27,

where p s (L) = scqm Pys (X))

Definition 5 (Continuous Gaussian Distribution). Let R™ be the Euclidean
space, and let X be a positive definite matriz in R™>™. The Gaussian (or normal)
distribution N, s . over R™ with center ¢ € R™ and covariance matriz X is

defined by the dénsi%y function:
1

p(x, X, c)=——=p X).
( det(2)1/2 \/f,c( )
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Lemma 18 (Generalized Leftover Hash Lemma [ABB10, Lemma 13]).

Let n,m,q be integers such that m > 2nlogq and q > 2 is prime. Then, for
all fized vectors e € Zy' and all k = poly(n), the statistical distance between the
following distributions is negl(n):

— (A,AR, eTR) where A < Z3*™ and R < {—1, 1}mxk,
— (A,U,eTR) where A < Zg*™, U < Z’q”k, and R < {—1,1}m%F,

Lemma 19 ([Reg05, Claim 3.9]). Let A be a lattice, let u € R™ be any
vector, let r,s > 0 be two real numbers, and let t = /72 + s2. Assume that
rs/t > n.(A) for some e < 5. Consider the continuous distribution Y on R™
obtained by sampling from Dy, and then adding a noise vector taken from
./\fm7s. Then the statistical distance between Y and Nmt is at most 4e.

Lemma 20 ([Peil0, Theorem 3.1]). Let X1, X5 > 0 be two m x m positive
definite matrices, with ¥ = Xy 4+ Y9 > 0 and X3' = X7 + X571 > 0. Let Ay
be a lattice satisfying /\r\’f/‘azl1 > ne(Ay1) for some e < % Let vi € R™ be arbitrary.
Consider the following probabilistic experiment: choose Xo N;nﬂ/z, then choose
X1 ¢ Dy, sy, —xp. 57+ The marginal distribution of x1 + X2 is within statistical
distance 8¢ of DAl-s-vl,\/f'

Lemma 21 ([BD20, Proposition 3.2]). Let F € Z™*™ be an arbitrary matriz
with spectral norm rg. Let r,r1 > 0 be such that r > r1 - rg. Let €1 < Nn’rl
and let eq Nm,\/f for X = r’Loxm — T%FFT. Then the random variable
e = Fey + es is distributed according to ./\/’m,T.

Definition 6 (Short Integer Solution, [Ajt96]). Letn,m € N, ¢ > 2 be
a modulus and let B > 0 be a parameter. The Short Integer Solution SISf’q’ﬁ
problem is to find a short solution x € Z™ with ||x|| < B such that Ax = 0
(mod q) given as input a matriz A <s Zy*™.

Definition 7 (Learning with Errors, [Reg05]). Let n,m € N be integers,
let ¢ > 2 be a modulus and let x be the noise bound. The Learning with Errors
LWE:Z%X problem is to distinguish between the following samples:

A ™ A s Zp*m
T T) . e O T . q
{(A,s A+el) : sesZ0 e Dzwzx} and {(A,u ) u s 2 }

In this work, we rely on the quantum hardness of LWEf’q’X assumption against

quantum adversaries for m = 2(nlogq), in a parameter regime where it implies
SIS 5 [SSTXO09].

n,q,3

Trapdoors for lattices. We use the following properties of short basis trapdoors
for the g-ary lattice A(JI- (A). For A € Z7*™ and u € Z7, we write A;'(u) to
denote a sample x + DA.;(A)’U.

Lemma 22 ([GPV08, AP09, MP12]). Letn,m € N and q € N be a prime
with m = 2(nlogq). There exists the following randomized algorithms:
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— GenTrap(1™,1™,q): on input 1™, 1™ and q, returns a matriz A € Zy*™ and
a trapdoor T a such that the distribution of A is negligibly close to uniform
and Ta is a (20nlog q)-good lattice trapdoor with all but negligible probability.

— ExtendRight(A, B, TA)([CHKP10]): on input full-rank matrices A, B € Zy*™
and a trapdoor Ta of A;‘(A), outputs a trapdoor Tia|g] of A(JI‘([A | B]) such
that ||TA||GS = HT[A|B]HGS'

— ExtendLeft(A, B, Tg, R)([ABB10]): on input full-rank matrices A, B € Zy*™
and a trapdoor Ty of Ay (B), outputs a trapdoor Tiajar+s) of A5 ([A | B])
such that ||T[A|AR+B]HGS < ||TB||GS . (1 + ||R||2)

A.2 Cryptographic Primitives

Definition 8 (Pseudorandom Function). Let {Ff : {0,1}* — {0,1}% |
K € {0,1}*} be a family of polynomially computable functions, where {1 and £y
are some polynomials of \. We say that F is a post-quantum secure pseudorandom
function (PRF) family if, for any QPT distinguisher A, it holds that

(Pr[AFM')(l*) —1| K « {0, 1}A] - Pr[AR<'>(1*) —1|R« u] ’ < negl(\),

where U is the set of all functions from {0,1}4 to {0,1}%2.

Theorem 5 ([GGMS84, Ajt96]). Assuming the quantum hardness of SIS}’ s,
there exists a post-quantum secure PRF.

A.3 Threshold Implementation

In this section, we recall technical lemmas underlying Zhandry’s measurement
procedure [Zha20, ALLT21], which provides a notion of testing adversarial
quantum states in security games. Unlike the classical setting, where the challenger
checks returned classical strings, standard classical notions of “testing” for
quantum states can fail in several ways [Zha20]. Zhandry’s procedure addresses
this by estimating the state’s success probability while causing only limited
disturbance, enabling the repeated tests needed in quantum reductions. We refer
the reader to [Zha20, ALL*T21] for a detailed treatment of this notion.

Theorem 6 (Threshold implementation, [ALL"21]). Let v € (0,1) be
a parameter and let P = (P,Q) be a two-outcome POVM, where P has an
eigenbasis {|1;)} with associated eigenvalues {\;}. Then, there exists a projective
threshold implementation (Tly(P),I — Tl (P)) such that

— TI,(P) projects a quantum state into the subspace spanned by {|1;)} whose
etgenvalues \; satisfy the property \; < .

— I-TI,(P) projects a quantum state into the subspace spanned by {|1;)} whose
eigenvalues \; satisfy the property A\; > 7.
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While the threshold implementation defined above can not be efficiently in gen-
eral, an approximate version of the threshold implementation can be implemented
efficiently as long as the POVM is a mixture of projective measurements.

Lemma 23 (Approximate Threshold Implementation (ATI), [ALL*21,
Corollary 1]). Let Pp = (Pp,Qp) be a binary outcome POVM over Hilbert
space H that is a mixture of projective measurements over some distribution
D. Let e, 8,y € (O7 1). Then, there exists an efficient binary-outcome quantum
algorithm /—\TI6 g interpreted as the POVM element corresponding to outcome
1, such that the following holds:

— For all quantum states p, Tr [ATI%ZW;)} > T[Tl (Pp)p| —

— For all quantum states p, it holds that Tr[Tly_o.(Pp)p'] > 1 — 28, where p’
18 the post-measurement state which results from applying the measurement
ATI;’ZW to p and obtaining outcome 1.

— The expected running time of ATI?,’?)’7 s proportional to pon(%, log(%)), the
time it takes to implement Pp, and the time it takes to sample from D.

To apply hybrid arguments between ATIP Do,y a0d ATI;D‘;D > we will use
the following results from [AHH24] that allow us to preserve the distinguishing
advantage . Moreover, since ATl is not a projector and may essentially change
the state even when it outputs 1 with overwhelming probability, they introduced
the notion of projective ATI, denoted ATI, to minimize the disturbance on the
state by performing uncomputation.

Lemma 24 (Post-AT| Distinguisher, [AHH24, Lemma 5]). Let P be a
collection of projective measurements indexed by some set L, implemented by a
quantum circuit of size |P|. Let Do, Dy be two efficiently samplable distributions
over Z. For any polynomial u, any quantum state p and any (possibly quantum)
predicate h : {0,1} x D(H) — {0, 1} with circuit size |h|, if

1
n(X)’

there exists a quantum circuit C of size poly()\, E,log( ) 1, | P, |h\), such that

| Pr [((b, ) = ATI,, L (0) = 1] = Pr [1((6,0) < AT, (o) = 1] | 2

1 1
5' = OV - poly(\, 1/, 1og(1/6))

Lemma 25 (Post-ATl Distinguisher, [AHH24, Lemma 6]). Let P be a
collection of projective measurements indexed by some set I, implemented by a
quantum circuit of size |P|. Let Do, Dy be two efficiently samplable distributions

over . For any polynomial u, any quantum state p and any (possibly quantum)
predicate h : {0,1} x D(Hz2) — {0, 1} with circuit size |h|, if

PriC(p,z) =b:b+<+s{0,1},z < Dy] —

‘Pr [h((b, p)  ATI3 5y 2 (p)) = 1] — Pr [h((b, P BT, (p) = 1] ‘ . ﬁ»

log(§), 1, |P|, |h]), such that

1 1
PriC(p,z) =b:b+s{0,1},z + D] — 5' > OVF - poly(x, 172 Tog(1/0))

there exists a quantum circuit C of size poly ()\, Z,
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A.4 Gaussian Coset States

Our analysis relies on the computational intractability of distinguishing whether a
Gaussian coset state has been measured in the computational basis. This property
was proved under subexponential modulus-to-noise ratio in [LZ19, Por23], and
later extended to any polynomial modulus-to-noise ratio in [LMZ23].

Lemma 26 (Gaussian-collapsing property, [LMZ23, Theorem 5, adapted]).
Let n € N and q parameterized by A € N. Then, the following samples are com-
putationally indistinguishable assuming the quantum hardness of decisional LWE:

(A —$ Z:szm, |”L/JA7y>, y € ZZ) e (A <—$ ngm, IX()>7 Axg € Zg’)
where (|Ya.y),y) < GenGauss(A, o) and x¢ < Dy o3

For classical revocation, we rely on the certified-everlasting collapsing property
of Gaussian coset states, conjectured in [Por23] and proved in [BKP23] under
LWE with subexponential modulus. The proof reduces to the existence of any
collapsing and collision-resistant hash function, which can be instantiated by the
SIS hash function [Ajt96]. By our parameter choice, the required SIS collision
resistance follows from the LWE assumption. Using Lemma 26, we obtain the
following theorem.

Theorem 7 (Certified-everlasting target-collapsing property of Gaus-
sian coset states, [BKP23]). Let n € N and g be a prime modulus with
m > 2nlogq, each parameterized by security parameter A\ € N. Let \/8m < o <
q/V8m and x > 2/n. Assuming the hardness of the LWE! it holds for any

n,q,X’

adversary A = (Ao, A1) with a QPT algorithm Ay and an unbounded A :
| Pr [EvTargetCollapse 4 5 (0) = 1] — Pr [EvTargetCollapse 4 (1) = 1] | < negl(A).
Here, the experiment EvTargetCollapse 4 ,(b) is defined as follows:

1. Ch generates a Gaussian coset state (|a y),y) € Zy  GenGauss(A, 7).

2. If b= 0, Ch does nothing. Else, Ch measures the state in the computational
basis. Next, Ch sends the resulting state together with'y to Ag.

3. Ay sends a classical certificate w € Z;” to Ch and initializes A1 with its
residual (internal) state.

4. Ch checks if w satisfies Aw =y (mod q) and |w| < ov/m/2. If true, Ay is
run until it outputs V', otherwise b’ +s {0,1}. The final output is b'.

B Missing Proofs

Claim B.1. Suppose there are three probabilistic events A, B,C, if Pr[A | B] >
1 —negl(A\) and Pr[B A C] > 1/poly(X), then Pr[A A C] > 1/poly(A) — negl()).
Proof. Since Pr[A | B] > 1 — negl(\), we have Pr[A A B] = Pr[B] - Pr[A | B] >
Pr[B] — negl()). Therefore, we have Pr[B A A] < negl()\). Then we can deduce:
Pr[AAC] >Pr[ANBAC]=Pr[BAC] —Pr[BACAA]
> 1/poly(A) — Pr[B A A] > 1/poly(A) — negl(). O
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