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Abstract. Secure Internet communication requires both confidential-
ity and mutual authentication. While the Hybrid Public-Key Encryp-
tion (HPKE) framework (Alwen et al. , Eurocrypt 2021) provides these
guarantees, it assumes that users possess (certified) public keys and
can securely manage them across devices. In this work, we introduce
two primitives: Password-Authenticated Key Encapsulation Mechanisms
(PAKEM) and Password-Authenticated Hybrid Encryption (PAHE).
PAKEM enables a client holding only a password to establish an au-
thenticated shared key with a server possessing a (certified) public key,
while PAHE additionally enables password-authenticated encryption of
arbitrary-length messages in the same setting. For both primitives, we
formalize the syntax and define security models capturing privacy (CCA-
security of the derived key or encrypted message) and authenticity (re-
sistance against ciphertext forgery). We present a generic construction of
PAKEM, prove that it achieves the desired security properties and give
an instantiation using NIST post-quantum-standardized cryptographic
primitives. We further establish a composition theorem showing that
combining a secure PAKEM with a Data Encapsulation Mechanism
(DEM) yields a secure PAHE scheme.
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1 Introduction.

Private communication over the Internet relies on public key cryptography to
establish a shared secret key between the communicating parties, and sym-
metric key cryptography to efficiently encrypt (arbitrary-length) messages. To
achieve private communication with provable security, hybrid encryption com-
poses a public-key Key Encapsulation Mechanism (KEM), which establishes a
fresh shared key between the parties, with a symmetric-key Data Encapsulation
Mechanism (DEM) that uses the shared key to encrypt the message. The KEM/-
DEM paradigm was formalized by Cramer and Shoup [22] and further analyzed
by a number of authors [30,31,1]. It is used in widely deployed standards such
as S/MIME [42] and OpenPGP [19], and serves as the formal foundation for
HPKE [8]. While this paradigm ensures confidentiality of the communication, it
does not provide sender authentication or ciphertext integrity (INT-CTXT): a
CCA-secure DEM guarantees that an adversary learns nothing about the plain-
text from tampered ciphertexts, but does not prevent forging ciphertexts that
decrypt to valid messages.



The HPKE Standard and its Applications. The Hybrid Public-Key Encryption
(HPKE) standard (RFC 9180 [8]) extends the KEM/DEM paradigm to pro-
vide support for authentication and integrity, in addition to confidentiality, of
the communication. Alwen et al. [3] formalized the security of HPKE by intro-
ducing Authenticated KEM (AKEM) and Authenticated Public-Key Encryption
(APKE), and defining their security against two types of adversaries: a weaker
outsider adversary that does not have access to the private keys of the communi-
cating parties, and a stronger insider adversary that has access to the secret key
of Alice or Bob. Security against an insider adversary is desirable as, for exam-
ple, it guarantees that an honest sender whose key is leaked retains security in
future communications. The security notions of AKEM against the two types of
adversaries are key indistinguishability, which requires the derived shared key to
be indistinguishable from a uniformly random key, and key authenticity, which
ensures that a valid shared key can only be established by a legitimate sender and
recovered by the intended receiver. APKE is an authenticated encryption system
that can be constructed by composing an AKEM and a DEM with appropriate
security properties. HPKE has since become a core building block of modern
Internet standards, including Encrypted Client Hello (ECH) for TLS 1.3 [9],
Oblivious DNS over HTTPS (ODoH) [38], Oblivious HTTP (OHTTP), and the
Messaging Layer Security (MLS) group messaging protocol.

Limitations of HPKE and the Password Setting and Our Motivation. HPKE’s
authenticated mode requires both parties to hold long-term KEM key pairs with
(certified) public keys. While practical in organizational settings, it is unrealistic
to expect individual users to obtain and maintain (certified) long-term public
keys. Additionally, the corresponding private keys must be available on every
device from which the user wishes to communicate. This requires secure pro-
visioning or synchronization of private keys across devices which would be a
significant operational burden. The dominant form of Internet authentication is
asymmetric: users authenticate with a password, while servers present a certified
public key. This is the setting for almost every online service.

Our goal. We aim to achieve functionality similar to HPKE’s authenticated mode
when the client authenticates using a password registered with the server, instead
of a long-term public-private key pair. Although the HPKE has a Pre-Shared
Key (PSK) mode [4] in which user authentication is through a shared secret with
the server3 , the secret has high entropy and has the same practical challenges of
establishing and securely managing a high-entropy secret across multiple devices,
as a long-term key pair. A user password, on the other hand, can be memorized by
the user and removes the need for secure storage on the user devices. Passwords,
however, are low entropy secrets and password-based protocols are susceptible
to offline dictionary attacks either against the protocol transcripts or against
user’s registered information from a compromised server.

3 A PSK also enhances post-quantum (PQ) security: if the KEM is broken by a quan-
tum adversary, security is preserved as long as the PSK remains secret.

2



1.1 Our work.

We introduce Password-Authenticated Key Encapsulation Mechanism (PAKEM)
and Password-Authenticated Hybrid Encryption (PAHE), define their respective
security notions in line with AKEM and APKE, and prove composition theorems
that relate the security properties of PAHE to those of PAKEM and DEM.
PAKEM establishes a shared key between a server holding a KEM key pair
and a client who has registered a password with the server. The key derived by
PAKEM is tied to the client’s password and the server’s private key, providing
implicit mutual authentication. PAHE is an authenticated hybrid encryption
scheme for the same client-server setting, supporting messages of unrestricted
length. A secure PAHE can be constructed by composing a PAKEM with a
DEM, using the key derived by PAKEM as the DEM’s secret key.
Security definitions of PAKEM and PAHE. We consider outsider and insider
adversaries and define the following security properties: for PAKEM, key indis-
tinguishability and key authenticity; and for PAHE, message confidentiality and
ciphertext authenticity — each defined for both adversary types. We also define
password safety for PAKEM, requiring that the PAKEM ciphertext and its as-
sociated session key do not leak any information about the password, and that
verifying a password guess requires online interaction with the server. We define
an analogous notion of password safety for PAHE.
Constructions. In Section 4 we give a generic construction of PAKEM (Con-
struction 1) from a CCA-secure KEM, an EUF-CMA-secure digital signature
scheme, an IND-CCA-secure symmetric encryption scheme, and a hash function
modeled as a random oracle, and prove its correctness, insider key indistinguisha-
bility, insider key authenticity, and password safety. We note that insider secu-
rity implies outsider security, so the construction satisfies all PAKEM security
properties. We also give an instantiation of this construction using NIST PQ-
standardized cryptographic primitives: ML-KEM [5] (CRYSTALS-Kyber) as the
IND-CCA-secure KEM, ML-DSA [6] (CRYSTALS-Dilithium) as the EUF-CMA-
secure signature scheme, AES-256-GCM [24] as an IND-CCA-secure symmetric
encryption scheme, and SHA3-512 as the hash function. We discuss parameter
selection for different NIST security levels, and present numerical results of our
proof-of-concept implementation. In Section 6 we give a generic construction of
PAHE by composing a PAKEM with a DEM (Construction 2), and prove insider
IND-CCA (and so outsider IND-CCA) and outsider authenticity of the compo-
sition, provided the PAKEM satisfies the corresponding security notions and the
DEM is IND-CCA-secure and INT-CTXT-secure, respectively.4

1.2 Related work.

AKEM and HPKE. AKEM and APKE were introduced by Alwen et al. [3], who
defined multi-user security notions for AKEM and APKE, and proved security of

4 IND-CCA and INT-CTXT correspond to ciphertext confidentiality and ciphertext
integrity, respectively.
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the DH-AKEM underlying HPKEAuth. HPKE was subsequently standardized
as RFC 9180 [8]. Our security model is an adaptation of the single-user model
of [3] to the password setting.
PAPKE. Bradley et al. [18] proposed Password-Authenticated Public-Key En-
cryption (PAPKE), the closest related primitive to PAHE. PAPKE’s goal is
to provide secure end-to-end encryption, in particular, security against man-
in-the-middle attacks, between two entities using a shared password. PAPKE’s
security is modeled using the Universal Composability (UC) framework and does
not distinguish between insider and outsider adversaries as PAHE does. A fun-
damental structural difference between PAPKE and PAHE is that in PAPKE
the public key is derived from a shared password and is therefore specific to a
pair of users: it cannot serve as a server’s public key usable by multiple clients.
PAHE, by contrast, uses a single server key pair that is generated independently
of any password and supports any number of registered clients, each authenti-
cating with their own password. In PAHE, user enrollment provides the server
with registration information (e.g. , a digest of the password) for each user; in
PAPKE, there is no such enrollment step: the password is embedded directly
into key generation and encryption. This distinction leads to a further difference
in adversarial power. The security of PAPKE relies on the secrecy of the pass-
word and the private key, so exposure of either renders the system completely
insecure. In PAHE, however, insider adversaries may have access to either the
password or the private key, and meaningful security properties are preserved
in each case. A stolen password does not compromise the confidentiality of the
legitimate user’s communications (insider IND-CCA), while the leakage of the
sender’s secret key does not compromise authenticity (Insider-Auth). In partic-
ular, the PAHE generic construction achieves proved insider IND-CCA security,
which implies outsider IND-CCA security as well.
KEM. The KEM/DEM framework was introduced by Cramer and Shoup [22] as
a modular approach to hybrid encryption. Kurosawa and Desmedt [39] showed
that the KEM need not be fully IND-CCA secure for the hybrid to achieve
CCA security, and Abe et al. [1] introduced the Tag-KEM/DEM framework
as a generalization. Necessary and sufficient conditions for secure KEM/DEM
composition were analyzed by Herranz et al. [31]. KEM security has been further
refined: [33] studied hybrid encryption from weakened KEM security notions, and
Cremers et al. [23] formalized binding properties of KEMs, capturing attacks
not addressed in earlier definitions. The KEM/DEM framework has been widely
adopted, serving as the foundation for standards such as TLS [43] and HPKE [8].
KEM variants extend the paradigm to richer settings, including Identity-Based
KEM [7,44,14,20,21] and Attribute-Based KEM [27].
PAKE and aPAKE. Passwords have previously been used to provide authentica-
tion in Password Authenticated Key Exchange (PAKE) and augmented PAKE
(aPAKE) protocols [13,29,45,28,47,35]. In PAKE, communicating parties share
the same password, whereas in aPAKE the server stores only a derived value
of the password. However, these protocols typically require multiple rounds of
interaction and using the resulting session key for encryption generally requires
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additional security properties for the composition. In contrast, PAKEM provides
implicit password-based client authentication in a single, non-interactive encap-
sulation step. Moreover, when combined with a data encapsulation mechanism
(DEM) satisfying appropriate security properties, PAHE provides authenticated
encryption with formally proven security guarantees.

1.3 Outline.

Section 2 presents background information. Section 3 introduces PAKEMs to-
gether with their security notions. Section 4 presents a generic PAKEM construc-
tion and its security analysis, while Section 5 provides a concrete instantiation
based on state-of-the-art cryptographic primitives. Section 6 introduces PAHEs,
their associated security notions, and the corresponding composition theorems.
Finally, Section 7 concludes the paper.

2 Preliminaries

In this section we recall the background information and introduce the notations
used throughout this paper.
Notations. We use the following notations. The set {0, 1}∗ denote the set of bit
strings of an unspecified length and ∅ denote the empty set. We use λ to denote
the security parameter, negl(λ) to denote the set of negligible functions and
A a Probabilistic Polynomial-Time (PPT) adversary. The symbol "←" denotes
the assignment of a variable, and "x $←− X" denotes x is sampled uniformly
at random from the set X . The set of passwords is denoted by P, the set of
messages is denoted byM, the set of ciphertexts is denoted by C and the set of
keys is denoted by K. Expressions enclosed in brackets [·] denote the evaluation
of a logical expression, evaluating to 1, if the statement is true.
Key Encapsulation Mechanism (KEM). A KEM is a tuple of probabilistic algo-
rithms (KeyGen, Encaps, Decaps) defined as follows:

– Key Generation: (pk, sk)← KeyGen(1λ) outputs a public/secret key pair.
– Encapsulation: (c, k)← Encaps(pk) outputs a ciphertext c and a key k.
– Decapsulation: k′ ← Decaps(sk, c) recovers the session key or returns ⊥.

Correctness of KEM requires that for all (pk, sk) and (c, k) output by Encaps(pk),
we have Decaps(sk, c) = k. Informally, a KEM is IND-CCA secure if no PPT
adversary A can distinguish an encapsulated key from a random key while given
access to a decapsulation oracle. Let λ ∈ N be a security parameter, A a PPT
adversary and the decapsulation oracle ODecaps. The experiment [32, Figure 4]
ExpIND-CCA

KEM is formally defined in Figure 1.
Data Encapsulation Mechanism (DEM). A DEM is a tuple of (probabilistic)
polynomial time algorithms (Gen, Enc, Dec) as follows:

– Key Generation: k ← Gen(1λ) outputs a secret key k.
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– Encryption: c ← Enc(k,m): takes a message m ∈ M and uses the key
k ∈ K, to generate the ciphertext c ∈ C.

– Decryption: {m,⊥} ← Dec(k, c): takes the ciphertext c ∈ C and the key
k ∈ K, and outputs either the message m ∈M or a failure symbol ⊥.

Correctness requires that for all k ∈ K and m ∈M, we have Dec(k,Enc(k,m)) =
m. Security of DEM scheme is defined in terms of indistinguishability of the
ciphertexts of two messages that are chosen by the adversary. An IND-CPA se-
cure [36, Chapter 3] (resp. IND-CCA [36, Chapter 3]) secure scheme [10, Figure
4] requires that no PPT adversary A succeeds in the indistinguishability game
with non-negligible probability, when given access to an encryption oracle (resp.
access to an encryption and decryption oracle). A DEM scheme has ciphertext
integrity [11, Figure 5] (INT-CTXT) if no PPT adversary A can produce with
non negligible probability a fresh ciphertext that decrypts correctly (the decryp-
tion does not return ⊥). Let λ ∈ N be a security parameter, A = (A0,A1) a
PPT adversary, the encryption oracle OEnc and the decryption oracle ODec. The
experiments ExpIND-CCA

Enc and ExpINT-CTXT
Enc are defined in Figure 2.

Signature [36]. A digital signature scheme is a tuple of polynomial-time algo-
rithms (Gen,Sign,Vrfy) as follows:

– Key Generation: (pk, sk) ← KeyGen(1λ) generates a pair of keys (pk, sk)
with pk the public key (verification key) and sk secret key (signing key).

– Sign: σ ← Sign(sk,m) outputs a signature σ on a message m ∈ M using
the secret key sk.

– Verify: b ← Vrfy(pk, σ,m) outputs a bit b, with b = 1 if the signature σ is
valid for message m under public key pk, and b = 0 otherwise.

A signature scheme must satisfy correctness, i.e. , any honestly generated sig-
nature are accepted with an overwhelming probability. A signature scheme is
said to be unforgeable if it is Existentially Unforgeable under Chosen Message
Attacks (EUF-CMA) [12, Section 2.2], i.e. , it is computationally infeasible for
an adversary to produce a valid signature σ on a fresh message. The experiment
ExpEUF-CMA

Sig (EUF-CMA) for a security parameter λ ∈ N, a PPT adversary A,
and the signing oracle OSign is defined in Figure 3. We write KeyGen(1λ; r) to
explicitly show the randomness, r of the key generation. This is used in the Fu-
jisaki–Okamoto transformation [32], where the encryption algorithm derives its
randomness from the hash of the message.
AKEM and HPKE Security Model. Alwen et al. [3] introduced security notions
for AKEM and HPKE, which we adapt to PAKEM and PAHE. Their framework
distinguishes between outsider adversaries, who interact with encapsulation/en-
cryption and decapsulation/decryption oracles without possessing any secret in-
formation, and insider adversaries, who additionally know one party’s secret (e.g.
, a password or decapsulation key). The two core security properties Privacy and
Authenticity in both the insider and outsider setting yields four games (Games
are given in [3, Listing 3-7]): Outsider-CCA: An adversary cannot distinguish
the session key from random given the associated ciphertext. Insider-CCA:
The same guarantee holds even if the adversary additionally knows the sender’s
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ExpIND-CCA
KEM (λ):

(sk, pk)← Gen(1λ); (c∗, k0)← Encaps(pk)

k1
$←− K; b $←− {0, 1}; b′ ← AODecaps(pk, c∗, kb)

Return [b = b′]

ODecaps(c):
If [c = c∗], Return ⊥.
k ← Decaps(sk, c)
Return k

Fig. 1: IND-CCA Experiment for KEM with a security parameter λ ∈ N, a PPT
adversary A and the decapsulation oracle ODecaps.

ExpIND-CCA
Enc (λ):

k ← Gen(1λ); Q← ∅
m0,m1, st← AOEnc,ODec

0 (1λ)

b
$←− {0, 1}; cb ← Enc(k,mb)

b′ ← AOEnc,ODec
1 (st, 1λ, cb)

Return [b = b′]

ExpINT-CTXT
Enc (λ):

k ← Gen(1λ); Q← ∅
c∗ ← AOEnc(1λ)
m∗ ← Dec(k, c∗)
b← [[m∗ ̸=⊥] ∧ [c∗ ̸∈ Q]]
Return b

OEnc(m):
c← Enc(k,m)
Q← Q ∪ {c}
Return c
ODec(c):
If [c = cb]: Return ⊥
Return m← Dec(k, c)

Fig. 2: IND-CCA and INT-CTXT Experiment for DEM with the decryption
oracle ODec and the PPT adversary A = (A0,A1).

ExpEUF-CMA
Sig (λ):

(pk, sk)← KeyGen(1λ); Q← ∅
(m∗, σ∗)← AOSign(pk); b← Vrfy(pk,m∗, σ∗)
Return [[b = 1] ∧ [m∗ ̸∈ Q]]

OSign(m):
σ ← Sign(sk,m)
Q← Q ∪ {m}
Return σ

Fig. 3: The EUF-CMA Exp. for Signature with the signing oracle OSign.

secret. Outsider-Auth: An outsider cannot forge a ciphertext accepted as orig-
inating from a legitimate party. Insider-Auth: Even knowing the receiver’s
secret, the same guarantee holds.

3 Password Authenticated KEM

Password Authenticated Key Encapsulation Mechanism (PAKEM), a KEM that
provides user authentication through tying the key to the user’s password. PAKEM
can be seen as an asymmetric AKEM [3] in which one party (the client) derives
authentication from a password rather than from a public key, while the other
party (the server) retains a standard authenticated key pair. In this section, we
examine how this shift in setting affects the original definitions of AKEM (key
indistinguishability and authenticity).
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3.1 Security Definitions

PAKEM is a cryptographic primitive that enables two parties to securely derive
a shared session key bound to their respective private information (the password
on the client side and the secret key on the server side) thereby providing implicit
or explicit authentication through the successful derivation of this key.

We formalize security following the security game approach of [3]. A game
G is a probabilistic experiment describing the interaction of an adversary A
with an implicit challenger, where the adversary queries prescribed oracles an-
swered by the challenger. Depending on the game, the adversary has access to
encapsulation and decapsulation oracles, which model the encapsulation and de-
capsulation algorithms run with the appropriate secret inputs. There are also
challenge oracles whose responses depend on a secret bit sampled at the start of
the game. The game G outputs a bit, and A is said to win if the output is 1.

Definition 1 (PAKEM). A Password Authenticated Key Encapsulation Mech-
anism (PAKEM) is a tuple of four probabilistic algorithms (Gen, Enrol, Encaps,
Decaps), where:

– Key Generation: (pk, sk)← Gen(1λ) is a randomized procedure that takes
as input the security parameter λ ∈ N and outputs a public key pk and secret
key sk. The structure of (pk, sk) is scheme-specific.

– Enrollment: d ← Enrol(pw, pk) is a (randomized) procedure that takes as
input a password pw, and a public key and outputs the registry information
d derived from pw.

– Encapsulation: (k, c) ← Encaps(pk, pw) is a randomized procedure that
takes as input the public key pk and the password pw, and outputs a key k
and a ciphertext c.

– Decapsulation: k ← Decaps(sk, d, c) is a deterministic algorithm that,
given the secret key sk, the registry information d, and a ciphertext c, out-
puts the corresponding session key k, or a special symbol ⊥ indicating failure
(e.g. , incorrect password).

In AKEM [3], Gen generates a pair of public and secret keys intended for each
user. In our setting, Gen derives the server public and secret key while Enrol pro-
duces the user related information that will be stored by the server. After those
two procedures, the client’s secret information is a password pw, the server’s
secret information is the pair (sk, d), and its corresponding public information
is pk. In AKEM, Encaps takes as input a sender’s secret key sk and a receiver’s
public key pk, and returns a ciphertext c and a shared key k. In our construc-
tion, since the sender’s secret key is replaced by a password, Encaps instead takes
the client’s password and the server’s public key as input, and outputs both a
ciphertext and a session key. Similarly, Decaps in AKEM takes as input a re-
ceiver’s secret key sk, a sender’s public key pk, and a ciphertext c, and outputs
a shared key k. In PAKEM, the sender’s public key is replaced by the registered
information d, while all other inputs and outputs remain the same.
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Correctness. A PAKEM is said to be correct if the encapsulation and decapsu-
lation procedures agree on the same key whenever both parties behave honestly
and have the corresponding secrets. We formalize this notion as follows.

ExpCOR
PAKEM(λ):

pw
$←− P; (pk, sk)← Gen(1λ); d← Enrol(pw, pk)

(k, c)← Encaps(pk, pw); k′ ← Decaps(sk, d, c)
Return [k ̸= k′]

Fig. 4: Correctness Experiment for PAKEM with security parameter λ ∈ N.

Definition 2 (ε-Correctness). A PAKEM is said to be ε-correct if, for all
security parameters λ ∈ N, Pr

[
ExpCOR

PAKEM(λ) = 1
]
≤ ε, where ε is a negligible

function in λ and the probability is taken over the internal randomness of the
experiment ExpCOR

PAKEM(λ) defined in Figure 4,.

In AKEM [3], they expect Pr
[
ExpCOR

AKEM(λ) = 1
]
= 0. While this requirement can

be met in pre-quantum settings, achieving perfect correctness is challenging in
most post-quantum schemes (e.g. , Kyber [5] or Frodo [16]). To account for this,
we relax the requirement and consider ε-correctness, where the probability of a
decapsulation error is bounded by a negligible function ε in λ.

3.2 Security of PAKEM

In line with AKEM security properties, we aim to achieve two central security
properties. The first security notion follows the standard KEM paradigm [31,22]
by enforcing that the derived session key must remain indistinguishable from a
random key, even when the adversary is allowed a polynomial number of decap-
sulation queries. This property, known as IND-CCA key security (called privacy
in [3]), ensures the confidentiality of the session key against active adversaries.
Second, since the derived key also provides explicit authentication of the com-
municating parties (the client through the password and the server through its
registered information and secret key) we require that no adversary can forge a
PAKEM ciphertext that would be accepted by the decapsulation algorithm (this
property is called authenticity in [3]). It is analogous to ciphertext unforgeability
in authenticated encryption [11].

Key Indistinguishability. Key Indistinguishability captures the requirement
that PAKEM ciphertexts generated by an honest sender for an honest and un-
compromised receiver do not reveal any information about the encapsulated
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shared key, i.e. , from the adversary’s perspective, the key remains indistin-
guishable from a random key. Akin to AKEM [3], this notion splits into two
cases: The first is the outsider case, in which the adversary does not hold any
private information. The second is the insider case, in which the adversary knows
the password used for encapsulation.

Exp
(qe,qd)-Outsider-CCA
PAKEM (λ):

pw
$←− P; (sk, pk)← Gen(1λ)

d← Enrol(pw, pk); (c∗, k0)← Encaps(pk, pw)

k1
$←− K; b $←− {0, 1}

b′ ← AOEncaps,ODecaps(pk, c∗, kb)
Return [b = b′]

OEncaps:
(c′, k′)← Encaps(pk, pw)
Return (c′, k′)
ODecaps(c):
If [c = c∗], Return ⊥.
k ← Decaps(sk, d, c)
Return k

Fig. 5: (qe, qd)-Outsider-CCA Experiment for PAKEM with qe accesses to the
encapsulation oracle OEncaps and qd accesses to the decapsulation oracle ODecaps.

Exp
(qd,qc)-Insider-CCA
PAKEM (λ):

pw
$←− P

(sk, pk)← Gen(1λ)
d← Enrol(pw, pk)

b
$←− {0, 1}

QE ← ∅
b′ ← AODecaps,OChal(pk, pw)
Return [b = b′]

ODecaps(c):
If ∃k : (c, k) ∈ QE : Return k
k ← Decaps(sk, d, c); QE ← QE ∪ {(c, k)}
Return k
OChal:

(c′, k′)
$←− Encaps(pk, pw)

If [b = 1], k′ $←− K
QE ← QE ∪ {(c′, k′)}
Return (c′, k′)

Fig. 6: (qd, qc)-Insider-CCA Experiment for PAKEM with qd accesses to the de-
caps. oracle ODecaps and qc accesses to the challenge oracle OChal.

Outsider Key Indistinguishability. The experiment proceeds as follows. First, the
parameters are generated using Gen and Enrol, which provides the server with
its public key, secret key, and enrollment information, and the client with its
password5 . Next, a random bit b is sampled, and a key is encapsulated using
Encaps, which takes as input the server’s public key and the client’s password,
producing a ciphertext c∗ and a key k. If b = 0, the key k is left unchanged;
if b = 1, it is replaced by a random key. The adversary wins if it can correctly
distinguish whether the provided key k corresponds to the real encapsulated

5 As in BRP [10, Section 2, paragraph Long-lived keys] and many PAKE schemes (e.g.
, [37, Section 2.1]), the password is assumed to be drawn uniformly at random in a
known dictionary denoted by P during the initialization.
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key (b = 0) or a random key (b = 1), given the server’s public key pk and the
ciphertext c∗. The adversary has access to both the encapsulation qe times and
the decapsulation oracles qd times, under the restriction that it is not allowed to
query the decapsulation oracle on the challenge ciphertext c∗.
Insider Key Indistinguishability. The experiment is similar to the outsider case
but as A knows the password, we do not give to the adversary an encapsulation
oracle as it can perform this operation by itself. However, to prevent trivial
wins by querying a challenge ciphertext, all pairs (ciphertext,key) outputted by
the challenge oracle are recorded. If A queries the decapsulation oracle on a
challenge ciphertext, the oracle returns the key associated with that ciphertext
independently of whether it is the real decapsulated key or a random value (no
actual decapsulation is performed in this case).

Definition 3 (Key Indistinguishability). A PAKEM scheme is said to achieve
mode-key indistinguishability for a security parameter λ if, for the adversarial
model mode ∈ {Insider,Outsider} and any PPT adversary A making at most
qe encapsulation queries, qd decapsulation queries and qc challenge queries, the
advantage of A in the experiment Exp(qe,qd,qc)-mode-CCA

PAKEM (defined in Figure 5 and
Figure 6) is negligible in λ. Formally,

Adv
(qe,qd,qc)-mode-CCA
A,PAKEM =

∣∣∣∣Pr [Exp(qe,qd,qc)-mode-CCA
PAKEM (λ) = 1

]
− 1

2

∣∣∣∣ ≤ negl(λ).

Authenticity. The authenticity security notion captures the requirement that
an adversary should not be able to produce a valid PAKEM ciphertext that
would be accepted by an honest receiver as originating from an honest sender.
Following the AKEM framework of Alwen et al. [3], we formulate authenticity
as a distinguishability game. However, we additionally allow the adversary to
win immediately whenever it successfully produces a fresh ciphertext that is ac-
cepted by the challenge oracle using the decapsulation oracle. Consequently, our
notion preserves the indistinguishability-based formulation of [3] while explic-
itly accounting for ciphertext forgery. As for confidentiality, we distinguish two
attack scenarios: outsider authenticity, where the adversary has no knowledge
of any secret keys or passwords, and insider authenticity, where the adversary
additionally learns the server’s secret.
Outsider Key Authenticity. The experiment proceeds as follows. Similar to the
Outsider-CCA experiment, the system parameters are generated using Gen and
Enrol before the sampling of a random bit b. This bit determines the behavior
of the challenge oracle: given a ciphertext choosen by the adversary, the oracle
either returns the genuine decapsulation of the ciphertext or a random key. To
succeed in this experiment, the adversary must decide whether the challenge
oracle outputs a real or random key associated with its chosen ciphertext. The
adversary has access to both the encapsulation and decapsulation oracles to
assist in this task. However, certain constraints prevent trivial wins. In particular,
the ciphertext submitted to the challenge oracle must be fresh, meaning it has not
been generated by the encapsulation oracle, or already queried to the challenge
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oracle. To enforce this, the experiment maintains a list recording all ciphertexts
created and tested by the adversary.
Insider Key Authenticity. In the Insider-Auth scenario, the adversary is assumed
to have compromised the receiver’s (server’s) secrets and aims to forge a cipher-
text accepted as originating from the legitimate client. As noted in [3], this
captures the classical Key Compromise Impersonation (KCI) attack. Although
HPKE does not provide KCI security [3], Section 4 shows that our PAKEM
construction can achieve it, motivating a formal Insider-Auth experiment.

The experiment proceeds as follows. Similar to the previous experiments,
system parameters are generated by both Gen and Enrol before a random bit b is
sampled. As in the Outsider-Auth experiment, this bit determines the behavior
of the challenge oracle that has not changed. The adversary’s goal remains the
same; however, since it knows the server’s secrets, namely the secret key sk and
the registered information d, it can locally perform the decapsulation without
relying on an oracle. To prevent a trivial win, the adversary is not allowed to
query the challenge oracle on a ciphertext returned by the encapsulation oracle.

Definition 4 (Key Authenticity). A PAKEM scheme is said to achieve mode-
key authenticity for a security parameter λ if, for the adversarial model mode ∈
{Insider,Outsider} and any PPT adversary A making at most qe encapsulation
queries, n password guesses or decapsulation queries, and qc challenge queries,
the advantage of A in the experiment Exp

(qe,n,qc)-mode-Auth
PAKEM (defined in Figure 7

and Figure 8) is negligible in λ. Formally, with P denoting the password space:

Adv
(qe,n,qc)-mode-Auth
A,PAKEM =

∣∣∣∣Pr[Exp(qe,n,qc)-mode-Auth
PAKEM (λ) = 1

]
−

(
n

|P|
+

1

2

)∣∣∣∣ ≤ negl(λ).

Note that the adversary may attempt to recover the password by using the
decapsulation as an oracle. Since the password space is of size |P| and the ad-
versary is limited to at most n trials during the experiment, the probability of
correctly guessing the password is at most n/|P|. Conditioned on failing to re-
cover the password, the adversary gains no additional advantage over random
guessing. Hence, in this case, its success probability is at most 1/2. Therefore,
the baseline success probability is bounded by: n

|P| +
1
2 .

Password Safety. Passwords are low-entropy secrets and therefore vulnerable to
offline dictionary attacks. We therefore require that neither the KEM ciphertext
nor the associated session key leak any information about the password, so that
password verification necessarily requires online interaction with the server. Our
notion of password safety is inline with a similar notion introduced in PASTA [2],
a password-based threshold authentication system.

Definition 5 (Password Safety). A PAKEM scheme is said to be password
safe if, for a security parameter λ and for any PPT adversary A making at most
qe encapsulation queries, and qd decapsulation queries, the advantage of A in the
experiment Exp(qe,qc)-PW-SAFE

PAKEM (defined in Figure 9) is negligible in λ. Formally,
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Exp
(qe,qd,qc)-Outsider-Auth
PAKEM (λ):

pw
$←− P; (sk, pk)← Gen(1λ)

d← Enrol(pw, pk)

QE ← ∅; b
$←− {0, 1}

b′ ← AOEncaps,ODecaps,OChal(pk)
Return [b = b′]

ODecaps(c):
k ← Decaps(sk, d, c)
Return k

OEncaps:
(c, k)← Encaps(pk, pw)
QE ← QE ∪ {(c, k)}
Return (c, k)
OChal(c

′):
If [∃k : (c′, k) ∈ QE ], Return ⊥
k′ ← Decaps(sk, d, c′)
If [k′ =⊥], Return ⊥
If [b = 1], k′ $←− K
QE ← QE ∪ {(c′, k′)}
Return k′

Fig. 7: (qe, qd, qc)-Outsider-Auth Experiment for PAKEM.

Exp
(qe,qc)-Insider-Auth
PAKEM (λ):

pw
$←− P

(sk, pk)← Gen(1λ)
d← Enrol(pw, pk)
QE ← ∅
b

$←− {0, 1}
b′ ← AOEncaps,OChal(pk, sk, d)
Return [b = b′]

OChal(c
′):

If ∃k : (c′, k) ∈ QE : Return ⊥
k′ ← Decaps(sk, d, c′)
If [k′ =⊥]: Return ⊥
If [b = 1], k′ $←− K
QE ← QE ∪ {(c′, k′)}
Return k′

OEncaps:
(c, k)← Encaps(pk, pw); QE ← QE ∪ {(c, k)}
Return (c, k)

Fig. 8: (qe, qd, qc)-Insider-Auth Experiment for PAKEM.

with P denoting the password space:

Adv
(qe,qd)-PW-SAFE
A,PAKEM =

∣∣∣∣Pr[Exp(qe,qc)-PW-SAFE
PAKEM (λ) = 1

]
− qd
|P|

∣∣∣∣ ≤ negl(λ).

4 Generic Construction of PAKEM

In this section, we present a generic construction of PAKEM by combining a stan-
dard KEM with a signature scheme and a DEM. This design captures both the
key authenticity and key indistinguishability requirements of a PAKEM against
their respective insider adversaries.

4.1 Generic Construction

Technical Overview. We use a CCA-secure KEM, an EUF-CMA digital signature,
an IND-CCA secure DEM, and a hash function modeled as a random oracle,
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Exp
(qe,qc)-PW-SAFE
PAKEM (λ):

pw
$←− P

(sk, pk)← Gen(1λ)
d← Enrol(pw, pk)
pw′ ← AOEncaps,ODecaps(pk)
Return [pw = pw′]

OEncaps:
(c, k)← Encaps(pk, pw)
Return (c, k)
ODecaps(c):
k ← Decaps(sk, d, c)
Return k

Fig. 9: (qe, qd)-PW-SAFE Experiment for PAKEM.

to construct a secure PAKEM (see Figure 1 and Section 4.2). The intuition
behind our construction is to derive the signature key pair from the password
and use the resulting signing key to authenticate the KEM output, namely the
encapsulated key and its associated ciphertext. The resulting PAKEM ciphertext
consists of the KEM ciphertext together with the signature encrypted under
the encapsulated key. The final PAKEM shared key is derived by hashing the
PAKEM ciphertext, the server public key, the signed message, and the signature
itself effectively binding the session key to both the sender’s password and the
server’s secret key.
Intuition for Authenticity and Offline Attack Resistance. PAKEM uses the pub-
lic/secret key pair of the underlying KEM as the receiver’s long-term key pair.
The sender’s password is used during the Enrol algorithm to deterministically
derive a public/secret key pair (pk2, sk2) for a digital signature scheme. The pub-
lic key pk2 is registered with the server, while the sender reconstructs sk2 from
the password whenever encapsulation is performed. Consequently, the signing
key does not need to be stored. During encapsulation, the sender first executes
the KEM encapsulation to obtain (c1, k1) and computes m = H(c1 ∥ k1). The
sender then signs m using sk2. To prevent offline password attacks, the resulting
signature is encrypted under the KEM-derived key k1 before being included in
the ciphertext. The session key is finally derived by hashing all session-specific
values, namely the KEM ciphertext, the encrypted signature, the signature ver-
ification key, and the shared secret established by the KEM. Since these values
depend on both the receiver’s long-term secret key and the sender’s password-
derived signing key, the resulting session key is cryptographically bound to both
parties. Upon decapsulation, the receiver recovers the encrypted signature using
the KEM key, verifies it with the registered verification key pk2, and derives the
same session key only if the verification succeeds. We stress that (i) the Enrol
procedure is assumed to be trusted, and (ii) because sk2 is deterministically
derived from the password, it never needs to be stored by the sender.

Construction 1 (PAKEM from KEM, Signature and DEM) Let K be a
Key Encapsulation Mechanism, S be a signature scheme and E a DEM. Then,
a PAKEM scheme can be constructed as shown in Figure 10.
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Gen(λ):
(pk1, sk1)← K.KeyGen(1λ)
Return pk1, sk1
Encaps(pk1, pw):
(c1, k1)← K.Encaps(pk)
m← H(c1||k1)
(pk2, sk2)← S.KeyGen(1λ;H(pw||pk1))
σ ← S.Sig(sk2,m); c2 ← E.Enc(k1, σ)
Return c = (c1, c2), k = H(c1||c2||m||σ||pk2)

Enrol(pk1, pw):
r ← H(pw||pk1)
(pk2, sk2)← S.KeyGen(1λ; r)
Return d = pk2
Decaps(sk1, pk2, c = (c1, c2)):
k1 ← K.Decaps(sk1, c1)
m← H(c1||k1); σ ← E.Dec(k1, c2)
If S.V rfy(pk2,m, σ):

Return k = H(c1||c2||m||σ||pk2)
Else: Return ⊥

Fig. 10: PAKEM from KEM, Signature and DEM

Theorem 1 (Correctness of Construction 1). Assuming that K is an ε1-
correct KEM, E is a correct DEM and S is an ε2-correct signature scheme then,
the PAKEM given by Construction 1 is (ε1 + ε2)-correct.

Proof. Let (pk1, sk1) be honestly generated by Gen(1λ), d = pk2 be honestly
generated by Enrol(pk1, pw) algorithm and let (c, k) ← Encaps(pk1, pw) be the
transcript produced by an honest PAKEM encapsulation. Construction 1 yields
c1, k1 ← K.Encaps(pk1), σ ← S.Sig(sk2, H(c1||k1)) and k ← H(c1||c2||m||σ||pk2).
Note that sk2 and pk2 can be recomputed correctly if the password is correct as
S.KeyGen(1λ; r) is a deterministic algorithm as the randomness has been fixed.
Now consider the decapsulation procedure run by the honest receiver on input
(sk1, pk2, c). It first computes k′1 ← K.Decaps(sk1, c1). By ε1-correctness of the
KEM K we have Pr[k′1 = k1] ≥ 1−ε1. Next the decapsulation runs the signature
verification S.V rfy(pk2, H(c1||k1), E.Dec(k1, c2)). By the correctness of E, we
have σ = E.Dec(k1, c2). By the ε2-correctness of the signature scheme S, we get
that, whenever H(c1||k1) = H(c1||k′1) (which is the case as H is deterministic
function and k1 = k′1), the verification accepts except with probability at most
ε2(λ). When both events k1 = k′1 and "the verification accept occurs", the de-
capsulation computes k ← H(c1||c2||m||σ||pk2) correctly as H is a deterministic
function and the result follows. ⊓⊔

4.2 Security

In this section, we discuss the security of Construction 1 with respect to Key
Indistinguishability and Key Authenticity.
Key Indistinguishability. We show that the key indistinguishability of Construc-
tion 1 follows directly from the IND-CCA security of the underlying KEM. Intu-
itively, in the Insider-CCA experiment, the adversary is given all secret informa-
tion held by the client (including the password and the signature keys), but not
the server’s KEM secret key. Hence, it cannot decapsulate the challenge cipher-
text on its own. Because the encapsulated key k1 produced by the KEM remains
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indistinguishable from a random key under IND-CCA security, and since the fi-
nal PAKEM session key is derived from k1 through a hash function (modeled as
a random oracle) together with adversary/publicly known values, the adversary
learns no information about the PAKEM key.

Theorem 2. Let K be a KEM that is IND-CCA secure, E an IND-CCA secure
DEM scheme, S a digital signature scheme6 and H a hash function modeled
as a random oracle. Then, Construction 1 is a PAKEM secure against (qd, qc)-
Insider-CCA adversaries with (qd, qc) ∈ N2

≥1.

Proof. The proof proceeds via a sequence of games. Let Game 0 denote the orig-
inal (qd, qc)-Insider-CCA experiment for Construction 1, and let Pr[Gi(A) = 1]
denote the probability that A wins in Game i.

– Game 1. In this game, the challenge oracle is modified so that the key k1
returned by the KEM is replaced by a uniformly random key. If the adversary
A can distinguish this change, it would break the IND-CCA security of K.
Therefore, for any PPT adversary B against the KEM, we have:

∣∣Pr[G0(A) =
1]− Pr[G1(A) = 1]

∣∣ ≤ AdvIND-CCA
B,K .

– Game 2. In this game, we replace the message m = H(c1||k1) by a uniformly
random value in the message space (i.e. , {0, 1}n with n the length of the
output of the hash function H), under the random oracle assumption. Since
H is modeled as a random oracle, this change is indistinguishable to A:∣∣Pr[G1(A) = 1]− Pr[G2(A) = 1]

∣∣ ≤ negl(λ).

– Game 3. In this game, we replace the ciphertext c2 = E.Enc(k1,m) by
a uniformly random value in the ciphertext space. If the adversary A can
distinguish this change, it would break the IND-CCA security of E. Thus:∣∣Pr[G2(A) = 1]− Pr[G3(A) = 1]

∣∣ ≤ AdvIND-CCA
C,E .

– Game 4. In this game, we replace by a uniformly random value in the key
space the output of the hash function H(c1||c2||m||σ||pk2) under the random
oracle assumption7 . Since H is modeled as a random oracle, this change is
indistinguishable to A:

∣∣Pr[G3(A) = 1]− Pr[G4(A) = 1]
∣∣ ≤ negl(λ).

In Game 4, the ciphertexts and the challenge key are independent. There-
fore, the probability that the adversary wins the game is exactly 1

2 yielding
Pr[Gi(A) = 1] = 1

2 . Then, we have:

Adv
(qd,qc)-Insider-CCA
A,PAKEM ≤ AdvIND-CCA

B,K +AdvIND-CCA
C,E + negl(λ). ⊓⊔

6 No assumption is required on the security of the signature scheme. In particular,
even if an adversary is able to forge signatures, the construction still remains secure
against Outsider-CCA or Insider-CCA adversaries.

7 The unknown input to the random oracle H includes m, which is the output of a RO
and has entropy comparable to the KEM key and ciphertext entropy, as well as pk2,
which has entropy similar to the password. Together, these inputs provide sufficient
entropy so that, as long as the key space K is of reasonable size, the output of H
can be considered uniformly distributed over K.
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Authenticity. The authenticity of Construction 1 follows from the unforgeabil-
ity of the underlying signature scheme. Intuitively, any successful forgery in the
PAKEM scheme must correspond to forging a valid signature on the message
m = H(c1||k1) where c1 is a KEM ciphertext and k1 is its valid decapsulation. If
we allow the adversary to choose m independently of k1 (thus strictly strength-
ening the adversary), it must still output a signature σ on m under the public
key pk2 without access to the secret key sk2 and without having (m,σ) as an
output of the encapsulation oracle (that can also be reduce to a signing oracle
for the chosen message of the adversary). This is precisely the definition of un-
forgeability under chosen-message attacks for the signature scheme. Hence, any
adversary breaking PAKEM authenticity yields a signature forger.

Theorem 3. Let K be a KEM, E a DEM, S a digital signature scheme that
is EUF-CMA-secure and H a hash function modeled as a random oracle. Then,
Construction 1 is a PAKEM secure against (qd, qc)-Insider-Auth adversaries with
(qd, qc) ∈ N2

≥1.

Proof. The proof proceeds through a sequence of games, starting from the real
experiment. Let Game 0 denote the original (qd, qc)-Insider-Auth experiment for
Construction 1. We denote by Π the PAKEM defined in Construction 1, and by
Pr[Gi(A) = 1] denote the probability that A wins in Game i.

– Game 1. In this game, in the Enrol function, we replace r by a random value
as H is modeled as a random oracle. However, as pw may have low entropy,
the advantage of an adversary to distinguish the real r from a random value
is the probability that the adversary guesses the password or distinguishes
H from a random oracle. Hence:

∣∣Pr[G0(A) = 1]− Pr[G1(A) = 1]
∣∣ ≤ n

|P| +

negl(λ) with n the number of trials the adversary makes to exhaustively
search the password.

– Game 2. In Game 2, we observe that Π.Decaps outputs a non-⊥ value
only if the adversary provides a fresh ciphertext c∗ = (c∗1, c

∗
2) such that

S.Vrfy(pk2,m
∗, σ∗) = 1 under the verification key pk2 on the message m∗ =

H(c∗1∥k∗1) with k∗1 = K.Decaps(sk1, c1) and σ∗ = E.Dec(k∗1 , c2). We modify
the experiment such that the message and the signature used in Π.Encaps
are recorded in a list denoted QS . We modify OChal so that it takes as
additional input a message m′ and a signature σ′ and it verifies that the
couple (m′, σ′) is not in QS (and returns ⊥ if it is). We then modify the
experiment so that Π.Decaps takes an additional input composed of m′ and
σ′ and directly runs S.Vrfy(pk2,m

′, σ′). This modification does not reduce
the adversary’s success probability, since it only removes intermediate checks.
Hence: Pr[G1(A) = 1] ≤ Pr[G2(A) = 1].

– Game 3. In Game 2, the only way for the adversary to obtain a non-⊥
output from Ochal is to produce a signature σ and a message m such that
(m,σ) ̸∈ QS and Π.Decaps(sk1, pk2, c,m, σ) ̸=⊥ i.e. , S.Vrfy(pk2,m, σ) = 1.
In Game 3, we modify the challenge oracle to return ⊥ on any inputs. An
adversary distinguishing Game 2 from Game 3 can be used to produce a
pair (m,σ) such that σ is a valid and fresh signature on m under pk2 and
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therefore breaking the EUF-CMA experiment for the signature scheme S.
Therefore, |Pr[G2(A) = 1]− Pr[G3(A) = 1]| ≤ AdvEUF-CMA

A,S .

In Game 3, the challenge oracle always outputs ⊥ thus, the probability that the
adversary wins is Pr[G3(A) = 1] = 1/2. Thus, we have:

Adv
(qd,qc)-Insider-Auth
A,PAKEM ≤ AdvEUF−CMA

A,S + negl(λ). ⊓⊔

Password Safety. We prove that Construction 1 resists efficient offline exhaustive
password-search attacks as a consequence of Theorem 3.

Proposition 1 (Password Safety of Construction 1) If Construction 1 is
Outsider-Auth secure, then it is password safe.

Proof (Sketch). The proof is by reduction to the Outsider-Auth security of PAKEM.
Assuming that there exists an adversary A that wins the password safety ex-
periment with non-negligible probability, we construct an adversary B that wins
in the Outsider-Auth experiment, with non-negligible probability. B uses A as a
subroutine to obtain a password guess that will be correct with non-negligible
probability, and uses that to generate a ciphertext using the encapsulation algo-
rithm. The ciphertext will be valid (for the correct password) with non-negligible
probability, and the result follows. ⊓⊔

5 Instantiation of PAKEM

In the following we give an instantiation of PAKEM using NIST PQ-standardized
cryptographic primitives, and provide its runtime and bandwidth analysis.
Choice of the Primitives. To maintain proved security of the instantiated PAKEM,
following the general construction in Section 4, we will use cryptographic primi-
tives that satisfy the corresponding security requirements according to Theorem2
and Theorem 3. Our instantiation will use the following four algorithms, all sat-
isfying the required security of their corresponding primitive.

– An IND-CCA-secure KEM, instantiated with CRYSTALS-Kyber [17, Sec-
tion 4, Theorem 3], proven IND-CCA secure in the random-oracle model
under the Module-LWE assumption.

– An EUF-CMA-secure signature scheme, instantiated with CRYSTALS-Dilithium
[25, Section 4.2], whose security relies on the Module-LWE and Module-SIS
assumptions in the random-oracle model.

– An IND-CCA-secure DEM, instantiated with AES-256 in GCM mode [24].
AES-GCM achieves IND-CPA and INT-CTXT security under standard as-
sumptions [34], which together imply IND-CCA security [10]. The nonce
(IV) is a 12-byte string, sampled at random, concatenated with the cipher-
text [26].

– A hash function modeled as a random oracle, instantiated with SHA3-512 [15].
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Parameter Choice. We instantiate Construction 1 following NIST Security Strength
Categories [40, Section 4.A.5]. NIST levels 1, 3, and 5 correspond to the classi-
cal security of AES-128, AES-192, and AES-256, respectively. For each level, we
select a pair of post-quantum primitives providing matching security.
Space Cost. The data transmitted over the channel during an execution corre-
sponds to the size of a PAKEM ciphertext (ℓPAKEMct ). This ciphertext consists
of a Kyber ciphertext (ℓKEMct ) paired with a Dilithium signature (ℓsig) encrypted
using AES-GCM introducing some padding (ℓpad), the nonce (12 bytes) and a
tag (ℓtag). The total PAKEM ciphertext size is therefore: ℓPAKEMct = ℓKEMct +(ℓsig+
ℓpad + ℓtag + 12). Similarly, server-side storage (ℓserverstore ) per user consists of the
KEM key pair (ℓKEMpk , ℓKEMsk ) and the signature public key (ℓSIGpk ). The total server-
side storage for PAKEM is therefore: ℓserverstore = ℓKEMpk + ℓKEMsk + ℓSIGpk . All results are
summarized in Tables 1 and 2.
Running-time Evaluation. We evaluate the computational cost of Construction 1
across NIST security levels 1, 3, and 5. We measure the following operations:
Setup: key generation and enrollment; Encaps/Sign: encapsulation and signa-
ture generation; Decaps/Verify: decapsulation and signature verification. Our
implementation is written in C using Liboqs [46] (Kyber and Dilithium) and
OpenSSL [41] (SHA3-512 and AES). Experiments were conducted on a Lenovo
ThinkPad E16 Gen 3 equipped with an Intel® Core™ Ultra 7 255H processor
(16 cores, up to 5.1GHz) and 32GiB of DDR5 RAM, running Ubuntu 24.04.3
LTS. All programs were compiled with -Ofast, and runtimes were averaged
over 10, 000 executions. Table 1 reports the mean runtime for each level, while
Table 2 provides a detailed statistical analysis. Across all levels, performance
closely matches that of a straightforward KEM-plus-signature composition.

6 Password-Authenticated Hybrid Encryption

As originally introduced by Cramer and Shoup [22], a Hybrid Encryption scheme
consists of two components: a KEM and a DEM, enabling the secure encryp-
tion of messages of arbitrary length. In this section, we extend this classical
paradigm by introducing the notion of PAHE. In PAHE, the KEM component
is replaced by a PAKEM to integrate password-based authentication into the
hybrid encryption framework. This construction is similar to that in APKE [3],
where the KEM was replaced by an AKEM. Here, we replace the AKEM with a
PAKEM to achieve PAHE. Thus, our definitions and security notions are natural
adaptations of those proposed for APKE in [3].

6.1 Formal Definition

A PAHE is an authenticated public-key encryption scheme for arbitrary-length
messages. It allows a sender, possessing a password and the public key of a re-
ceiver with whom the password has been registered, to encrypt and authenticate
a message. Using the corresponding secret key and enrollment information, the
receiver can recover the plaintext and verify its authenticity.
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NIST Level Scheme Bandwidth (bytes) Storage (bytes) Runtime (µs)
Setup Encaps/Sign Decaps/Verify

Level 1
PAKEM 3, 228 3, 744 50.84 126.44 70.65
Kyber-512 780 2, 432 12.81 16.21 11.39
Dilithium2 2, 432 1, 312 28.92 79.34 29.04

Level 3
PAKEM 4, 422 5, 536 80.31 193.02 105.20
Kyber-768 1, 100 3, 584 17.48 21.85 16.01
Dilithium3 3, 305 1, 952 48.81 128.93 47.73

Level 5
PAKEM 6, 204 7, 328 119.51 244.42 155.30
Kyber-1024 1, 580 4, 736 23.99 30.06 22.52
Dilithium5 4, 607 2, 592 76.31 156.66 75.29

Table 1: Bandwidth, storage, and runtime (mean over 10, 000 iterations) com-
parison between PAKEM, Kyber and Dilithium.

Level

Runtime (µs)
Setup Encaps Decaps

Min Median Mean Max SD Min Median Mean Max SD Min Median Mean Max SD

Level 1 48.33 50.16 50.84 281.149 5.80 82.32 109.90 126.44 482.10 48.29 67.67 69.53 70.65 582.51 10.60
Level 3 78.39 79.66 80.31 322.55 3.87 120.42 170.59 193.02 946.45 78.09 102.00 104.42 105.20 334.60 4.97
Level 5 113.99 117.05 119.51 419.67 13.16 173.52 220.88 244.42 854.82 76.53 148.54 152.38 155.30 642.58 14.27

Table 2: PAKEM statistical runtime analysis in microseconds as a function of
the NIST security level on 10, 000 iterations.

Definition 6 (PAHE). A Password-Authenticated Hybrid Encryption (PAHE)
scheme is a tuple of four probabilistic algorithms PAHE = (Gen,Enrol,Enc,Dec)
defined as follows:

– Generation: (pk, sk) ← Gen(1λ) is a randomized algorithm that, on input
the security parameter λ ∈ N and outputs a public/secret key pair (pk, sk).

– Enrollment: d ← Enrol(pw, pk) is a (randomized) procedure that takes as
input a password pw, and a public key and outputs the registry information
d derived from pw.

– Encryption: c ← AuthEnc(pk, pw,m) is a probabilistic algorithm that, on
input the public key pk, a password pw, and a message m ∈ M = {0, 1}∗,
outputs a ciphertext c.

– Decryption: m ← AuthDec(sk, d, c) is a deterministic algorithm that, on
input the secret key sk, the registry information d, and the ciphertext c, re-
turns either the plaintext message m or a special symbol ⊥ indicating failure.

Correctness. A PAHE scheme is said to be correct if, whenever both parties
behave honestly, the decryption algorithm outputs the encrypted message with
high probability.

Definition 7 (ε-Correctness). A PAHE is said to be ε-correct if, for all se-
curity parameters λ ∈ N, Pr

[
ExpCOR

PAKEM(λ) = 1
]
≤ ε, where ε is a negligible

function in λ and the probability is taken over the internal randomness of the
experiment ExpCOR

PAKEM(λ) defined in Figure 11.
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ExpCOR
PAKEM(λ):

pw
$←− P; m $←−M; (pk, sk)← Gen(1λ); d← Enrol(pw, pk)

c← AuthEnc(pk, pw,m); m′ ← AuthDec(sk, d, c)
Return [m ̸= m′]

Fig. 11: Correctness Exp. for PAHE with λ ∈ N the security parameter.

In both APKE and PAPKE, the schemes are assumed to be perfectly correct.
However, as discussed for PAKEM, this requirement is not suitable for post-
quantum constructions, which motivates the need for a relaxed definition.

6.2 Security

In this section, we introduce the security properties of PAHE. The modifications
from the APKE games to the PAHE games follow the same logic as those between
AKEM and PAKEM.
Message Indistinguishability. For PAHE, this notion aims to ensure that cipher-
texts sent to an honest, uncompromised receiver do not leak any information
about the encrypted message. Following the same reasoning as for AKEM, we
define the Outsider-CCA Experiment and the Insider-CCA Experiment. As in
the case of AKEM, the Outsider scenario mirrors the classical IND-CCA defini-
tion, whereas in the Insider scenario, the adversary is additionally given access
to the secret used for encryption.

Definition 8 (Message Indistinguishability). A PAHE scheme is said to
achieve message mode-indistinguishability for a security parameter λ if, for the
adversarial model mode ∈ {Insider,Outsider} and any PPT adversary A making
at most qe encapsulation queries, qd decryption queries and qc challenge queries,
the advantage of A in the experiment Exp(qe,qd,qc)-mode-CCA

PAHE (defined in Figure 12
and Figure 13) is negligible in λ. Formally,

Adv
(qe,qd,qc)-mode-CCA
A,PAHE =

∣∣∣∣Pr[Exp(qe,qd,qc)-mode-CCA
PAHE (λ) = 1

]
− 1

2

∣∣∣∣ ≤ negl(λ).

Ciphertext Authenticity. Akin to APKE [3], we also adapt the authenticity prop-
erty, which captures the ability of an adversary to produce a valid ciphertext
without knowledge of the password, following the same methodology as for
PAKEM. In the Outsider-Auth setting, the adversary has no information about
either the sender or the receiver, whereas in the Insider-Auth setting, the adver-
sary has compromised the receiver. In both experiments, the goal of the adversary
is to convince that the ciphertext sent to the server comes from the user. Hence,
we define the Insider and Outsider Experiments.

Definition 9 (Ciphertext Authenticity). A PAHE scheme is said to achieve
mode-ciphertext authenticity for a security parameter λ if, for the adversarial
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Exp
(qe,qd)-Outsider-CCA
PAHE (λ):

pw
$←− P; b $←− {0, 1}

(sk, pk)← Gen(λ); d← Enrol(pk, pw)
(m1,m2, st)← AOEnc,ODec

0 (pk)
cb ← AuthEnc(pk, pw,mb)
b′ ← AOEnc,ODec

1 (pk, cb, st)
Return [b = b′]

OEnc(m):
c← AuthEnc(pk, pw,m)
Return c
ODec(c

′):
If [c′ = cb], Return ⊥.
m′ ← AuthDec(sk, d, c′)
Return m′

Fig. 12: (qe, qd)-Outsider-CCA Experiment for PAHE with security parameter
λ ∈ N, A = (A0,A1) a PPT adversary, qe accesses to the encryption oracle OEnc
and qd accesses to the decryption oracle ODec.

Exp
(qd,qc)-Insider-CCA
PAHE (λ):

pw
$←− P

(sk, pk)← Gen(λ)
d← Enrol(pk, pw)

b
$←− {0, 1}

QE ← ∅
b′ ← AODec,OChal(pk, pw)
Return [b = b′]

ODec(c):
If [c ∈ QE ], Return ⊥
m← AuthDec(sk, d, c)
Return k
OChal(m0,m1):
If [|m0| ̸= |m1|]: Return ⊥
c′

$←− AuthEnc(pk, pw,mb)
QE ← QE ∪ {c′}
Return c′

Fig. 13: (qd, qc)-Insider-CCA Experiment for PAHE with security parameter λ ∈
N,A the PPT adversary, qd accesses to the decryption oracleODec and qc accesses
to the challenge oracle OChal.

model mode ∈ {Insider,Outsider} and any PPT adversary A making at most
qe encryption queries, n password guesses or decapsulation queries, and qc chal-
lenge queries, the advantage of A in the experiment Exp(qe,n,qc)-mode-Auth

PAHE (defined
in Figure 14 and Figure 15) is negligible in λ. Formally, with P denoting the
password space:

Adv
(qe,n,qc)-mode-Auth
A,PAHE =

∣∣∣∣Pr[Exp(qe,n,qc)-mode-Auth
PAHE (λ) = 1

]
−

(
n

|P|
+

1

2

)∣∣∣∣ ≤ negl(λ).

As the adversary in the (qe, qc)-Insider-Auth experiment can win the authen-
ticity game by correctly guessing the password, we assume that such an adversary
can make at most n guesses per session, yielding a baseline success probability.
Password Safety. Similar to PAKEM, password safety for PAHE requires that
the ciphertext leak no information about the password to an outsider adversary,
and that any password verification requires online interaction with the server.

Definition 10 (Password Safety). A PAHE scheme is said to be password
safe if, for a security parameter λ and for any PPT adversary A making at
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Exp
(qe,qd,qc)-Outsider-Auth
PAHE (λ):

pw
$←− P

(sk, pk)← Gen(λ); d← Enrol(pk, pw)

QE ← ∅; b
$←− {0, 1}

b′ ← AOEnc,ODec,OChal(pk)
Return [b = b′]

ODec(c):
m← AuthDec(sk, d, c)
Return m

OEnc(m):
c← AuthEnc(pk, pw,m)
QE ← QE ∪ {(m, c)}
Return c
OChal(c

′):
If [∃m : (c′,m) ∈ QE ], Return ⊥
m′ ← AuthDec(sk, d, c′)
If [m′ =⊥], Return ⊥
If [b = 1], m′ $←−M
QE ← QE ∪ {(m′, c′)}
Return m′

Fig. 14: (qe, qd, qc)-Outsider-Auth Experiment for PAHE with security parameter
λ ∈ N, A the PPT adversary, qe accesses to the enc. oracle OEnc, qd accesses to
the dec. oracle ODec and qc accesses to the challenge oracle OChal.

Exp
(qe,qd,qc)-Insider-Auth
PAHE (λ):

pw
$←− P

(sk, pk)← Gen(λ)
d← Enrol(pk, pw)

QE ← ∅; b
$←− {0, 1}

b′ ← AOEnc,OChal(pk, sk, d)
Return [b = b′]

OEnc(m):
c← AuthEnc(pk, pw,m)
QE ← QE ∪ {(m, c)}
Return c

OChal(c
′):

If [∃m : (c′,m) ∈ QE ]:
Return ⊥

m′ ← AuthDec(sk, d, c′)
If [m′ =⊥], Return ⊥
If [b = 1], m′ $←−M
QE ← QE ∪ {(m′, c′)}
Return m′

Fig. 15: (qe, qd, qc)-Outsider-Auth Experiment for PAHE with security parameter
λ ∈ N, A the PPT adversary, qe accesses to the enc. oracle OEnc and qc accesses
to the challenge oracle OChal.

most qe encryption queries, and qd decryption queries, the advantage of A in the
experiment Exp(qe,qc)-PW-SAFE

PAHE (defined in Figure 16) is negligible in λ. Formally,
with P denoting the password space:

Adv
(qe,qd)-PW-SAFE
A,PAHE =

∣∣∣∣Pr[Exp(qe,qc)-PW-SAFE
PAHE (λ) = 1

]
− qd
|P|

∣∣∣∣ ≤ negl(λ).

6.3 From PAKEM and DEM to PAHE

In this section, we show how a PAHE scheme can be constructed from a PAKEM
and a DEM, following the classical hybrid encryption paradigm. This approach
mirrors the composition theorems introduced by Herranz et al. [31]. We first
introduce the construction of PAHE from its PAKEM and DEM components,
then prove its correctness, and finally analyze its security properties.
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Exp
(qe,qc)-PW-SAFE
PAHE (λ):

pw
$←− P

(sk, pk)← Gen(1λ)
d← Enrol(pw, pk)
pw′ ← AOEnc,ODec(pk)
Return [pw = pw′]

OEnc(m):
c← AuthEnc(pk, pw,m)
Return c

ODec(c):
m← AuthDec(sk, d, c)
Return m

Fig. 16: (qe, qd)-PW-SAFE Experiment for PAHE.

Construction 2 (PAHE from PAKEM and DEM) Let Π be a Password-
Authenticated Key Encapsulation Mechanism (PAKEM) and Σ be a DEM. Then,
a PAHE scheme can be constructed as shown in Figure 17.

Gen(λ):
pk, sk← Π.Gen(λ)
Return pk, sk
AuthEnc(pk, pw,m):
(c1, k)← Π.Encaps(pk, pw)
c2 ← Σ.Enc(k,m)
Return c = (c1, c2)

Enrol(pk, pw):
d← Π.Enrol(λ)
Return d
AuthDec(sk, d, c):
Parse c as (c1, c2)
k ← Π.Decaps(sk, d, c1); m← Σ.Dec(k, c2)
Return m

Fig. 17: PAHE from PAKEM and DEM.

Theorem 4 (Correctness of Construction 2). Let Π be a PAKEM that
is ε1-correct, and let Σ be a DEM that is ε2-correct. Then, the PAHE scheme
obtained by Construction 2 is (ε1 + ε2)-correct.

Proof. Consider the correctness experiment for the composed PAHE scheme. Let
(pk, sk) ← Gen(1λ), pw $←− P, d $←− Enrol(pk, pw) and let m ←M be a message
sampled from the message space. The encryption algorithm computes (c1, k)←
Π.Encaps(pk, pw) and c2 ← Σ.Enc(k,m), returning c = (c1, c2). Decryption
proceeds by computing k′ ← Π.Decaps(sk, d, c1) and m′ ← Σ.Dec(k′, c2). By
the correctness of Π, we have Pr[k ̸= k′] ≤ ε1. By the correctness of Σ, we have
Pr[m ̸= Σ.Dec(k,Σ.Enc(k,m))] ≤ ε2. A correctness failure for the composed
PAHE occurs if either k ̸= k′, or k = k′ but Σ.Dec(k, c2) ̸= m. Thus, the total
failure probability is at most ε1 + ε2 and the result follow. ⊓⊔
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Message Indistinguishability. We show that if PAKEM is secure against the
Insider-CCA and the DEM is IND-CCA then, the PAHE given by Construc-
tion 2 is secure against the Insider-CCA.8

Theorem 5. Let Π be a PAKEM scheme that is secure against the (qd, qc)-
Insider-CCA and Σ be a DEM that is IND-CCA secure. Then, the hybrid en-
cryption scheme describe in Construction 2 yields a PAHE scheme that is secure
against (qd, qc)-Insider-CCA with qPAKEMd ≥ qPAHEd and qPAKEMc ≥ qPAHEc .

Observe that the session key k used to encrypt the message is produced via
a PAKEM encapsulation and remains computationally indistinguishable from
random to any adversary. Thus, the first ciphertext component c1 leaks no in-
formation about k, and by the DEM security, the second component c2 is also
indistinguishable from random. Therefore, the ciphertext (c1, c2) does not reveal
information about the message, even under the Insider-CCA attacks.

Proof. Let A be a (qd, qc)-Insider-CCA adversary against the PAHE scheme
of Construction 2. We construct adversaries B and C against the underlying
PAKEM Π and the DEM Σ, respectively.

– Game 0: This is the experiment Exp
(qd,qc)-Insider-CCA
PAHE .

– Game 1: We modify the challenge ciphertext generation. Instead of com-
puting (c1, k)← Π.Encaps(pk, pw), we replace the key by a randomly drawn
key. Any distinguisher between Game 0 and Game 1 yields an adversary B
breaking the (qd, qc)-Insider-CCA security of Π (with the same number of
qc). Hence:

∣∣Pr[G0(A) = 1]− Pr[G1(A) = 1]
∣∣ ≤ Adv

(qd,qc)-Insider-CCA
B,Π .

– Game 2: In this game, all challenge ciphertexts are of the form c∗ = (c1, c2)

where k
$←− K is uniform and c2 ← Σ.Enc(k,mb), with k independent of

everything else. Since c1 is independent of both k and mb, it carries no
information about the challenge bit. Thus, distinguishing encryptions of m0

and m1 reduces to distinguishing encryptions under Σ with a random key.
We now bound the difference between Game 1 and Game 2 via a hybrid
argument over the qc challenge queries. Each challenge query randomly draw
a key, yielding independent instances of the DEM-IND-CCA experiment.
Hence, we have:

∣∣Pr[G1(A) = 1]− Pr[G2(A) = 1]
∣∣ ≤ qc ·AdvIND-CCA

C,Σ .

Note that in Game 2, all challenge encryptions are independent of b, and there-
fore: Pr[G2(A) = 1] = 1/2. Combining the above, we obtain:

Adv
(qd,qc)-Insider-CCA
A,PAHE ≤ Adv

(qd,qc)-Insider-CCA
B,Π (λ) + qc ·AdvIND-CCA

C,Σ . ⊓⊔

Ciphertext Authenticity. We show that if the PAKEM is secure against Outsider-
Auth and the DEM is INT-CTXT secure, then the PAHE scheme from Construc-
tion 2 is secure against Outsider-Auth.
8 Using the same proof method, one can show that if PAKEM is secure against the

Outsider-CCA then the resulting PAHE is secure against the Outsider-CCA.
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Remark that achieving Insider-Auth security with a direct composition of a
PAKEM and a DEM is impossible. Indeed, in the Insider setting the adversary is
granted access to both the secret key sk of the PAKEM and the auxiliary secret
information d. As a consequence, after obtaining a valid ciphertext (c1, c2) from
the encryption oracle, the adversary can decapsulate c1 using sk to recover the
symmetric key k, and then use the decryption algorithm Σ.Dec together with d
to derive valid encryption material for an arbitrary message of its choice. This
enables the adversary to compute a modified ciphertext c′2 under the recovered
key k, such that (c1, c

′
2) is valid and will be accepted by the verification proce-

dure. Therefore, querying the challenge oracle on (c1, c
′
2) yields a valid forgery,

allowing the adversary to win with probability 1.

Theorem 6. Let Π be a PAKEM scheme that is secure against the (qe, qd, qc)-
Outsider-Auth and Σ be a DEM that is secure against INT-CTXT. Then, the
hybrid encryption scheme describe in Construction 2 yields a PAHE scheme that
is secure against (qe, qd, qc)-Insider-Auth with qPAKEMe ≥ qPAHEe , qPAKEMd ≥ qPAHEd

and qPAKEMc ≥ qPAHEc .

Notice that in the PAHE construction, the adversary must produce a forged
ciphertext c = (c1, c2) that decrypts to a valid message. To succeed, the adversary
must ensure that c1 yields a key k upon decapsulation, and that c2 is a valid
ciphertext under k. However, by the PAKEM authenticity, the adversary cannot
generate a c1 that causes the receiver to derive a key k of its choice, unless it
was obtained via a legitimate encapsulation. As a result, the adversary cannot
produce a matching c2 without knowing k, due to the INT-CTXT guaranteed
by the DEM. Thus, any forgery attempt will fail with overwhelming probability,
ensuring ciphertext authenticity.

Proof. LetA be a (qe, qd, qc)-Outsider-Auth adversary against the PAHE scheme.
We construct adversaries B against Π and C against Σ. We first observe that if A
is not able to forge a valid ciphertext that is accepted by AuthDec, then its view
is independent of the challenge bit b as every challenge query will outputs ⊥. In
that case,A can do no better than random guessing, and its success probability is
exactly 1/2. Therefore, any non-negligible advantage of A in the Outsider-Auth
experiment must come from producing at least one fresh ciphertext (c1, c2) such
that AuthDec(sk, (c1, c2)) ̸=⊥, i.e. , from a successful forgery. By definition of
AuthDec, this implies that: k ← Π.Decaps(sk, c1) ̸=⊥ and Σ.Dec(k, c2) ̸=⊥. We
distinguish two cases depending on the origin of the ciphertext components:

– Case 1: c1 is fresh. This means that c1 was never output by the encryp-
tion oracle OEnc. If (c1, c2) is accepted by AuthDec, then we have k ←
Π.Decaps(sk, c1) ̸=⊥. Hence, A has produced a fresh ciphertext c1 that
successfully decapsulates, which directly yields a forgery against the (qe, qc)-
Insider-Auth security of the PAKEM scheme Π. Therefore, there exists an
adversary B such that: Pr[Case 1 occurs] ≤ Adv

(qe,qd,qc)-Outsider-Auth
B,Π .

– Case 2: c1 is not fresh but c2 is fresh. In this case, c1 was previously re-
turned by the encryption oracle, and thus corresponds to some encapsulated
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key k. Since (c1, c2) is accepted by AuthDec, we must have: Σ.Dec(k, c2) ̸=⊥.
Moreover, since c2 is fresh, it was never output by the encryption ora-
cle under the key k. Hence, A has produced a valid ciphertext under k
that was not previously generated, which constitutes a forgery against the
INT-CTXT security of Σ. Therefore, there exists an adversary C such that:
Pr[Case 2 occurs] ≤ AdvINT-CTXT

C,Σ .

In both cases, a successful forgery by A implies either a break of the PAKEM
authenticity or a break of the DEM ciphertext integrity. Therefore, we obtain:

Adv
(qe,qd,qc)-Outsider-Auth
A,PAHE ≤ Adv

(qe,qc)-Insider-Auth
B,Π +AdvINT-CTXT

C,Σ . ⊓⊔

Using Theorem 6, we can show that PAHE inherits password safety from its
Outsider-Auth property.

Proposition 2 (Password Safety of Construction 2) If Construction 2 sat-
isfies Outsider-Auth security, then it is password safe.

Proof (Sketch). The proof follows the same reduction as for the password safety
of PAKEM. If PAHE were not password safe, an adversary could use the guessed
password to produce a valid ciphertext, contradicting the Outsider-Auth security
of PAHE. ⊓⊔

7 Conclusion

We introduced Password-Authenticated Key Encapsulation Mechanisms
(PAKEMs), which enable a user to establish an authenticated shared key with
a server, and Password-Authenticated Hybrid Encryption (PAHE), which uses
PAKEM to construct authenticated encryption for arbitrary-length messages.
We formalized their security requirements and proposed generic constructions,
proving that the PAKEM achieves key indistinguishability and authenticity
against insider adversaries, while the resulting PAHE provides message indis-
tinguishability against insider adversaries and ciphertext authenticity against
outsider adversaries. Our security model and proofs are for two-user security.
Extending these results to multi-user security, inline with [3, Theorem 11, 12
and 13 in Appendix] is an interesting open question.
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