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Abstract. Since the introduction of Threshold Traitor Tracing by Boneh,
Partap and Rotem at CRYPTO ’24, several works have extended the
functionalities within the framework or improved the parameters. How-
ever, most of the existing solution fall short in providing post quantum
security guarantees. The only lattice-based construction, due to Das et al.
from EUROCRYPT ’26, achieves post-quantum security but is limited
to private tracing: a dedicated tracing authority holds a secret tracing
key. In a threshold system, where the fundamental goal is to distribute
trust, such a single point of failure is undesirable.

In this work, we construct the first threshold traitor tracing scheme that
simultaneously achieves post-quantum security and public traceability,
where anyone can trace a pirate decoder without any secret tracing key.
Our core building block is a Q-Partite Threshold Public Key Encryption
(QTPKE) scheme, which is known to imply threshold traitor tracing
when combined with a robust IPP code: we build QTPKE from plain
Learning With Errors (LWE) using a key-shifting mechanism on top of
Regev’s encryption scheme thresholdised via {0, 1}-Linear Secret Shar-
ing. We finally prove the security of our scheme in the standard model
under standard lattice assumptions.

Keywords: Threshold Traitor Tracing, Lattice Based Cryptography,
Public Traceability

1 Introduction

Decentralising operations among different parties of a system has been a growing
desire of recent real world applications of cryptography. Threshold cryptography
aims to eliminate the need for trusted authorities by allowing users to dynam-
ically add keys or distribute decryption trust among multiple parties. In a tra-
ditional public key encryption scheme, a user in possession of a secret key can
fully decrypt any ciphertext encrypted for the associated public key. However,
when sending sensitive content, it might be desirable to require the cooperation
of more than one user to recover the plaintext.

Hence, in a threshold encryption scheme [20], the secret decryption key is
shared among several users. When all IV users of the system are required to



cooperate, the scheme is said to be full threshold, or distributed. This design
breaks down if a party is absent for decryption, which can happen if a server
goes offline or a user loses their key. Therefore, relaxing the threshold to any ¢ of
the N members of the system is more desirable. In such a scheme, any coalition
of up to ¢ — 1 corrupted parties cannot learn any non-trivial information about
the encrypted plaintext.

By definition, if a coalition of malicious users grows larger than the threshold
t, then the confidentiality of the message gets compromised. Motivated by this
limitation, [9] adapted the notions of traitor tracing to such a setting of threshold
decryption. Then, if it is still not possible to completely prevent coalitions larger
than the threshold from misbehaving, users who decided to actively join the bad
coalition can be traced and held accountable.

More precisely, in a traitor tracing scheme, a coalition of malicious users
builds an obfuscated device called a decoder, which works by receiving a cipher-
text as input, and successfully outputs a plaintext with non-negligible probabil-
ity. Initially introduced in [I7], it offers a rigorous framework for identifying the
source of a decoder while preventing false accusations of honest users. Original
traitor tracing was mainly used to deter piracy of protected media content such
as movies, radio streams or music. Threshold traitor tracing has found more
recent applications such as electronic voting, encrypted mempools or sealed-bid
auctions. While not completely preventing dishonest behaviour of large coali-
tions, this mechanism deters them from selling their key shares since they could
be held accountable, identity revealed or rights revoked.

Since the introduction of threshold traitor tracing in [9], several works have
extended this framework. In [7], the authors add both CCA security to the orig-
inal Bipartite Threshold KEM of [9], and the possibility to encrypt for a specific
identity, making it identity-based. While the initial construction in [9] necessi-
tates a specific tracing key, several works [IBJITI16] consider public traceability,
where anyone can trace traitors. The work in [II] introduces new techniques
of tracing and allows to catch up to ¢ traitors, when traditional traitor tracing
techniques allow for a single party to be accused. However, their construction
relies on a non-black box transformation of a witness encryption scheme, which
is proven secure in the Generic Group Model. Therefore, the security of their
construction also falls in the Generic Group Model paradigm.

Post quantum Threshold Traitor Tracing. A drawback common to all these
schemes is their lack of resistance against a quantum adversary. All the construc-
tions are pairing-based (except in [15], but the transformation to a pairing-based
construction with constant size public keys is straightforward following the pat-
tern given in [9]). To date, the only construction from lattice assumptions is the
one in [19]. However, since their aim is to achieve optimal share size, they use
ramp secret sharing [3]. Indeed, it implies that the threshold for recovering the
secret is different from the maximal number of corruptions. Therefore, there is
a security gap in which a coalition smaller than the decryption threshold but
larger than the security threshold can learn non-trivial information about the
shared secret while it is impossible to trace them. As mentioned in [9], it is close



to impossible to trace a coalition that is smaller than the decryption threshold
with traitor tracing techniques. Furthermore, their ramp secret sharing scheme
is constructed from LDPC erasure codes, for which the required properties are
for now only conjectured.

Additionally, their scheme is limited to the private tracing mode, since they
extend a well-known primitive in traitor tracing called Private Linear Broadcast
Encryption (PLBE) to support threshold decryption.

Therefore, it remains an open problem to construct a post-quantum secure
threshold traitor tracing scheme that supports public traceability. This is pre-
cisely what we do in this paper.

This work. We extend the work of [I5] by constructing a lattice-based Q-Partite
Threshold Encryption Scheme. This building block is known to imply Thresh-
old Traitor Tracing with public traceability. Our main technique is to employ
a key-shifting mechanism on top of Regev’s encryption scheme, thresholdised
via {0,1}-Linear Secret Sharing. The final scheme is proven secure under the
standard LWE assumption.

1.1 Related Works

Since its introduction by Boneh, Partap, Rotem in [9], several works have fol-
lowed, improving their framework. The works in [I5ITIIT6] achieve a functionality
called public traceability. [I1IT6] additionally remove the trusted setup for gener-
ating users’ private keys although their schemes are proven secure in the Generic
Group Model. In [7], the authors extend the BTKEM from [J] to achieve CCA
security. Starting from an Identity-Based BTKEM, their scheme additionally
provides Identity-Based Encryption. The previously cited works are all based on
pairing assumptions.

The only Threshold Traitor Tracing scheme based on a lattice assumption
is [19]3 In this work, the authors introduce a primitive named Attribute-Based
Threshold Encryption (ABTE), which is an Attribute-Based Encryption scheme
in which the decryption procedure is thresholdised. Then, they follow the blue-
print of [22] for constructing traitor tracing scheme by combining their ABTE
with mixed functional encryption. This gives a Private Linear Broadcast Thresh-
old Encryption, the thresholdised version of Private Linear Broadcast Encryp-
tion. With this primitive in hand, they can finally construct their Th-TT scheme.

We follow a completely different approach since our traitor tracing scheme
is strongly using the traceability property of robust IPP codes [4J21]. Another
difference with our work lies in the choice of the secret sharing scheme. In [19],
they use a ramp secret sharing scheme to achieve optimal share size. In this
sharing scheme, there is a threshold for the security of the secret which is different
from the threshold for reconstruction. Between these two bounds, a coalition of
traitors can learn non-trivial information about the secret. In a Th-TT scheme,

! The authors also give a pairing-based construction for their new primitive, but we
focus on the lattice construction in this overview.



the coalition of traitors is assumed to be larger than the decryption threshold.
Therefore, there is a gap in which a coalition can learn non-trivial information
about the secret being shared but can not be traced by the tracing algorithm.
We use {0, 1}-Linear Secret Sharing schemes ({0,1} — LSSS), which allows for
exact threshold.

Another line of work focuses on constructing threshold primitives from lat-
tice assumptions. In contrast with signatures, constructing satisfying public key
encryption from lattices has been more challenging. One of the first works to
achieve this is [5]. They construct the first full-threshold public key encryption
from lattice assumptions. The authors provide a simulation-based proof of se-
curity of their scheme. In [8], they construct a threshold fully homomorphic
encryption scheme. The threshold technique is possible thanks to their introduc-
tion of {0,1} Linear Secret Sharing Scheme, which allows one to share a secret
while keeping the reconstruction coefficients small (namely 0 and 1). While the
class of {0,1}-LSSS scheme is not as large as the entire class of LSSS, it cov-
ers at least threshold access structure which is sufficient for practical scenarios.
However, to argue the security of the partial decryption shares, the authors rely
on a noise flooding technique which requires the modulus ¢ to be superpolyno-
mial. Several subsequent works have then reduced the size of the modulus g,
such as [26/T4JT228]. However, they either only support full threshold or small
threshold ¢ << N. In [28§], the authors use a non-trusted server such that ci-
phertexts are encrypted modulo an exponentially large modulus but the server
floods and rounds (hence the name of their technique double flood and round)
the ciphertext to switch the modulo down to a polynomial one.

More recently, in [I8], the authors introduce a new assumption that they call
threshold LWE. In this assumption, along with the LWE challenge, the adversary
is also given a set of Shamir Shares of the LWE secret. Their new assumption,
together with the use of subtractive sets over carefully chosen cyclotomic rings
[1], allows for the modulus ¢ to be polynomial. They additionally prove that their
scheme is secure against a stronger type of adversary, which corrupts only a few
parties and can also see some partial decryption of the challenge ciphertext.

In [24], followed by [I3], the authors construct a threshold lattice KEM with
short ciphertexts, based on NTRU trapdoors. Finally, [2] generalises the lattice
splitting trapdoor techniques from [6]. Their technique allows them to build
a threshold IBE scheme. However it seems incompatible with the construction
of our @-Partite Threshold Public Key Encryption (QTPKE) since the set of
reconstruction needs to be known when sampling pre-images, which is impossible
in our case. In fact, we would need to sample pre-images such that any arbitrary
set of users satisfying the access policy can recover the secret, i.e., before knowing
which party will take part in the final decryption procedure.

1.2 Overview of the QTPKE

Next, we recall at a high level how a QTPKE is designed. In the QTPKE, a
number of positions ¢ and an alphabet size Q (which are respectively the length
and the alphabet size of the IPP code (see definition sec. [5)) used to construct



the Threshold Traitor Tracing scheme) define the number of public keys, secret
keys and ciphertext size in the system. For each user ¢ € [N], their secret key
has the following form:

1 1 1
skL1 .. Ski,a ski’Q
J J J
skm .. skiﬂ skin

¢ ¢ ¢
skiq ... skijo ... skig

Each row j of this matrix is associated with a public key pk;, and each pk; has
itself @ sub public keys: pk; = (pk;1,...,pkj Q).

Ciphertexts in the QTPKE have @ + 1 parts: ¢t = (j, cto, cty, ..., ctg) where
ctop is the mask that hides the message and cti,...,ctg are the () parts of the
ciphertext. (ctp corresponds to the session key in the threshold KEM version
of the scheme). Additionally, a ciphertext is created with respect to a position
J € [{]. Given a position j and a ciphertext ct encrypted w.r.t j, user i can
compute their partial decryption share using any pair (ctq, skf ..) of their choice.
A key requirement in a QTPKE is that the partial decryption must be the
same no matter which pair (cto, sk7 ,) was used. Equivalently, when running the
combination algorithm, the result should be the same no matter which pair was
used by each user to compute their partial decryption. This property is called
all-sided correctness and is essential for the correctness of the Threshold Traitor
Tracing scheme, where users receive only one key per position, depending on
their personal codeword. In fact, a QTPKE is only really useful when turned
into a Th-TT scheme, since there is a lot of redundant information when users
are given more than one key for the same position j.

1.3 From QTPKE to Th-TT

In [15], the authors show how to construct a TH-TT scheme using a robust
IPP code and with a black box access to the QTPKE. In the TH-TT, the En-
cryption, Partial Decryption and Combination algorithms are exactly the same
as the QTPKE. The only difference is in the Key Generation, where users re-
ceive a subset of the QTPKE. More precisely, a robust IPP code is defined over
an alphabet X = [Q] and codewords have length ¢. Each user i € [N] is as-
sociated with a codeword w; = wj1...w; ¢, and receives the set of secret key
(Skil,w,-,l e skﬁwu). Note that in the Th-TT scheme, users’ secret keys are sig-

nificantly smaller (by a factor @) than in the QTPKE.
Now, to trace a decoder D, the tracers proceed in two steps:

— Construct a pirate codeword w* using the decoder D and the QTPKE
— Use the Tracing procedure of the Robust IPP on w* to identify a traitor ¢
that actively participated in crafting the decoder.

To construct the pirate codeword w* = wj...wj, the tracer repeats for each
J € [£] the following steps:



— Start from a normal ciphertext which is defined as ¢t = (j, cto, ct1 ..., ctg) <
QTPKE.Enc(pk, j, i), use decoder D on input ¢t and count the number of
correct guesses from D.

— Then, switch ctg to a random element, use decoder D on input the ciphertext
ct = (j, cto, cty, ..., ctg) and count the number of correct guesses from D.

— Switch ¢t; to a random element, use decoder D on input the cipjhertext
ct = (4, cto, cty, ..., ctg) and count the number of correct guesses from D.

During the first step, the input to the decoder is a real ciphertext. The number
of correct guesses from D must be high. In the end, ct1,cts,. .., ctg are random
hence independent from cty. The decoder answers randomly and the number of
correct guesses must be low. It follows that there must be a step a € [Q] at
which the number of correct guesses must drop significantly (compared to every
other step). This means that at iteration o — 1 the decoder D was using some
secret key ski ., of some traitor 4, and at the next iteration when ct,, is switched
to a random element this secret key has now become useless to the decoder.
Therefore, the tracer can conclude that for the current position j, at least one
of the traitor’s letters in their personal codeword must be «, hence sets w; «+ a.

The tracing heavily relies on a property called Adaptive One-Sided Security
that is detailed in the next section. For the complete and formal definition of
Robust IPP codes, decoder D and Th-TT construction, we refer the reader to
[15]. We show in section [5| how to combine our QTPKE with robust IPP codes
into a fully fledged threshold traitor tracing scheme that satisfies the public
traceability requirement.

1.4 Technical Overview

In order to construct our QTPKE, as explained above, we opted to use the
now standard {0, 1}-Linear Secret Sharing Scheme from [§]. This scheme has a
reconstruction algorithm with small coefficients. While not optimal, it is still
relatively efficient when the number of users is not too large. To obtain our
QTPKE, we shift each user’s secret share by a vector associated with a different
public key. This key-shifting mechanism allows us to build our primitive from
Regev’s thresholdised encryption scheme.

Technique. Let us start from the standard Regev encryption scheme. The
public key is a matrix A < Z;*"™ and a vector b = ATx+ec Zy', where x < Zy
is the secret key and e <— D™. To encrypt a bit p € {0, 1}, the algorithm samples
a short random vector r < {0,1}™ and creates the ciphertext (j,ct,,ctg) =
(Ar,bTr + p[41]). Decryption works by computing the difference cty — x'ct,
and then error-correcting it. Correctness holds as long as |ctg — x " ct,.| < ¢/4.
A common technique for building threshold encryption from this scheme is
to secret share the secret key x into shares xi,...,xy. Suppose for now that
we use an N out of N secret sharing scheme, i.e., x = Z[N] s;. Now, each user



can compute their partial decryption pd; = s/ ct,. By adding all the partial
decryption shares, we can decrypt : ctg — Z[N] pd; =x Ar+e'r+ 2] —
2N s;Ar=e'r+p[l] since x = >_(v) Xi- However, as shown in [5], simply
forwarding the share pd; is insecure and can leak information on users’ secret
key and ciphertext noise. A simple solution to counter these leaks is to add a
uniformly large noise to the partial decryption. This technique is referred to
as adding flooding or smudging noise. However, it requires the modulus ¢ to
be exponentially large in the security parameter. Now, decryption shares are
computed as follows: pd; = S;rCtT + €fl00d where € flood [7Bflood7 Bflood]-

This first step gives us a simple threshold variant of Regev’s encryption
scheme. The next step is to extend the public key (A, b = ATx+ e) and secret
keys s1,...,sy such that they have the desired form.

First, let us fix an index j € [¢]. While we will drop its notation for ease
of exposition, the following public and secret keys all refer to the keys sampled
with respect to position j. The full public and secret keys are then obtained by
repeating the next steps for each position j € [{].

We start by sampling ) random vectors y, ...,y together with @ short
errors ey, ..., eg and randomising the rows of A by computing:

pk; = ATy1 +ei,..., pkg = ATyQ +eq.

The public key now has the following structure: pk = (A,ATX + e,ATy1 +
er,... ,ATyQ +eq).

Next, for each user ¢ € [N], we shift their share s; by the randomising vector
v, for each a € [Q]: sk; = (ski1,...,sk; ) where for each a € [Q]:

Ski,a =8 —Ya-

where s; is the share vector of user 3.

Finally, we extend the threshold Regev’s ciphertext by adding the rerandomi-
sation of the public keys pky,...,pkg by sampling a short vector r < {0,1}™
and computing:

ct, = Ar

q
5]
ct1 = pk?r =y Ar+e/r

cto=x Ar+e'r+p|

ctg = pkgr = ygAr + egr
We slightly change the ciphertext structure of QTPKE/QTKEM by adding a
component ct, by setting the ciphertext as ¢t = (j, ct,, cto, ct1,...,ctg). This
ct, component is necessary for the correctness of the scheme.

When user ¢ computes their partial decryption, they can remove the y, com-
ponent from their secret key by adding ct, as follows:

pd; = skzactr + cty + €;



where €; <~ [—Bfiood, Bflood)- The final decryption is the same as the threshold
Regev encryption scheme i.e., the combiner error corrects cty — Z[ N] pd;.

Security. There are 4 main security properties this scheme needs to satisfy:

— All sided-correctness. Correctness should hold no matter which pair (ct, sk; o)
was used during the partial decryption.

— Share simulatability. The flooding noise added during decryption must pre-
vent any information from the secret key and ciphertext noise to leak.

— Cpa Security. An adversary in possession of a smaller than threshold number

of secret keys cannot distinguish the encryption of 0 from the encryption of

1 with non-negligible probability.

Adaptive one-sided Security. An adversary cannot distinguish ct, from a

uniformly random element, even given the secret keys of every user i € [N]

except the keys related to pk. (i.e., the adversary receives {sk; o }a[q]\{a*}

for every i € [N] and some adversarially chosen a*.

The all sided-correctness follows from the choice of our parameters. One can
note that the noise from the partial decryption comes from the ct,, used, and that
the inner product skI oCtr is not noisy. By the Share simulatability property,
the noise from ct, should be hidden by the flooding term é;. During the final
decryption, the noise growth is linear in the reconstruction set size:

Zpdi :ZsjAr—FZe;r—FZéi (1)
T T T T

Hence, the parameters of the scheme can be optimised for the special case of
small threshold.

The share simulatability is a property common to most lattice-based thresh-
old PKE/FHE, and our proof follows the general template of other constructions
using the same secret sharing scheme as ours [§].

Next, the CPA security proof strategy follows from a standard reduction to
LWE: we start by switching the public key ATx+e to arandom vector u Ly
This is possible because the adversary is not allowed to receive enough secret
keys to decrypt. This requires the underlying secret sharing scheme to have
a property preventing small coalitions from distinguishing honestly generated
shares from uniformly sampled ones. This is a standard property required by
almost every secret sharing scheme.

Finally, for the all-sided correctness we also rely on the LWE assumption to
switch the public key component pka*ﬂ to a random vector u <« Zg* sampled
uniformly at random. This is even easier than for the CPA security, since the
adversary receives no secret key related to pk.~. However, since the adversary
receives all other secret keys of the system, we need to carefully sample the
secret keys {sk; o }a-q- and the challenge ciphertext components {ctq }a<a+ such
that correctness of the scheme still holds if the adversary uses these parts to
run the partial decryption and final decryption algorithms. We show that these
properties are satisfied by our QTPKE in section [£.1]

2 o being the letter chosen by the adversary for the challenge.



2 Preliminaries

We start by giving some preliminaries about linear secret sharing and lattices.
We also introduce our new assumption, called LWE with orthogonal hints.

2.1 Linear Secret Sharing

Definition 1 (Monotone Access Structure). Let P = (Py,..., Py) be a set
of parties and 27 its power set. A monotone access structure is a collection of
sets A C 27, such that for any S € A, if T D S then T € A. We say that A is
efficient if membership of A can be verified in time poly(X\), where A is viewed
as a function of \.

We only consider efficient access structures. We identify party P; with its
index ¢ € [N], viewing each set S € A as a subset of [N]. For any S C [N],
and vector v = (v1,...,vn), let v|g denote the vector of shares restricted to v;
for i € S. For the definitions of Linear Secret Sharing and Linear Secret Sharing
with Strong {0, 1}-Reconstruction, we follow the notations of [S/T4].

Definition 2 (Linear Secret Sharing Scheme). Let g, L, N be positive inte-
gers and A a monotone access structure. A linear secret sharing scheme LSSS
for A is defined by a randomised algorithm Share : Z, — (Zé)N and a family of
deterministic algorithms Combineg : (ZL)ISI — Z,, for S C [N], which satisfy:
Privacy: For any set S ¢ A, any x, 2’ € Z, and v € (Zg)‘s‘, it holds that

Pr[Share(x)|s = v] = Pr[Share(z)|s = v].

Reconstruction: For any set S € A, any x € Z, and v = Share(z), the recon-
struction algorithm outputs Combineg(v|s) = z.

Linearity: For any o, B € Zg, any set S with S € A, and any share vectors u, v,
it holds that:

Combineg(au|s + Bv|s) = aCombineg(u|s) + SCombineg(v|s)
When the set of shares S = [N], we simply write Combine instead of Combiney;
We also need to define the notion of valid and invalid share sets, as follows.

Definition 3. Letx € Z,, (v1,...,vn) = Share(z) and writev; = (v;1,...,v;1).
A set of pairs of indices T C [N] x [L] is an invalid set of share elements if the
corresponding shares (vi) i ner reveal no information about x. Otherwise, we
say that T is a valid set of share elements, and any such set can be used to
recover x. Additionally, we say that:

— T C [N] x [L] is a mazimal invalid set of share elements if it is invalid
but for any pair (i,1) € [N] x [LI\T, the set T U {(i,1)} is a valid set of
share elements. We denote by Tpax the smallest mazimal invalid set of share
elements.



— T C [N] x [L] is a minimal valid set of share elements if it is valid, but for
any T' C T, the set T' is an invalid set of share elements. We denote by
Tmin the largest minimal valid set of share elements.

As in [T4], we also require that the reconstruction function Combineg takes a

0/1 combination of its inputs, for any valid set of share elements. This property
is given by the following definition.

Definition 4 (Strong {0,1} — Reconstruction [8]). We say that a LSSS has

strong {0,1} — Reconstruction if for any secret x and (v1,...,vn) = Share(z),
for any wvalid set of share elements T C [N] x [L], there exists a subset T' C T
such that Z(i,l)ET’ vig = x where v; = (vVi1,...,v;1).

Sharing vectors in ZZ. In our application of LSSS, we will always be sharing a
vector p € Zy instead of a single scalar in Z,;. We do it component-wise, meaning
separately sharing each component of the vector p using fresh randomness. Each
party’s share p;, i € [N] then lies in (Z2)%. It is easy to see that (i) the secret
P € Z; can be reconstructed as a linear combination of the shares p, using the
same coefficients as for a single field element and (ii) the privacy property of the
scheme is maintained.

2.2 Statistical Distance and Smudging lemma

Throughout this paper, let A € N denote the security parameter and negl(\)
be a negligible function. For ¢ = g(\), Z, is the set of integer reduced modulo
q- We treat vectors x = (r1,...,2,) € Zy as column vectors in Zg“. We use
the notation z <— D to denote that the element z is sampled randomly from
the distribution D. Next, we introduce the statistical distance and the smudging
lemma.

Definition 5 (Statistical distance). Let X,Y be two distributions defined
over a finite domain D. The statistical distance between X and Y is defined
as:

A(X,Y) = % Y |Pr(X =a]-Pr[Y =aq
aeD

We say that two distributions X, Y, indezed by an index n € N are statisti-
cally close if their statistical distance is negligible in n.

Lemma 1 (Smudging Lemma [27]). Let By = B1(\), By = Ba(\) be pos-
itive integers and let ey € [—By, B1] be a fized integer. Let es < [—Ba, Ba] be
chosen uniformly at random. Then the distribution of es+ ey is statistically close
to that of e as long as By /By = negl(\).

10



2.3 Lattices preliminaries

As it is usually done, we write Dz, to denote the discrete Gaussian distribution
over Z with width parameter ¢ > 0. We usually represent by boldfaced capital
letters matrices such as A € Z"*™ and boldfaced letter vectors such as x € Ly,
and we use non-boldfaced letters for their components (ex z1,...,z, coordi-
nates of x). We also recall some basic useful properties of the discrete Gaussian
distribution, as well as the leftover hash lemma [23].

Lemma 2 (Leftover Hash Lemma, adapted). Let n,m,q be integers such
that m > 2nlogq and q > 2 is prime. Then, for all £ = poly(n), the statistical
distance between the following distributions is negl(\):

. nxm mx4e
{(A,A2) « AeZp*™, Z +{0,1}}
{(AU) + Az, U« 70}
Lemma 3 (Gaussian Tail Bound [25], adapted). Let n,m,q be lattice pa-

rameters where m > 2nlogq. Sample A <= Zy*™. Then for all o > logn, t € Zy
in the span of A, we have that

Pr[|lull > Vno : u< Dy, st. Au=t] <O(2™").
In particular for discrete Gaussian over the integers and any A € N,
Pr [\m| >Vio oz ’DZ’J} <27,

Definition 6 (Learning with errors [29].). Let \ be a security parameter and
n=n(\), m=m()\), ¢ =q(N), o =0c(\) be lattice parameters. For b € {0,1}
and any PPT algorithm A, we define the LWE following experiment:
Exp-LWEY (1*)

— Aengm

n m
— $¢ Ly, e <Dy,

—ifb=0thenu' =s'A+el
— ifb=1thenu « Z7'
— return A(A,u)

The (decision) LWE assumption states that for any PPT A, it holds that:

AdyLVE (1Y) = |Pr [Exp—LWEO(l’\) =1] - Pr [Exp—LWEl(p) = 1]| = negl())

n,m,q,o,A

3 Q-Partite Threshold PKE

In this section, we recall the definition of @)-Partite Threshold Public Key En-
cryption (QTPKE), that has been introduced in [15]

11



EXpA,real(lk) : EXp_A id l(]‘)\) :

1. On input the security parameter,
the adversary A outputs a number
of users N, a number of positions
£, an alphabet size (Q and an access
structure A.

2. The challenger runs
KeyGen(1*, N, 2, Q,A) to gen-
erate (pk,ski,...,sky) and sends
pk to A.

3. A outputs a maximal invalid party
set S* C [N] and receives from the
challenger the set of corrupted se-
cret keys {ski}ics=.

4. A can issue a polynomial num-
ber of queries (u,j). For each,
the challenger answers by com-
puting ¢t = Enc(pk,j, pu), sam-

1. On input the security parameter,
the adversary A outputs a number
of users N, a number of positions
£, an alphabet size () and an access
structure A.

2. The challenger runs
S1(1*,N,¢,Q,A) to generate
(pk, ski,...,skn), and sends pk to
A.

3. A outputs a maximal invalid party
set S* C [N] and receives from the
challenger the set of corrupted se-
cret keys {sk;}ics*.

4. A can issue a polynomial
number  of  queries  (u,j).
For each, the challenger runs
ples @ € [Q] and sends (ct,{d; = 257, pk, {ski}ties~, 5, Enc(pk, j, 1))
PartDec(j k! )} eivpse) to to generate {d;}; <[]\ s+ and sends
N e (ct, {di}i enpys+) to A

5. At the end of the experiment, A 5. At the enFl Of the exper fment, A

Sy s . answers with its guess bit b.
answers with its guess bit b.

Fig. 1. Share simulatability for QTPKE adversary.

3.1 Main Definition

Definition 7. Let A € N be the security parameter, N € N the number of users,
¢ € N a number of positions, @ € N an alphabet size and A a monotone access
structure. A QTPKE IT = (KeyGen, Enc, PartDec, Combine) is composed of the
following algorithms:

— IT.KeyGen(1*, N, ¢,Q, A): Takes as input a security parameter \, the num-
ber of users N, a number ¢ of positions, ) an alphabet size and an ac-
cess structure A. It outputs a public key pk and the set of users secret key
(ski,...,skn), where for each i € [N], ski = {sk] ,}(j.a)el)x[Q)-

— IL.Enc(pk, j,pn): Takes as input a public key pk, a position j € [{] and a
message (1 € {0,1}, and outputs a ciphertext ct = (j, cto, ct1, ..., ctg).

— II.PartDec(y, sk? ct): Takes as input a position j € [{], a user secret key

i,000
skfa with i € [N] and a € [Q] and a ciphertext ct = (j, cto, cty,...,ctg). It
outputs d; the decryption share of user i.
— I1.Combine(pk, ct, j, J,{d;}ic7): Takes as input the public key pk, a cipher-
text ct = (j,cto, ct1,...,ctqg), a position j € [{], a subset of users J C [n],
and a set of decryption shares {d;}ic7, and outputs a message p € {0,1}.
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3.2 Security Properties

We require that IT = (KeyGen, Enc, PartDec, Combine) satisfies the following

properties:

— All-sided correctness: We say that a QTPKE II has all-sided correctness if

for a security parameter A € N, parameters N = N(A), £ ={()\), @ = Q(N),
an access structure A and a set J € [N], s.t J € A, we have that:

Pr [Combine(pk;, ct,j, T, {di}iEJ) = /J/] >1- negl(/\)

where (pk, sk1,...,skn) = KeyGen(1*, N,¢,Q,A), Vj € [(] u € {0,1}, ct =
Enc(pk,j, p) and Vi € J, a € [Q], d; = PartDec(j, sk{ ,, ct).
CPA Security: We say that a QTPKE IT is CPA secure if all probabilistic

polynomial time algorithm A have at most negligible advantage in the game
in figure (2| where A’s advantage is defined as Advi*(A) = ‘SuccCPA(A) - %
and Succ®™(A) = Pr[b =] is the probability that the adversary outputs
the correct bit in the game in figure 2]

Partial Decryption simulatability: We say that a QTPKE IT has partial
decryption simulatability if there exist a pair of probabilistic polynomial time
algorithm (S7,83) such that all probabilistic polynomial time algorithm .4
have negligible advantage in distinguishing the experiments Exp Ameal(l/\)
and EXpA,ideal(l)\ﬁ defined in figure

Adaptive One-Sided Security: We say that a QTPKE [T is adaptively
one-sided secure if all probabilistic polynomial time algorithm A have at most
negligible advantage in the game in figure [3] where A’s advantage is defined

as Advii 995 (A) = [Succ®~999(A) — % and Succ®= 955 (A) = Pr b= V]

is the probability that the adversary outputs the correct bit in the game in
figure [3

4 Our Post-Quantum QTPKE Construction

In this section, we present our core result, namely the first QTPKE that
post-quantum secure. We then prove its security.

4.1 Description of Our Scheme

Let A € N be a security parameter, N € N the number of users, n = n(A, N),m
m(A\, N),q = q(\,N),0 = o(A\, N) be lattice parameters. We also let Bjiooq

3 Note that in the experiment we require A to output a maximal invalid party set

is

in

order to allow S3 to be able to compute the decryption share of an honest user using
only information known to the adversary i.e secret keys of corrupted users. If the set

was not maximal, this would not be possible.
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The adversary outputs a number of parties NV a length ¢, an alphabet size @, and
an access structure A given a security parameter .

The challenger runs KeyGen(1*, N, £, Q, A) to generate (pk, sk1, . .., skx) and sends
pk to the adversary.

The adversary can corrupt some subsets of parties by outputting a set S.

If S € A, the challenger stops the game. Otherwise, the challenger samples a posi-
tion j* < [¢], a bit b + {0, 1}, computes a challenge ciphertext cty < Enc(pk,j*,b)
and sends ctp to the adversary.

Finally, A returns its guess b’ € {0,1}. It wins this game if b = b'.

Fig. 2. CPA security for QTKEM and adversary A

w

The adversary, given a security parameter A, outputs a number of parties N, a
number of positions ¢, an integer () and an access structure A and sends them to
the challenger.

The challenger runs the KeyGen(1*, N, £, Q, A) and outputs (pk, {(skf17 e
skg’Q)ie[N] }jerq) it sends pk to the adversary.

The adversary outputs a position j*, a letter a* and sends them to the challenger.

The challenger samples b € {0,1}, ® <+  Enc(pk,j*,0) and
M 7' x (Zy)?T' and generates the challenge ciphertext ct* =
(5%, ct&o)ctg()), R ctff*)_l, ctgb*), cts*)ﬂ, = ,ctS)).v Then, the challenger
sends to the adversary ct”,{(sk,,...,sk] o)icini}jei\*y as well as
(K] 15y 8k g 15 8K] oe i1y 8K o )ien

Finally, the adversary outputs its guess bit ¥ € {0,1}. The adversary wins this
game if b=1'.

Fig. 3. ad — OSS for QTPKE and adversary A

Biiood(A, N) be a norm bound. Let A be an access structure, £ = {(\,N),Q =
Q(A, N) be the number of positions and letters of the QTPKE. We omit the
dependence of the ciphertext on j € [£] but it is assumed that it is public
information attached to each ciphertext.

We construct a QTPKE scheme IT = (KeyGen, Enc, PartDec, Combine) as follows:

I1.KeyGen(1*, N,/,Q,A): On input the security parameter A, number of
users IN, number of positions ¢, number of letters () and access structure
A, the key generation algorithm proceeds as follows:
e Sample A; + Z3*™, x; < Z for each position j € [(].
o For each position j € [/], generate the shares of x; for the access control
A as (sj1,...,8;,n) = SS.Share(x;,A), where s;; = (Sji1,.-.,85i,L)-
Additionally, sample vectors y; 1,...,y; o < Zg-

e For each j € [/], set the public key pk; as pk; = (A, A;-rxj +eq, A;-ryj’l—i—
el,...,AjTyj,Q—i—eQ). ‘

e For each user i € [N], set sk; as: sk; = {Skf,ml}(j,a,l)e[e]x[Q]x[L] where
V(j,a,l) € [0 x [Q] x [L], skiﬁa,l =85l —Yja €Ly
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Output pk = (pk1,...,pke¢) and sky, ..., sky.
— I1.Enc(pk, 4, 1): On input the public key pk, a position j € [¢] and a message
u € {0, 1}, the encryption algorithm samples r + {0,1}™ and computes:
e ct, =A;r
o ctp = (ijAj +eg)r+pld]
e Vo€ [Q cto = (y[uA; +eD)r
It outputs ct = (j, ct,, cto, ct1, ..., ctg).
— I1.PartDec(j, sk{ya,ct): On input a position j € [{], a secret key skgﬁa and a
ciphertext ct parsed as ct = (j, ct, cto, ct1,. .., ctg), the algorithm samples
€; [_Bflood7 Bflood]» and computes for [ € [L]

. T -
dig = cto + skg,%l ct, +¢&;.

It outputs d; = (d;1,-..,di L)

— I1.Combine(pk, ct, j, J,{d;}ic7): On input the public key pk = (pk1, ..., pke),
the ciphertext ct = (j, ct,, cto, ct1, ..., ctg), a position j € [¢], a set of parties
J C [N]s.t. J € A and their set of decryption shares {d;};c 7, the combine
algorithm computes

z = cty — SS.Combine({d; }ic7) (2)

and outputs |z] where | z] equals 0 if —¢/4 < z < ¢/4 and 1 otherwise.

4.2 Correctness

Theorem 1 (Correctness). Suppose the modulus q is prime such that ¢ >
4(14+ NL)y/nmo + 4N LByio0q, m > 2nlogq, then II has all-sided correctness.

Proof. Let (pk, ski,...,skyn) < KeyGen(1*, N, ¢, Q, A). Parse pk = (pky, ..., pk)
where for each j € [{], pk; = (A;, A;-rxj + eO,A;-rij +eq,... 7A;-rijQ +eqg),
and for each i € [N], sk; = {Skia)l}(j,a,l)e[f]x[Q]><[L]-

Let us fix some position j € [¢] and plaintext p € {0,1}. Let J C [N] be a
valid set i.e J € A. Let ct = (j, ct,,cto,...,ctg) be the output of the encryp-
tion algorithm I1.Enc(pk, j, p) with ct, = Ajr, cto = x] Ajr +ejr+ p[4] and
cto =y, A r+er, with r« {0,1}™.

For each i € J, consider the output of the partial decryption algorithm d; =
II.PartDec(j,sk? ., ct). Let €;; < [—Bfiood, Bfiood) be the flooding error terms

7,00

sampled during partial decryption. We have that:

di| = cto + skg,%l ct, + €4
= YA T +eqr+ (5500 — Vja) AT+ iy

T T ~
= sm-,lAjr +e,r+¢é

Now, consider the output of I7.Combine(pk, ct, j, J,{d; }ic 7). Let T be a min-
imal valid set of share elements {s; i} )er. By the strong {0, 1}-reconstruction
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property of the LSS and the validity of T', we have that E(i,l)eT Sjil = X;. It
follows that:

Combine({d;}ics) = > (s A+ elr+é;)

(i,1)eT
Z s“lA r+ Z ezar—|— Z €il-
(e,0)eT (4,0)eT (4,0)eT

= X; TAT+ Z ezar—|— Z €l

(4,0)eT (4,0)eT

Since z = ctg — SS.Combine({d; }ic 7, we get that:

z = ijAjr +egr+ NL%] - ijAjr - Z ezar - Z €il
(t,1)eT (t,l)eT

z:uLg}Jrea—r— Z e;':arf Z €;1-

(i,D)eT (i,l)eT

It now suffices to show that |e] r — > Gner el r— > @er i,
that this inequality holds with overwhelming probability.

— Since Enc samples r < {0,1}™ and KeyGen samples eg,e1,...,eq < Dy
by Lemma [3| with overwhelming probability we have that |er| < \/mno for
each a € [0,Q)].

— By definition a valid set of shares elements, |T'| < NL.

It follows that:

\e(—')—r — Z e;-far — Z €1l < (1+ NL)v/nmo + NLBjiood

(i,))eT (i,))eT

Since we have supposed that ¢ > 4(1 + NL)y/nmo + 4N LBjje04, it follows
that |egr — > Ger el r— > @.ner €itl < q/4 which concludes the correctness.

4.3 CPA security

We now prove the security of our construction, starting from the CPA security,
as defined in Section 2] In the proof, the adversary can not corrupt a valid set of
users. Therefore, after arguing that the shares of x; are uniformly distributed,
the proof follows the template of Regev’s PKE. After using the LWE assumption
to switch the public key component A;rxj + eg to a random vector, we use the
standard leftover hash lemma to switch the ciphertext components ct, (resp ctg)
to a random vector (resp scalar).

Theorem 2 (CPA security). Let A be a security parameter, N = N(X), £ =
L(N), Q = Q(N\). Suppose that n > X\, m > 2nloggq, o > %. Under the LWE
assumption with parameters (n,m,q,c), I is CPA secure.
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Proof. We prove the CPA security by a sequence of hybrids.

— Hgb): This is the initial CPA security game. At the beginning, A sends
N, ¢,Q, A to the challenger C. The challenger samples (pk, sk1,...,sky) <
KeyGen(1*, N, ¢,Q, A), with pk = (pk1,...,pke) where for j € [{], pk; =
(Aj,Aijj + eo,AjTij +e,... ,AjTyj)Q + e@). Then, the challenger se-
cret shares x; into (s;1,...,s;n) = SS.Share(x;, A) where for each ¢ €
[N],7 € [€,s;: = (8ji1,---,85:.1) then it sets for each i € [N], sk; =
{Skia,z}(j,a,l)e[e]X[Q]X[L] with skz’a’l = 8ji1— Y- Then the challenger sends
pk to A, which declares a set of parties S C [N]. If S € A, the challenger
stops the game.

Next, the challenger samples a bit b € {0,1} and a position j* € [¢], com-
putes ctp = (4, ct,, cto, ..., ctg) < Enc(pk,j*,b). More precisely, it samples
r < {0,1}™ and computes (j, ct,, cto, ..., ctg) as:

ct, = Aj-r,
cto = X;Aj*r +egr+ bLg],
Va € [Q), ctq = y;7aAr +e/r.

Finally, it sends (cty, j*, {ski}ics) to the adversary A. At the end of the
experiment, the adversary outputs a bit &’ € {0,1}.

- Hgb): Same as H(lb) except the challenger now does a secret sharing of 0
instead of x;, that is for each j € [€], (s;j1,...,s;n) = SS.Share(0, A).

— Hgb): Same as Héb) except now the challenger samples uniformly at random
a vector u < Zg" instead of setting the second component of the secret key
to A;-r* X+ + €g in the second component of pk;-.

— Hflb): Same as Héb) except the challenger samples ct, uniformly at random
as ct, < ZZ”.

— Héb): Same as Hflb) except the challenger samples uniformly at random ctg as
cty Zq.

We write H;Cb) (A) to denote the output distribution of experiment Hg’) with
adversary A. We argue in the following lemmas that the hybrid experiments are
two-by-two indistinguishable.

Lemma 4. Suppose n > X\ and that SS is a Linear Secret Sharing Scheme

according to Def@. Then, Hﬁb) ~ Héb)-

Proof. The adversary A is only allowed to query invalid sets S ¢ A. The lemma
follows by the privacy property of the secret sharing scheme SS.

Lemma 5. Suppose that n > X\, m > 2nlogq and o > ¥, Then, under the

LWE assumption w.r.t parameters (n,m,q,c), Hgb) ~ Héb).
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Proof. Suppose there exists a bit b € {0, 1} and an adversary A that distinguishes

Hgb) from Hgb) with non-negligible advantage. We build a simulator B that breaks
the LWE assumption with non-negligible probability.

— B starts by requesting the public parameters N, ¢, @, A. Then it receives the
challenge (A,u) with A € Zy*™ and u € Z".
— Next, B samples the challenge position j* + [¢] and samples the public keys

as follows:
e For positions j # j*, B samples the keys honestly. That is, B samples
Aj — L™ X5, Y10 Y0 & Ly €o0,--.,eq < D7, and sets the

public key pk; as pk; = (A, Aijj + e, A;l—yj’1 +eq,..., A;rijQ +eq).
e For position j*, B samples y,1,...,y; o ¢ Zg, €1,...,eq + Dy, and
sets the public key pk;+ as pk;- = (A, u, ATyj,1 +eq,... 7ATyj,Q +eq).
o B sets pk as pk = (pki,...,pks) and sends it to A.
— Next, B receives from A the set S C [N] of corrupted users. If S € A, B
stops the game. Otherwise, B sets the secret keys as follows:
e Lor positions j # j*, B samples the secret keys honestly. That is, B
computes (s;1,...,8;n) < SS.Share(x;,A), and sets sk, = s;i1 —
Y. for each (i,a,1) € [N] x [Q] x [N]. o
e For position j*, B samples skgy%l — Ly
— Finally, B samples r < {0,1}™, and sets the challenge ciphertext as:

ct,. = Ar,
cto=u'r+ bL%L
Va € [Q], ctq = y;’aA r+elr

— Finally, B sends (cty, j*, {sk; }ics) to .AE| and forwards the bit »" output by
A.

We now observe the distribution of the challenge ciphertext:

—Ifu= A"s + e where s « Zy and e < Dy, the public key second
component of pk;« is distributed as ATs + e and the cty is distributed as
cto =s"Ar+e'r+b|2] which is the distribution of the public key in Héb).

— Conversely, if u « Z;* then the public key and challenge ciphertext are

distributed as in H gb).

Lemma 6. Suppose m > 2nlogq. Then Hflb) ~ Hgb).

Proof. This follows from lemma [2| applied to the following distributions:
{(A,Ar) : A Z*™, r«{0,1}™}
{(A,z) : AZ*" 217}

4 Note that since the s;,; are a sharing of 0, they are indistinguishable from uniformly
sampled element from ZZXL . Hence, the distribution of the secret keys are themselves
indistinguishable from random elements sampled in Zj
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Lemma 7. Suppose m > 2nlogq. Then, Hib) ~ Hgb).

Proof. This follows by applying lemma [2] to the distributions

{@uTrodD) wezpr e 0.1}

{(u2) : wZ 2 Zg}

4.4 Adaptive One-Sided Security

Next, we prove that our construction satisfies the adaptive one-sided security
property, as defined in section [3] This proof slightly differs from the one in [15].
In their proof, the challenger is given a triple (X, Y, Z). The Y components can be
seen as the randomness used to set the ciphertext. In comparison, the challenger
here is only given a matrix A and a vector u. We use the LWE assumption to
argue that the public key component AjTyj* .o+ 1s indistinguishable from random.
Since the adversary is not given any secret key related to the challenge position
7% and letter a*, we can then argue that the ciphertext component ct,« can be
sampled uniformly at random, since the associated public key component is now
also random.

Theorem 3 (Adaptive One-sided security). Let A € N be a security param-
eter, N = N(X\), £ =4()\), Q = Q()\). Suppose that n > X\, m > nlogq. Under
the LWE assumption w.r.t parameters (n,m,q,c), IT has ad — OSS.

Proof. We prove that the following a reduction between two experiments followed
by a sequence of hybrids are two-by-two indistinguishable:

- Hgb): This is the initial ad — OSS security game. At the beginning, A sends
N, ¢, Q, A to the challenger C. The challenger samples (pk, sk1,...,skn) +
KeyGen(1*, N, ¢, Q,A) with pk = (pky,...,pks) where for j € [{], pk; =
(A, A;Xj + e, A;ryj’1 +eq,..., A;-ryj’Q +eq), and for each i € [N], sk; =
{Skg,%l}(j,a,l)e[e]x[Q]x (] with skgml = 8,i1—Yiq- Lhen the challenger sends
pk to A. The adversary answers with a position and letter pair (j*, a*) € [¢] x
[Q]. The challenger samples b < {0,1} together with ct(*) < Enc(pk, j*,0)
and ct(M) « L' X Lig % ZqQ. Next, the challenger sets the challenge ciphertext

as ct* = (7, ctgo), ctgo), ceey ctg]*)fl, t® ctal*)ﬂ, cee ct(Ql)). Finally, the chal-

16H§fr sends ct”, {skj o 1}l -y x@ix(z) and {ski, }ane@n oy x(u

to A.

- Hgb): Same as Hgb) except the challenger samples a pair (j*,a*) € [{] x [Q)]
at the start of the game. If it is different from the pair output by A then the
challenger stops the game.

— Hgb): Same as Hgb) except that the challenger parses the public key pk;- =
(A, pkj« 1,...,PKj+ o), samples pk,. ,. uniformly at random as pk
u < Zyg".

gt =

- Hflb): Same as Héb) except the challenger now samples ct,+ uniformly at
random as ctox — Zg.
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We argue in the following lemmas that each hybrid experiment are two-by-
two indistinguishable.

Lemma 8. If there exist an adversary an adversary A against the ad — OSS ezx-
periments that wins with probability €. Then, there exists an adversary B against
H(Qb) such that Advr, (B) > 4.

Proof. Let A be an adversary in experiment Hgb) with advantage €. We construct
a reduction algorithm B that wins Héb). B samples uniformaly at random a pair
(j,@) < [{] x [Q]. Next, B samples the keys using the KeyGen algorithm exactly
as in Hgb), except for the keys skJia for all i € [N]. Note that the generation of
the public keys is independant of the choice on (5%, a*) so the distribution are
the same. B sends the public key pk to A. Next, A outputs a pair (j*,a*). If
(j*,a*) # (j,@), B aborts the game and outputs a bit b’ « {0,1} uniformly at
random. Otherwise, B follows the rest of the game honestly and outputs whatever
A outputs. Since guessing the correct pair (5%, a*) happens with probability %,

)

and that the advantage of A in winning Hgb is €, we conclude that the advantage

of B in winning Héb) is exactly é.

Lemma 9. Suppose thatn > X and that L\WE is hard with parameters (n,m, q, o).
Then, HY ~ HY.

Proof. Suppose that there exists an adversary A that distinguishes Héb) from

Hgb) with non-negligible probability. We build a simulator B that breaks the
LWE assumption with non-negligible probability.

— B starts by requesting the public parameters N, ¢, @, A. Then, it receives the
challenge (A, u) with A € Zy*™ and u € Zj".
— Next, B samples a pair (j*,a*) < [£] x [Q)] and samples the keys as follows:
e For positions j # j*, B samples the keys honestly. That is, it samples
Aj < Zy™ ™, X3, Yi1s--5Yj0 < Ly, €o,...,eqQ < D', and sets the
public key pk; as pk; = (A, Aijj + e, A]-Tyj,1 +eq,..., AjTyLQ +eq).
Then B computes (sj1,...,8;n) < SS.Share(x;,A) and sets skz’ml =
Sj.il — Y for each (i,a,1) € [N] x [Q] x [L].
e For position j*, B sets Aj« = A, samples X;,y, 1, Y ar—1 < Zy,
Yiart1r---: Y0 & Ly, €05 .- €05 —1,€0%41,...,€q < D', and sets
pkj« as pkj = (A.j*,A;I—*Xj* + eO,A;yj*,1 + el,...,AJ—.';yj,f7Ol*_1 +
ea*,l,u,A;yj*,MH +eq iy - .,AJ-T*yj*yQ +eg).
Finally, B has to compute (s« 1,...,S;+ n) ¢ SS.Share(x;-,A) and sets
skl | =Sj-i1— ¥ o for each (i,a,1) € [N] x [Q\{a*} x [L].
e B sets the public key pk as pk = (pk1,...,pk¢) and sends it to A
— B request a pair (ja,a4) from A. If (ja,a4) # (5%, a*), then B stops the
game.
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— Next, B samples r € {0,1}" and sets the challenge ciphertext ct;, as follows:

ct, = Ajr
cty = x;Aj*r t+egr
Vo€ [Q\Ma'}, cta =) JAj T+ el
Ctor = u'r

— B sends ct, {sk] , }}(j.anern iy x@ix(r] and {8k} ne@n far)x(p)-
— When A answers with its guess b, B forwards it.

We now observe the distribution of the public key and challenge ciphertext:

—Ifu=ATy+e, where y + Zy and e < Dy, then by parsing pk;- as
pkj- = (Aj*,A;r*xj* + €0, Pk;« 1, - ., Pk« ) then we have that pk,. ,. is
distributed as pk;. .. = AjT*y—f—e which is the distribution of pk;. .. in Héb)
and the ciphertext component ct,- is distributed as ctyo« = yTA]—*r +e'r
which is the distribution of the ctq~ in H{,

— Conversely, if u < Zj" the pk; )

and ct,- are distributed as in Hgb .

Lemma 10. Suppose m > 2logq. Then Héb) R Hib),
Proof. We apply the leftover hash lemma to the following two distributions:

{(u,uTr) : u<—Z;",r<—{O,1}m}
{(u,2) : u<—Z;",z<—Zq}

4.5 Share Simulatability

my/mo
Bfiood
SS satisfies the privacy, reconstruction and linearity properties from Def[3

Then, Il has share simulation security.

Theorem 4. Suppose that = negl()\) and that the secret sharing scheme

Proof. We prove the following lemma by a sequence of hybrids.

- Hgb): This is the real share decryption simulatability experiment Exp 4 ,.q; (1)
On input the number of users IV, the number of positions ¢, an alphabet size
Q@ and an access structure A, the challenger runs the key generation algo-
rithm to obtain (pk, sk, ...,sky) < KeyGen(1*, N, ¢, @, A), and sends pk
to A. Then, it receives a maximal invalid party set S* C [N]. The challenger
answers by sending the set of corrupted secret keys {sk;};cs«. Next, A can
query the partial decryption oracle a polynomial number of times. On in-
put (p,j), the challenger computes ct = I1.Enc(pk, j, ;1) and the decryption
shares of honest users d; = II.PartDec(pk, ct,sk] ) for each i € [N]\S* (with
a possibly different o € [Q] sampled uniformly at random for each 7). It then
sends (ct, {d; }ie[n]\s+) to A. Finally, A outputs its guess b € {0,1}.
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— Hgb): Same as Hgb) except the challenger simulates the partial decryptions
for each of A’s queries. Given S* C [N] the set of corrupted parties, let
St = {(4,1)}i,nesx(r) the associated set of shares. The challenger commits
to a maximal invalid set of share elements T such that S; C T. Secret

keys of user i can be parsed as sk; = (sk{ o l) ‘ . The partial
N (G el x [Q]x[L]
decryption shares of honest users are computed as follows:

e For (i,1) € T\SL, the share is computed normally. That is, the challenger
samples o < [Q], €1 < [—Bjioods Bfiooa)] and sets d;; = skg;lctr +
cto + €1 = s;»':iAjr + e(—)'—r + €y

o For (i,1) € [IN\T, let T, ; C T U{(4,1)} be a minimal valid set of share
elements. This set exists since T  is a maximal invalid set of share ele-
ments. Then the partial decryption share is set as d;; = cto — p[4] —
Z(j’,i/)eTi,l\{(ivl)} S;,i’AjI‘ + €1, for €;; < [—Byiood, Biood)-

— Hgb): Same as H(zb) except that for each j € [¢], the challenger secret shares
the 0 vector instead of x; € Zg.
In this hybrid, the partial decryption share d; of all honest users only depend
on the secret key shares of corrupted users from an invalid set. They do not
leak information on the shared x;.

We now prove that each hybrid is two-by-two indistinguishable.

Lemma 11. Suppose that Tg;{i‘j = negl(\). Then, Hgb) ~ Héb)

Proof. The only difference in A’s view between H(lb) and Hgb) is how the partial
decryption of honest parties outside the maximal invalid set of shares are com-
puted. In Hgb), we have for some a € [Q)], d;; = cta—l—sk{;lctr—l—éi,l = szi7lAjr+
elr —+ é“, with é@l — [*Bflood,Bflood] and setting d; = (di,1>-~~7di,L)- In
Hgb), the challenger commits to a maximal invalid set of shares T' and shares
d;; are computed as in H(lb) for i € T. The only difference is when (i,1) €
([N] x [L]) \T. For such pairs, the challenger computes a minimal valid share set
Tiy ¢ TU{(i, )} and sets diy = cto — p[ 3] = D5 iner (0} s;.'—/’i,Ajr + €1,
foré;; « [-B flood, B flood]. By correctness of the secret sharing scheme, we have
that x; = 3", iner,, Sjig- It follows that:

T T ~
di] = Sj,i,lAjr +eyr+é;;

s

By assumption, |ejr| < m\/mo w.o.p. Therefore, by the choice of Btiood,

the two distributions of d;; in H(lb) and Héb) are statistically indistinguishable by
lemma [Il

Lemma 12. IfSS is a secret sharing scheme that satisfies privacy as defined in
def@ then H(Qb) ~ H:gb).

Proof. This follows directly from the privacy of the secret sharing scheme SS. In
Hgb), the vector x; € Zj is secret shared into s; 1, ...,s; v ¢ SS.Share(x;, A). In
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Hgb) the O vector is secret shared into s;1,...,s; y < SS.Share(0,A). Since A
can only choose a (maximal) invalid set S*, by the privacy property of SS, the
two distributions are indistinguishable.

O

4.6 Instantiation.

Let A\ be a security parameter, N be the number of users, ¢ a length parame-
ter, @@ be the alphabet size and A be a monotone access structure that can be
represented by a {0, 1}-LSS. We set the rest of the parameters of the system to
satisfy theorem

— We set the lattice dimension n = A and m = O(nlogq).

— We set the noise parameter o = poly(n) such that LWE is hard with param-
eters (n,m,q, o).

— For codes typically used in traitor tracing such as robust IPP codes, we
require £ = Q = % with d = f2/(1 — 6 — f0), where f is the number
of traitors the code can support and 6 is the proportion of erasures.

— We set the flooding noise bound Bjjs0q = my/mo2?.

— We set the modulus ¢ to be a prime such that ¢ > 4(1 + NL)y/nmo +
4NLBflood = O(ZANL\/%O')

— The ciphertext ct has size |ct| = O ((m + Q) log q), which adds only an ad-
ditional vector of size mlog ¢ compared to the ciphertext size in [I5].

5 A Threshold Traitor Tracing Scheme

As shown in [I5], threshold traitor tracing is known to be implied by QTPKE
combined with robust @Q-ary IPP codes. In this section, we give a formal defi-
nition of such codes and recall the construction of a Threshold Traitor Tracing
scheme that supports public traceability. This section is adapted from [I5] in
the case of an encryption scheme. We also adapt the inputs of the algorithms
to support access structures supported by {0, 1}-LSSS which include thresholds.
For the full details of the proofs, we refer the reader to [15].

5.1 Robust IPP Codes

Let C = {wi,...,wn} C X¢ be a Q-ary code of size N and length /. Let A

be the minimum Hamming distance over alphabet X' = {1,...,Q}. We assume
that w; = wi1...wig € X*. Given a positive integer t, a subset of codewords
X = {w1,...,w} C C is called a coalition of size t. Let X; = {w1,i,...,wi i}

be the set of the i-th coordinate of the coalition X. If the cardinality of X is
equal to 1, the coordinate i is called undetectable, else it is called detectable. The
set of detectable coordinates for the coalition X is denoted by D(X). The set of
descendants of X, denoted desc(X), is defined by desc(X) = {x = (z1,...,2¢) €
Xt z; € X;, 1 < j < /(}. In the coalition X, we call codewords the parents
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of the set desc(X). We define a t-descendant of the code C the set desc;(C) =
Uxce,x|<: desc(X). The desc(C) consists of all £-tuples that could be generated
by some coalition of size at most t. Codes with identifiable parent property (IPP)
are then given by the following definition.

Definition 8. Given a code C C X*, with parameters (¢, N, Q). Let t > 2 be an
integer. The code C is called a t-IPP code if for all x € desci(C), it holds that:

N X #0.

XCC,|X|<t, s.t. x€desc(X)

In a t-IPP code, we can always identify a parent codeword of any descendant
x € desc(C). The marking assumption, introduced in [I0] then states that any
coalition of users can only create a codeword that lies in the set of descendants
of the coalition.

We say that a code C is a robust IPP code if identification of the parents of a
codeword z created by a coalition X is possible, even when x breaks the marking
assumption in at most e/ positions. We consider two types of mutations: erasure
when z; = x and replacement when z; € X\ X;. We say a word is e-noisy when
at most a fraction e of its letter are * mutations. Let X C C, |X| < t be a
coalition. Assume desc(X) is not empty. Let x € desc(X) such that x follows the
marking assumption except in ¢ positions. Call ¢ a coordinate of = a mutation
if x; ¢ X;,. We denote by desc(X). the set of all vectors = formed from the
vectors in the coalition X such that x; € X; for ¢(1 — ¢) coordinates ¢ and x;
is a mutation in at most e/ coordinates. Codes with robust identifiable parent
property (RobustIPP) are formally defined as follows.

Definition 9. Given a code C C X* with parameters (¢, N,Q), let t > 2, be an
integer. The code C is called a (t,e)-IPP (robust t-IPP) if it holds that

N X #0

XCC,|X|<t,xedesc(X).

Informally speaking, the code C guarantees exact identification of at least one
member of the pirate coalition of size at most ¢ for any collusion attack with at
most £ mutations. A robust IPP code is said to have the traceability property if
for any x € desc(X), the codeword ¢ € C closest to x by the Hamming distance
is always one of the parents of z, i.e ¢ € mXcC,\X|§t,xedesc(X)5 X. This implies
that a pirate can be identified by finding any vector ¢ € C such that its distance
to z is the shortest. We shall use robust IPP with traceability property.

Requirement on A. From [2], the minimal distance A must verify:

1 1 1 e 1—e¢
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5.2 Threshold Traitor Tracing

In this subsection, we recall the formal definition of a Threshold Traitor Tracing
Encryption scheme.

Definition 10. A Threshold Traitor Tracing KEM is a tuple of five polynomial
time algorithms TT = (KeyGen, Enc, PartDec, Combine, Trace) defined as follows:

— KeyGen(1*, N, A): Takes as input the security parameter \, the number of
users N and an access structure A. The algorithm outputs the public key
pk,and the users secret keys sk, ..., skn.

— Enc(pk, n): Takes as input the public key pk and a plaintext p. The algorithm
outputs a ciphertext ct.

— PartDec(sk;, ct): Takes as input the user secret key sk; and a ciphertext ct.
The algorithm outputs users i’s decryption share d;.

— Combine(ct, J,{d; }icy): Takes as input a ciphertext ct, a set of users J C
[N] and its associated set of shares {d;};c7. The algorithm outputs the plain-
text p or a rejection symbol L.

— Trace(pk, 11/€,D): Takes as input the public key pk, an error bound €, and
a decoder D. The algorithm outputs a subset J C [N].

A Threshold Traitor Tracing is required to satisfy the definitions of correctness
and CPA security of standard threshold public key encryption schemes.

Originally, the decoder D was modeled as a device that decrypts successfully
with non negligible probability. This model was found to be flawed in [22] and
fixed in the same work. We follow their new definition, in line with modern works
on traitor tracing.

Definition 11. Let ¢ = £(\) be a function of the security parameter and negl
a negligible function of the security parameter X € N. A threshold traitor trac-
ing PKE TT = (KeyGen, Enc, PartDec, Combine, Trace) is e-secure if for every
probabilistic polynomial time algorithm A and for every A € N, the following
holds:

Pr[GoodTrace] > Pr[GoodDec| — negl(\) and Pr[BadTrace| < negl())
The events GoodTrace, GoodDec and BadTrace are defined as follows:
— FEvent GoodDec occurs when:

cty + Enc(pk, b) 1
b+ {0,1} 2

— FEvent GoodTrace occurs when J' # ) and J' C J, i.e. Trace identified users
only in the alliance.

— Event BadTrace occurs when J' # 0 and J' ¢ J, i.e. Trace accused a user
that is mot in the coalition of traitors.

Pr|D(cty) =b : > - +e.

Where D, J,J’ are output of the trace experiment in figure |Z|
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1. The adversary outputs a number of users N together with an access structure A
and sends them to the challenger.

2. The challenger runs the KeyGen algorithm to obtain the public key pk and the set
of users secret keys {ski1,...,skn}.

3. The adversary can request corruption queries on user ¢ € [N]. ¢ is then added to
the set of corrupted users 7. The challenger answers by sending i’s secret key sk;.

4. After some time, the adversary outputs a decoder D and sends it to the challenger.

5. The challenger obtains 7’ by running the Trace algorithm using decoder D.

Fig. 4. Trace experiment TraceExperiment for a threshold traitor tracing encryption
scheme and adversary A

We also define the following advantage:
AdvFE (A) = max{ Pr [GoodDec| — Pr [GoodTrace] , Pr [BadTrace]}

In this section, we use the Q-Partite TPKE alongside a robust IPP code to
construct a Threshold Traitor Tracing scheme. Thanks to the code properties,
our scheme benefits from the desired public traceability property. Note that since
the coalition of traitors J we consider is of size f such that J € A, it is large
enough to decrypt on its own. Thus, we can use classical tools such as linear
tracing used for robust IPP codes. Hence, our tracing strategy is inspired from
classical traitor tracing such as [21].

5.3 Construction

We now give a construction of a Threshold Traitor Tracing Scheme, combining
a QT PKE with a robust IPP code. This construction follows directly from [I5].
Let N be the maximal number of users, A the access structure and € the avantage
of a pirate distinguisher. Each party is identified by an integer from {1,..., N}.
Let C be an IPP code with parameters (¢, N,Q), able to identify coalitions of
size up to f. Let A be its Hamming distance and 0 < 6 = L2=e - 1

1/2—2/Vx F+1
6 1-6
A>Y 1+—)
( VA

Next, let IT = (KeyGen, Enc, PartDec, Combine) be a Q-Partite Threshold
PKE. Finally, given a security parameter A\, we assume the size of the traitors
set is large enough to verify the access structure. We define a threshold traitor
tracing scheme TT composed of the tuple of probabilistic polynomial time algo-
rithms TT = (KeyGen, Enc, PartDec, Combine, Trace) as follows:

satisfying the condition:

TT.KeyGen(l’\, 1'/¢ N, A): Takes as input the security parameter \, the number
of users IV, the access structure A and the decoder advantage €. By calling the
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H.Ke_yGen(lA7 N, 2,Q,A), we obtain the public key pk and the set of secret keys
{(sk] 15, sk] o)iein Yiele- Finally, for each user 4, set: sk; = (8K s 15 Skf,wi,e)
where w; ; is the value at position j of codeword w;.

TT.Enc(pk, pt): Takes as input the public key pk. Samples a position j € [£].
The ciphertext is ¢t = (j, ct,, cto,cty, ..., ctg)) and ct was obtained using the
encryption algorithm IT. Enc(pk, j, p).

TT.PartDec(sk;, ct): Takes as input the public key pk, the position j, a user secret
key sk;, and a ciphertext ct = (j, ct,, cto, ct1, ..., ctg). By calling the decryption
algorithm I7.PartDec(pk, ski , ct), the user gets their decryption share d;.

7,0

TT.Combine(ct, J,{d; }ic7): Takes as input the public parameters pk, the public
key combiner pkec, a ciphertext ¢ = (j, cto, cty, ct1,. .., ctg), a set of valid users
J € A with the associated set of decryption shares d;. By calling the algorithm
I1.Combine(ct, J,{d; }ic7), the user recovers plaintext p.

TT.Trace(pk, D, 11/5): Takes as input the public key pk, a decoder D and an
error bound e. We run the decoder for every position j € [¢] to form new letters
of the pirate codeword w*. After all the positions have been tested, we use the
Trace algorithm from C to accuse a party. We consider the following tracing
procedure:
for j =1to/ do
count < 0
fora=0to @ +1do
loop W « 8)\%/2(N/¢)? times
(ct©) = (j, ctgo), ctéo), cgo), e, cg))) + II.Enc(pk, 7,0)

(ct™ = (j, ctl), ctél), cgl), e 08))) + II.Enc(pk,j,1)
b+ {0,1}
ot (j,ett” et et DY)
Call D on input ct*
if D(ct*) =b then
count < count + 1
end if
end loop
Let pj o < count/W be the fraction of time where D outputs b cor-
rectly.
end for
If there is a letter a* € [1,Q] such that |pj a=41 — Dj.ax

5
> — then letter
Q

a*

is accused and w; < a*.
Else, w; is assigned *.

end for
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From the pirate word w = w; ...w, found after the loop finished, call tracing
procedure in C on input w. The Trace returns a traitor.

Theorem 5. For every probabilistic polynomial time algorithm A against the e-
security of the scheme TT, there exists a probabilistic polynomial time algorithm
B against the One Sided Security of the Q-Partite Threshold PKE II such that
for all A € N, the following holds:

_aa N2 20Q3

AT (A) < dte” P 4 20Q7 ) gyed-055 (B)
Q-f

where £ = 0(X), Q = Q(N\) are the codewords length and alphabet size as defined
in the scheme and f is the size of the coalition.

For the full tracing security proof, we refer the reader to [I5]. The correctness
and CPA of the scheme follows directly from the QT PKE’s correctness and
security.
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